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1. Introduction

Title 1l of the Health Insurance Portability and Accountability Act (HIPAA), known as the
Administrative Simplification provisions, requires national standards for electronic
healthcare transactions and national identifiers for providers and employers.

The standards improve the efficiency and effectiveness of the nation's healthcare
system by encouraging widespread use of electronic data interchange (EDI) in the U.S.
healthcare system.

Section 1104 of the ACA requires implementing transaction operating rules and
additional standards. It also requires periodic compliance reviews.

The Administrative Simplification Enforcement and Testing Tool (ASETT) supports the
Administrative Simplification and the ACA by providing complainants a way to file
complaints, check the status and update their complaints (including electronic
submission of supporting documents), and test healthcare transactions for compliance
with HIPAA/ACA standards and Operating Rules. The tool also allows the staff of the
Centers for Medicare and Medicaid Services (CMS), on behalf of the Department of
Health and Human Services (HHS), to manage the overall complaint process, add
information about a complaint, review and upload documents, test transactions, and
generate reports to track activities and complaint status.

1.1 Purpose

This manual contains procedures for ASETT users (registrants, site users,
administrators, and filed-against entities) to use all the ASETT functions and features.
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2. Overview

The ASETT application is available for industry users (health plans, healthcare
clearinghouses, providers, and their business partners or associates) to obtain
information about the Administrative Simplification provisions, to file a complaint for a
potential violation of those provisions, and for the National Standards Group (NSG) to
monitor and enforce those provisions.

2.1 Business Processes

The ASETT application is comprised of the following business processes:

Table 1 — ASETT Business Processes

Business Process Description

Complainant

: : Prospective complainants can create user credentials for ASETT
Registration

Complainants can submit an electronic complaint and provide

Complaint Filing support for that complaint

Registered users can check the status of a complaint or upload
support documents. The complainant must have filed their
complaint in the ASETT tool

Complaint
Management

Registered users can test a healthcare transaction for
Transaction Testing Administrative Standards compliance, with or without filing a
complaint

The Filed-Against Entity (FAE) can accept or dispute allegations,
Complaint Response | upload response documents, and certify a corrective action plan is
complete, via a web portal

ASETT is available 24 hours a day, seven (7) days a week, except for downtime for
system maintenance.

2.2 Conventions

This User Manual provides screen images and corresponding descriptions for how to
use the system. The manual follows the flow of ASETT screens. The manual begins
with an overview and navigation of the ASETT Website Home Page, then moves to
overviews of the ASETT Complaint filing and response tools.

Several of the screen images of the system are modified to fit into this user manual. The
modifications provide a reasonable facsimile of the pages seen in your web browser.

Page names, field names, action buttons, and important information is displayed in
Bold text.

As an instructional guide, this User Manual employs command syntax conventions
adhering to the Microsoft Manual of Style for Technical Publications.
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2.3 Cautions and Warnings

ASETT has one warning message, which is displayed before allowing access to the
system, a warning about the penalties for unauthorized use.

ASETT - Administrative Simplification Enforcement and Testing Tool

WARNING

This is a U.S. Government Information System. The U.S. Government maintains ownership and responsibility for its computer systems. Users must adhere to U.S. Government
Information Security policies, standards, and procedures. Use of this system may be monitored, recorded and audited. Unauthorized use is prohibited and subject to criminal and
civil penalties. The use of this information system establishes your consent to any and all monitoring and recerding of your activities.

Privacy Policy Security Policy

Figure 1 - ASETT Warning Message
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3.  The ASETT Website Home Page

3.1 Accessing the Website

ASETT requires no specific setup activities. You may access the system via a web
browser (Internet Explorer (IE) 9 or above, Mozilla Firefox 3.6 and above, or Google
Chrome) and enter data into ASETT via a personal computer. You need access to the
Internet to find and view the ASETT pages, and access to a printer to print.

Select the following link to access ASETT: https://asett.cms.gov

The system will display the ASETT Home Page.

ASETT User Manual v4.1 8 Administrative Simplification Enforcement & Testing Tool
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k

Home About ASETT Contact Us Support - 2 Register +) Login

ASETT

Administrative Simplification

7 Enforcement and Testing Tool
ASETT is a web-based application which enables
individuals or organizations to file 8 Health Insurance
' Portability and Accountability Act (HIPAA) and/or
' - Affordable Care Act (ACA)} complaint against a HIPAA

covered entity for potential non-compliance with the
non-Privacy/Security provisions of HIPAA_

File HIPAA Complaint Test HIPAA Transactions

See the About ASETT section to learn more about Test Transaction tool allows all transactions to be

how to file a complaint. checked consistently for compliance, syntax and
business rules. Validate transactions across
various formats including the following:

« NCPDP D.O

= [CD-10 Diagnostic and procedure codes

Code Sets Operating Rules = Unique ldentifiers

This tool can also validate code values against 60-

Submit complaints for the following violations:

To file a complaint you must login by clicking the plus clinical and non-clinical code sets, including
login button. If you don't have an account, you can ICD-9 and ICD 10 diagneosis and procedure code
create one through the CMS Enterprise Portal by sets. The Test Transactions tool will provide
clicking on the Create Account button. intuitive error reports and acknowledgements to

help identify and resclve srror.

To test a transaction you must login by clicking the
login button. If you don't have an account, you can
create one by clicking on the Register link.

If you would like to file a complaint without an
account, click on the Get Started button below.

Privacy Complaints

If you believe that a covered entity or business associate violated your health information privacy rights or
committed another violation of the Privacy, Security or Breach Notification Rules, you may file a complaint at the
link below: Office for Civil Rights (OCR).

Home Privacy Policy Security Policy

Figure 2 - ASETT Home Page

3.2 Navigating the Website

The ASETT website is comprised of several pages and functions described in this section
of the user manual.
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Home About ASETT Contact Us Support = A Register =] Login

- = _ G
. Administrative Simplification
-+ Enforcement and Testing Tool
' ' ASETT is a web-based application which enables
individuals or organizations to file a Health Insurance

Portability and Accountability Act (HIPAA} and/or
Affordable Care Act (ACA) complaint against a HIPAA
covered entity for potential non-compliance with the
' e I - non-Privacy/Security provisions of HIPAA

Figure 3 — Top Navigation Bar

The ASETT website pages contain a top navigation bar with links to other ASETT pages.
The links available are:

. Home

. About ASETT
. Contact Us

. Support

The ASETT Home Page contains three (3) action buttons for specific ASETT processes,
further described in Section 3.2. The buttons are:

. Register
. Login
. Get Started

At the bottom of each page is displayed three (3) hyperlinks further described in Section
3.3. The links are:

. Home
. Privacy Policy
. Security Policy

There is also a link to the Office for Civil Rights (OCR) for users who found the ASETT
Home Page while looking to file a complaint about HIPAA Privacy and Security regulation
violation. ASETT is not affiliated with OCR.

3.21  Top Navigation Bar Links
3211 Home

Selecting Home from the top navigation bar will return you to the ASETT Home page. If
you are on the ASETT Home page, selecting the Home link will simply refresh the page.
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Contact Us Support ~ A Register =3 Login

ASETT

Administrative Simplification

Enforcement and Testing Tool

ASETT is a web-based application which enables
individuals or organizations to file a Heafth Insurance
Partability and Accountability Act (HIPAA) and/or
Affordable Care Act (ACA) complaint against a HIPAA
covered entity for potential non-compliance with the
non-Privacy/Security provisions of HIPAA

File HIPAA Complaint Test HIPAA Transactions

Figure 4 —Home Link in Top Navigation Bar

Please also see Section 3.2.3.1 Home.

3.21.2 About ASETT
When About ASETT is selected, you are navigated to the About ASETT page.

The first item is a video overview of Administrative Simplification with an introduction to the
ASETT system.
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I '\

= i # i
Home About ASETT Contact Us Support A Register ) Login

About ASETT

This video provides an overview of Administrative Simplification, CMS’ role in the enforcement of standards, and an
introduction to ASETT, a CMS tool to test transactions, file a complaint and track the progress of a complaint.

W CMS Enforcement (Y ~»
Watch later  Share

~ASETT Overview
~ Filing a HIPAA Compilaint
~ Testing HIPAA Transactions

~ Complaint Investigation Process

~ More Information on HIPAA

< Previous

Home Privacy Policy Security Policy

Figure 5 - About ASETT Page

There are five sections displayed below the overview video. To open a section, click on
the down icon on the left of the bar or select the section title:
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~ ASETT Overview

The Adrigjstrative Simplification Enforcement and Testing Tool (ASETT) is a web-based application which
enables individuals or organizations to file a Health Insurance Portability and Accountability Act of 1996 (HIPAA)
and/or Affordable Care Act (ACA) complaint against a HIPAA covered entity (which includes health care
providers, health plans, and clearinghouses) for potential non-compliance with the non-Privacy/Security
provisions of HIPAA. This includes Transactions and Code Sets, Unique Identifier, and Operating Rules
provisions. The ASETT system securely captures demographic information about the complainant and the filed-
against entity, as well as details of the alleged violation, and any supporting documentation provided by the
complainant and the filed-against entity. When filing a complaint, the complainant has the option to remain
anonymous to the filed-against entity.

o - -

~ Filing a HIPAA Complaint

~ Testing HIPAA Transactions

~ Complaint Investigation Process

~ More Information on HIPAA

Figure 6 — Expand the Topics

Each section provides detail for the section heading (topic), ranging from description of the
tool (ASETT Overview) to instruction to perform activities within ASETT (Filing a HIPAA
Complaint and Testing HIPAA Transactions), and including general information
(Complaint Investigation Process and More Information on HIPAA).

To close the section, click on the down icon on the left of the bar, select the section title
again, or select the next section title you wish to open, which automatically closes the
previous open section.

The Previous button is located at the bottom of the page. Selecting this button will return
you to the prior page, in this case, back to the Home page.
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3.2.1.3 Contact Us

f
. | Vi
N
3 : R :
Home About ASETT Coftactils Support 2 Register ) Login

Contact Us

For assistance with registering in ASETT and/or logging into your existing ASETT account, you can contact the
ASETT Helpdesk at (703) 951-6810. Helpdesk inquiries can be sent to ASET IHelpdesk@religroupinc.com. For
General HIPAA/ACA inquiries, you can send an email to the HIPAA complaint mailbox at
hipaacomplaint@cms.hhs.gov.

= Previous

Home Privacy Policy Security Policy

Figure 7 — Contact Us Link

When Contact Us is selected, you are navigated to the Contact Us page, where you will
find several methods to reach out to both the NSG Enforcement Team and the ASETT
Help Desk Team. The ASETT Help Desk is available from 8 am to 5 pm Eastern time,
Monday through Friday, except for Federal holidays.

The Previous button is located at the bottom of the page. Selecting this button will return
you to the prior page; in this case, back to the About ASETT page.
3.2.14  Support

The Support link is a drop-down menu. When the Support link is selected, it will display
the menu options. Each option will navigate you to a new page.
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ety
: A\
: z :
Home About ASETT Contact Us ey, A Register ) Login

ASETT Glossary

Frequently Asked Questions

User Manual

Administrative Simplification

Enforcement and Testing Tool

ASETT is a web-based application which enables
individuals or organizations to file a Health Insurance
Portability and Accountability Act (HIPAA) and/or

Affordable Care Act (ACA) complaint against a HIPAA
covered entity for potential non-compliance with the
non-Privacy/Security provisions of HIPAA

Figure 8 — Support Options
The options to select for further assistance:
ASETT Glossary
Frequently Asked Questions
User Manual
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3.21.4.1 ASETT Glossary

[ Comliance 1 |
N
. - 3
Home About ASETT Contact Us SHohare i 3 Register ) Login

ASETT Glossary
Frequently Asked Questions

User Manual

Administrative Simplification
o * Enforcement and Testing Tool

ASETT is a web-based application which enables
individuals or organizations to file a Health Insurance
' u ' Portability and Accountability Act (HIPAA) and/or
. Affordable Care Act (ACA) complaint against a HIPAA
covered entity for potential non-compliance with the
’ o W . non-Privacy/Security provisions of HIPAA

Figure 9 — ASETT Glossary Link

When you select the ASETT Glossary link, you are navigated to the Glossary page, where
terms are defined for all users.

Home About ASETT Contact Us Support~ i 3 Register ») Login

ASETT Glossary

Item Definitions

A

Affordable The Patient Protection and Affordable Care Act (PPACA), commonly called the Affordable Care
Care Act Act (ACA), is a United States federal statute signed into law by President Barack Obama on
(ACA) March 23, 2010.

Figure 10 - Glossary Page (Excerpt)

The Previous button is located at the bottom of the page. Selecting this button will return
you to the Home page.
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3.21.4.2  Frequently Asked Questions

(cms

. - :
Home About ASETT Contact Us SinRcate 4 Register ) Login

ASETT Glossary

Frequently Asked Questions

User Manual
Administrative Simplification
o Enforcement and Testing Tool
. ASETT is a8 web-based application which enables
individuals or organizations to file a Health Insurance

' !j . Portability and Accountability Act (HIPAA) and/or
' . Affordable Care Act (ACA) complaint against a HIPAA
covered entity for potential non-compliance with the
’ o i » non-Privacy/Security provisions of HIPAA

f
. &) e
¥ .I.‘f b’
LS
= S - S e = =

Figure 11 - Frequently Asked Questions Link

When Frequently Asked Questions is selected, you are navigated to the Frequently
Asked Questions page, where you will find explanations and answers for most often
asked questions about ASETT, HIPAA Administrative Simplification, and complaint
enforcement.

The following is an excerpt from the page:
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Home About ASETT Contact Us Support ~ A Register »JLogin

ASETT Frequently Asked Questions

1. Why do | need to request access to Salesforce in the Enterprise Portal if | want to request access to
ASETT?

The CMS Enterprise Portal has recently launched a Salesforce integration platform with the purpose of housing all
CMS Salesforce applications. The ASETT application has been recently migrated to the Salesforce cloud
environment, so going forward, all new Enterprise Portal users attempting to access ASETT will need to request a role
within Salesforce and also a role within ASETT. For more detailed instructions, please reference the User Manual
under the Support tab on the ASETT Home Page.

2.1 am an existing ASETT user. Why do | need to request a role within ASETT again?

The application has been recently upgraded. This major upgrade consisted of migrating ASETT to the Salesforce
cloud environment. As a result, all existing users must request a role within ASETT again to gain access to the

Figure 12 - Frequently Asked Questions Page (Excerpt)

The Previous button is located at the bottom of the page. Selecting this button will return
you to the Home page.

3.2.1.4.3 User Manual

[ campliance ¢ |
A
. R x
Home About ASETT Contact Us Sirete i 3 Register ) Login

ASETT Glossary

Frequently Asked Questions

User Manual

Administrative Simplification

o Enforcement and Testing Tool
ASETT is a web-based application which enables

individuals or organizations to file a Health Insurance
' u . Portability and Accountability Act (HIPAA) and/or
. Affordable Care Act (ACA) complaint against a HIPAA
covered entity for potential non-compliance with the
’ - non-Privacy/Security provisions of HIPAA

Figure 13 - User Manual Link

When User Manual link is selected, you will be navigated to the Administrative
Simplification Enforcement and Testing Tool (ASETT) User Manual, a .pdf file that you
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can review online or download to your local device. The user manual describes features
and provides guides to navigating ASETT website pages. Hyperlinks within the user
manual will direct you to affiliated CMS websites.

G €4~
_ b
TR
Home  AboutASETT  Contact Us Do A Register ) Login

ASETT Glossary
ASETT USEI’ Manual Frequently Asked Questions

User Manual

Centers for Medicare & Medicaid

CCMS

e LoD Services
CMS eXpedited Life Cycle (XLC)

Administrative Simplification
Enforcement and Testing Tool (ASETT)

Figure 14 - User Manual Page (Excerpt)

The Previous button is located at the bottom of the page. Selecting this button will return
you to the Home page.

3.2.2  Action Buttons
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3.22.1 Register Button (New User Registration)

Home About ASETT Contact Us Support ~

A H.l

Administrative Simplification
L Enforcement and Testing Tool
. ASETT is a web-based application which enables
-

ASETT

individuals or organizations to file a Health Insurance
Portability and Accountability Act (HIPAA) and/or
' Affordable Care Act (ACA} complaint against a HIPAA
covered entity for potential non-compliance with the
. non-Privacy/Security provisions of HIPAA

Figure 15 - Register Button

You must first register in the CMS Identity Management (IDM) system. This manual does
not provide comprehensive steps to complete your registration in IDM; please see the
CMS IDM User Guide found on the CMS Identity Management page.

3.22.1.1  New User Registration

Select the Register button on the navigation bar at the top of any ASETT website page to
be directed to the IDM registration page.

You may also access the IDM registration page by typing https://sei.cms.gov/ into your
browser; select the New User Registration button below the Sign In fields.

On the CMS.gov IDM Self Service Personal information page, complete all mandatory
fields.
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@ © ©

Personal Contact Credentials

* Optional fields are labeled as (Optional).

First Name ]

Middle Name (Optional) ‘

Last Name ]

r
I
r
(
I
r

Date Of Birth ‘

E-mail Address ‘

Confirm E-mail Address ]

View Terms & Conditions

] 1agree to the terms and conditions

Figure 16 — Personal Information Fields

On the subsequent registration pages, you will enter your contact details and create your
username, password, and security question and answer.

Follow the screen prompts and the CMS IDM User Guide.

3.22.1.2 Complete Identity Proofing

After you complete the personal information registration, the system will log you out.
Note: It is best to complete all steps of the registration process in one day.

On the CMS IDM Sign In page, enter the user id you created in the Username field.
Enter the password you created in the Password field.

Mark the checkbox that you Agree with our Terms & Conditions.

Select the Sign In button.

The IDM Self Service screen will display with four tiles:
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My Profile
Manage My Roles
Role Request

My Requests

CMSgav | 1DM Self Service &y ‘eme————

. My Profile e Role Request
e Manage My Roles . My Requests

Figure 17 — IDM Self Service Screen
Select the Role Request tile

On the Role Request page, select Salesforce from the list in the Select an Application
field.

Select Salesforce User from the list in the Select a Role field.

Agree to Remote Identity Proofing (RIDP) and complete the fields on the Remote
Identity Proofing screen.

Select the Next button; the system will log you out.

Note: If you encounter any problems with RIDP, capture the Review Reference code in
the disclaimer message at the top of the page and contact the ASETT Help Desk for
assistance.

3.22.1.3 RequestaRole

On the CMS IDM Sign In page, enter your username and password, agree to the terms
and conditions, and select the Sign In button.

On the next screen, the system will ask you to request a verification code.
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Verify with Email Authentication

Send a verification code to
oo wm| com.

Send me the code

Sign Out

Figure 18 — Request Security Code

Select the Send me the code button. The system will send a security code to your email
address.

The IDM page will redisplay with a Verification code field.
Enter the code from the email you received and select the Verify button.
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Verify with Email Authentication
A verification code was sent to

mE m ). Check your email and
enter the code below.

Verification code

B Do not challenge me on this device for the
next 30 minutes

Verify

Figure 19 - Enter the Security Code
Add your Business Contact information to the Business Contact Information screen.
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CMS.gov | IDM Self Service :_
=)=}
oo Role Request i3
E
* Optienal flelds are labeled as (Opticnal).
| ]

BCI

% % % o

Update Business Contact Information_

* Dptional fields are labeled as (Optional).

Prolessional Credentials {Dptional

| Company Hame

~ Addiress Line 7 (Optional)

~ Zip Code

Figure 20 - Business Contact Information Fields

When all the fields are complete, select the Update Business Contact Information
button.

The Role Request page will display; enter your reason in the Reason for Request field.
Select the Submit Role Request button.
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IDM Self Service

Role Request

o

Application

AN mEmmEE ¥

ra
[T

o o

Role Review

Review

| Application:

Application Description:

| Role:

Role Description:

Salesforce

CMS business applications on Salesforce Platform. Users
include CMS Employees/Contractors, Applicants, Providers,
Participants, State Organizations, and General Public etc.

Salesforce user

CMS Employees/Contractors, Applicants, Providers,

Participants, State Organizations, and General Public etc.

{ Reason for Request

m Back Submit Role Request

Figure 21 - Reason for Request

A confirmation message with a Request ID will display.

Select the Back to Home button or Log Out (found by hovering over your name in the
upper right corner of the screen).

An approval email is sent to your email address.
3.22.14 Request ASETT Access

Note: You must enter the web address https://sei.cms.gov/ in your browser to complete the
next steps.

On the CMS IDM Sign In page, enter your username and password, agree to the terms
and conditions, and select the Sign In button.

Follow the screen prompts to request a security code, retrieve and enter the code from
your email in the verification code field, and select the Verify button.

The Salesforce Enterprise Integration App Launcher page will display.
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CMS = Saleforce Enterprise Integration

App Launcher Q Find an app App Store

All Apps

To request access to an application, click the "App Store" button.

Figure 22 - App Launcher Page
Select the App Store button in the upper right corner of the screen.

The Salesforce App Store page will display, where you can request access to multiple
CMS Salesforce applications as needed.

App Store Q Findanapp App Launcher
Categories All Apps
+ ASETTIOM) ASETT External ASETT Internal OH CDMS
+ CHAMP (OHI) ASETT External Helpdesk ASETT Internal Helpdesk - OH CDMS Help Desk
703-951-6810 703-951-6810 2 1-833-783-6255
+ FMCC(CCIO) Monday-Friday (Excluding Federal Monday-Friday (Excluding Federal Manday - Friday (excluding federal holidays)
Halidays) 8:00AM - 5:00PM EST Halidays) 8:00AM - 5:00PM EST 7:00am - &:00p.mET
+ IMS(CM) Asatthelpdesk@religroupinc.com Asetthelpdesk@religroupinc.com helpdesk_ohcdms@cms.hhs.gov
+ MATS(CCIIO)
+ Others ‘OHORG FMCC MPPG - Inquiry Management
OH ORG Help Desk FMCC Helpdesk System
+ RARIVM (CCIIO) onons 1-833-783-8255 CMSFMEC NA CMS IMS Helpdesk
Monday - Friday lexcluding federal holidays) Monday-Friday (Excluding Federal Holidays) GV ogaag9.5740
+ RECON(OC) 7:00 a.m - 8:00 pm ET 8:00AM - 6:00PM EST 9:00 AM to 5:00 PM
+ SPIDR (CCIIO) helpdesk_ohcdms@cms.hhs.gov edze server_data@cms.hhs.gov.fmcc@cms.hhs.zov MPPG_IM5_Support@cms.govhhs
Clear All MATS Salesforce CMS SEIVALCO PPACAFM
MATS Support SElHelpdesk RARI Payment Operations Help Desk
NiA CMS|  NA NA
MATS B N .gov . . N
Monday - Friday (Excluding Most Federal Monday - Friday 9:00AM to 5:00PM Monday - Friday (Excluding Most Federal
Holidays) 9:00am - 5:00pm SEl_Support@cms.hhs.gov Holidays) 9:00am - 5:00pm
assisterquestions@cms.hhs.gov raripaymentoperations@cms.hhs.gov
VM Tool RECON Enroliment Community
Vendor Management Help Desk RECON Help Desk Enroliment Help Desk
oo NA = I
Monday - Friday (Excluding Most Federal Monday-Friday (Excluding Federal Monday - Friday (Excluding Most Federal
Holidays) 9:00am - 5:30pm Holidays), 9:00:00 AM - 6:30 PM EST Holidays) 9:00am - 5:00pm
Vendor_Management@cms.hhs.gov recon@cms.hhs.gov enrollmentcommunity@cms.hhs.gov

Figure 23 — Salesforce App Store

Note: Select the ASETT External tile to file and maintain HIPAA complaints for
violations of the Administrative Simplification regulations.

Select the ASETT External tile from the catalog of applications shown.
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The CMS App Listing page will display the Application Details tab and the Help Desk

Information tab.

CMS App Listing

ASETT Application Details Help Desk Information

ASETT External Application Name

ASETT External

Application Description

Administrative Simplification Enforcement and Testing Tool

Request Access

*Comments

Back to App Store Send Request

Figure 24 — App Listing Page
The Application Description is prefilled.
Enter comments in the Request Access field.
Select the Send Request button.

An Application Request Confirmation window will display. This indicates an email with
information to access the application was sent to the address on file.

Note: External user roles are approved automatically.
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3.22.2 Login Button

(Cms

Home About ASETT Contact Us Support ~ 2 Register

Administrative Simplification

Enforcement and Testing Tool

ASETT is @ web-based application which enables
individuals or organizations to file a Health Insurance
Portability and Accountability Act {HIPAA) andfor
Affordable Care Act (ACA) complaint against a HIPAA
covered entity for potential non-compliance with the
non-PrivacyfSecurity provisions of HIPAA

Figure 25 - Login Button

Select the Login button in the top navigation bar to be directed to the CMS IDM Sign In
page.

.00V | IDM

Signin

Username

Password
M Agree to our Terms & Conditions

Sign In

R

New User Registration-

Forgot your Password, User ID or Unlock your
account?

Figure 26 - CMS IDM Sign In Page
On the CMS IDM Sign In page, enter the User ID in the Username field.
Enter the password in the Password field.
Mark the checkbox that you Agree with our Terms & Conditions.
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Select the Sign In button .
On the next screen, the system will ask you to request a verification code.

Verify with Email Authentication

Send a verification code to
| e am| com.

Send me the code

Sign Out

Figure 27 — Request Security Code
Select the Send me the code button.
The system will send a security code to your email address.
The IDM page will redisplay with a Verification code field.
Enter the code from the email you received and select the Verify button.
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Verify with Email Authentication
A verification code was sent to

mE m ). Check your email and
enter the code below.

Verification code

B Do not challenge me on this device for the
next 30 minutes

Verify

Figure 28 - Enter Verification Code

You are navigated to the ASETT Community Home page.
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 Comphance 1

(cms

Home Page | About ASETT | Contact Us | ASETT Glossary | FAQ| User Manual |

Welcome

New Complaints

The following is a list of the steps you will take in order to file & complaint regarding HIPAA Transactions and Code Sets, Unique |dentifiers, andfor Operating Rules. If you wish to file a
Health Information Privacy complaint, please visit the Office for Civil Rights website.

Step 1: Identify the type of HIPAA/ACA Complaint

Step 2: Provide your contact information

Step 3 Identify the Filed Against Entity (FAE)

Step 4: Describe the HIPAA/ACA violation

Step 5. Attach supporting documentation (if available) to support your complaint.

You will have a chance to review all information entered before submitting your complaint to CMS_ At any point before clicking submit, you may save a draft of the complaint if you
would like to complete it at a later time. Once the complaint is submitted, CMS will review all information and respond to your complaint. Click the New Complaint button to begin filing

your complaint.
New Complaint

You may view drafts and submitted complaints by clicking the View Complaints button. Additionally, you may check the current status of all complaints, view details of a single
complaint, and/or manage your open complaints by uploading supporting documentation, adding relevant notes or closing the complaint if the issue has been resolved.

View Draft Complaints View Submitted Complaints
Test HIPAA Transactions

Test Transactions tool allows all transactions to be checked consistently for compliance, syntax and business rules. Validate transactions across various formats including the following
= ASC X12 5010
« NCPDPD.O
« |CD-10 Diagnostic and procedure codes
= Unique Identifiers

View Complaints

This tool can also validate code values against 60-plus clinical and non-clinical code sets, including ICD-9 and ICD 10 diagnosis and procedure code sets. The Test Transactions tool
will provide intuitive error reports and acknowledgements to help identify and resolve error.

Test HIPAA Transactions

Home Privacy Policy Security Paolicy

*** Your session will time out after 30 minutes of inactivity. **

Figure 29 - ASETT Community Home Page

3.2.2.3  Get Started Button

For users who have not registered in IDM but wish to file an Administrative Simplification
complaint electronically, a simplified complaint form is available by selecting the Get
Started button, located in the middle of the ASETT Home Page.
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File HIPAA Complaint Test HIPAA Transactions

See the About ASETT section to learn more about
how to file a complaint.

Submit complaints for the following violations:

Code Sets Operating Rules

To file a complaint you must login by clicking the
login button. If you don’t have an account , you can

Test Transaction tool allows all transactions to be
checked consistently for compliance, syntax and
business rules. Validate transactions across
various formats including the following:

« ASC X12 5010

- NCPDP D.O

« |CD-10 Diagnostic and procedure codes
« Unigue Identifiers

This tool can also validate code values against 60-
plus clinical and non-clinical code sets, including
ICD-9 and ICD 10 diagnosis and procedure code

create one through the CMS Enterprise Portal by
clicking on the Create Account button.

sets. The Test Transactions tool will provide
intuitive error reports and acknowledgements to
help identify and resolve error.

To test a transaction you must login by clicking the
login button. If you don't have an account, you can
create one by clicking on the Register link.

If you would like to file a complaint without an
account, click on the Get Started button below.

—

Figure 30 — Get Started Button

Although this method allows you to bypass the registration process, you cannot add
documents in support of your complaint, monitor your submitted complaint, or test your EDI
transactions for HIPAA Administrative Simplification compliance.

Please see Section 4.3 Filing a Complaint without Registering for the steps to file a
complaint in ASETT as an unregistered user.

3.2.3  Bottom Navigation Links

3231

Selecting the Home link at the bottom of any page will return you to the ASETT Home
page.

Home Link
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This tool can also validale code values against 60-

To file a complaint you must login by clicking the plus clinical and non-clinical code sets, including
login button. If you don't have an account , you can ICD-9 and ICD 10 diagnosis and procedure code
create one through the CMS Enterprise Portal by sets. The Test Transactions tool will provide
clicking on the Create Account button. . intuitive error reports and acknowledgements to

help identify and resolve error.

To test a transaction you must legin by clicking the
login button. If you don't have an account, you can

' _G; STa;d create one by clicking on the Register link.

If you would like to file a complaint without an
account, click on the Get Started button below.

If you believe that a covered entity or business associate violated your health information privacy rights or
committed another violation of the Privacy, Security or Breach Notification Rules, you may file a complaint at the
link below: Office for Civil Rights (OCR).

Privacy Policy Security Policy

Figure 31 - Home Link at Bottom of Page
Please also see Section 3.2.1.1 Home.

3.23.2  Privacy Policy Link

The Privacy Policy link at the bottom of each page will take you to the Privacy
Agreement page.
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TAIS 1001 can also vandgate code values agamst eU- |

To file a complaint you must login by clicking the plus clinical and non-clinical code sets, including
login button. If you don't have an account , you can ICD-9 and ICD 10 diagnosis and procedure code
create one through the CMS Enterprise Portal by sets. The Test Transactions tool will provide
clicking on the Create Account button. . intuitive error reports and acknowledgements to

If you would like to file a complaint without an Fedp ideetiy and resolve g ¢ A
acenuhit. chick-on the Gat Started biton below: To test a transaction you must login by clicking the
login button. If you don't have an account, you can

create one by clicking on the Register link.

If you believe that a covered entity or business associate violated your health information privacy rights or
committed another viclation of the Privacy, Security or Breach Notification Rules, you may file a complaint at the
link below: Office for Civil Rights (OCR).

Home Privacy Policy Security Policy

Figure 32 - Privacy Policy Link

About ASETT Contact Us Support~ 2 Register =) Login

Privacy Agreement

PRIVACY POLICY : Thank you for visiting our website and for reviewing our Privacy Policy.

Please note that this privacy policy applies ONLY to the asett.cms.gov website. If you have arrived here from
any other website, CMS does not make any claims regarding that website's data collection or reuse policies.
Please contact that website's administrator for more details on how they collect and use your data. We
coliect no information about you, other than information automatically collected and stored (see below),
when you visit our web site unfess you choose to provide that information to us.

INFORMATION AUTOMATICALLY COLLECTED AND STORED:

When you browse through any web site, certain personal information about you can be collected. We
automatically colfect and temporarily store the following information about your visit:
« The name of the domain you use to access the Internet (for example, aol.com, if you are using an
America Online account);
= The date and time of your visit;

Figure 33 - Privacy Policy (Excerpt)
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3.2.33

Security Policy Link

To file a complaint you must login by clicking the
login button. If you don't have an account , you can
create one through the CMS Enterprise Portal by
clicking on the Create Account button. .

This tool can also validate code values against 60-
plus clinical and non-clinical code sets, including
ICD-9 and ICD 10 diagnosis and procedure code
sets. The Test Transactions tool will provide
intuitive error reports and acknowledgements to

help identify and resoclve error.

To test a transaction you must login by clicking the
login button. If you don't have an account, you can
create one by clicking on the Register link.

If you would like to file a complaint without an
account, click on the Get Started button below.

If you believe that a covered entity or business associate violated your health information privacy rights or
committed another violation of the Privacy, Security or Breach Notification Rules, you may file a complaint at the
link below: Office for Civil Rights (OCR).

Home Privacy Policy

Security Policy

Figure 34 - Security Policy Link

The Security Policy link at the bottom of each page will take you to the Privacy
Agreement page.

(Cms

N

A Register

Home

ASETT Security Policy

So that the service remains available to you and other visitors,we monitor network traffic to identify unauthorized
attempts to upload or change information or otherwise cause damage to web service.Use of this system constitutes
content to such monitoring and auditing. Unauthorized attempts to change information on this site is prohibited and is
subject to prosecution under the Computer Fraud and Abuse Act of 1986 and Title 18 U.S.C. sec.1001 and
1003.Please see www.cms.gov for more information

< Previous

About ASETT Contact Us Support~ =) Login

Home Privacy Policy Security Policy
Figure 35 - Security Policy Page
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4.  Filing a Complaint as a Registered User

Before filing a complaint, you must complete the CMS IDM registration process and
request a user role for ASETT (please see Section 3.2.2.1 Register Button (New User
Registration).

You may choose to create an account to file complaints or file a complaint as an
unregistered user (see Chapter 5 Filing a Complaint without Registering).

Only registered users can view and update a complaint after it is submitted, begin and
save a complaint as a draft, and use the tool to test a transaction for compliance without
filing a complaint.

As an unregistered complainant, you may only input the details of your complaint.

All complaints are acknowledged by a system-generated email within 48 hours, followed
by an acknowledgment letter containing next steps, sent via the US Postal System,
within ten (10) business days.

4.1 Create am Electronic Complaint

After registering to use the ASETT system (see Section 3.2.2.1 — Register Button
(New User Registration), you are directed to the ASETT registered user Home Page,
also referred to as the Complaint Community Home Page.

Home Page | About ASETT | Contact Us | ASETT Glossary | Enforcement Video | FAQ | Site Help | User Manual |

Welcome

New Complaints

The following is a list of the steps you will take in order to file a complaint regarding HIPAA Transactions and Code Sets, Unique |dentifiers, and/or Operating Rules. If you wish te file a
Health Information Privacy complaint, please visit the Office for Civil Rights website

= Step 1 Identify the type of HIPAAJACA Complaint

= Step 2: Provide your contact information

= Step 3. ldentify the Filed Against Entity (FAE)

= Step 4: Describe the HIFAAACA violation

» Step 5: Attach supporting documentation (if available) to support your complaint.

You will have a chance to review all information entered before submitting your complaint to CMS. At any point before clicking submit. you may save a draft of the complaint if you
would like to complete it at a later time. Once the complaint is submitted, CMS will review all information and respand to your complaint. Click the New Complaint button to begin filing

your complaint.
New Complaint

You may view drafts and submitied complaints by clicking the View Complaints button. Additionally, you may check the current status of all complaints. view details of a single
complaint, and/or manage your open complaints by uploading supporting documentation, adding relevant notes or closing the complaint if the issue has been resolved

; \
View Draft Complaints View Submitted Complaints

View Compiaints

Figure 36 — Registered User Home Page

The file complaint function enables a user to enter all required information for a
HIPAA/ACA complaint. You will enter the relevant information for the complaint:
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Complaint type (Transaction, Code Sets, Operating Rules, or Unique Identifiers)
Complainant Information

Filed-against Entity (FAE) Information

Complaint Details

Supporting Documentation

Complaint Type Page

Select the New Complaint button on the Home Page.

The system will display the Complaint Type page in a new window.

e =

Complaint Type

Make a selection below

Code Sets

Sedect if a covered entity i In violation of the following Code Sets HCPCS (Ancillary Services/Procedures), CPT-4 (Physiclans Procedures), COT
({Dental Terminclogy ), ICD-9 (Diagnosis and hospial npatient Procedures), ICD10 (As of October 1, 2015) and NDC (National Drug Cotes) codes
with which providers and health plan are familiar, are the adopied code sets for procedures, diagnoses, and drugs

Transactions
Select if a coverad entity 5 n visiation of the following ransactions. claims and encounter information. payment and remittance advice, claims
status, eligibliity, enrallment and disenroliment, referrals and autharizations, coondination of benefits and premium payment

Operating Rules
Select if a covered enfity is suspecied of being in vickation of any of ihe adopied Operating Rules: Eledtronic Funds Transfer/Electronic Remiftance
Advice (EFT/ERA), Health Care Claim Status, and Efigibility for a Health Plan

Unigue Identifiers
Select if a covered entity is in viclation of the following Unique Identifiers: National Pravider Identifier (NP1), Employer identification Number (EIN)

Corcel N oo iomoier- I

Figure 37 — Complaint Type Selection Page

Select a Complaint Type radio button.

Select the Complainant Information button at the bottom of the page.

Note: At any time, you may select the Save Draft or the Cancel button. Please see
Section 4.1.9 Saving a Draft and Section 4.1.10 Cancel a Complaint for further
details.

The system will display the Complainant Details page.

412

Complainant Details Page
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Complainant Details

Form Approved OMB No. 0933-094:

Disclaimer ;

(FOIA)

Complainant Organization Name*
Complainant Organization Type
Complainant Organization Type (Other)

Complainant Organization Role

Complainant Title*
Complainant First Name*
Complainant Ml
Complainant Last Name*
Complainant Address Line 1*
Complainant Address Line 2
Complainant City/Town*
Complainant State/Territory®
Complainant Zip Code*
Complainant Email Address*
Complainant Contact Phone Number*

Complainant Cell Phone Number

<Specify Complaint Type

Please fill out the fields in the form below.

Do you want to remain Anonymous during this process?* * Yes No

I yeu select yes , please note CMS will not share vour information to the Filed Against Entity (FAE) during the investigation
pracess. However, information provided in this complaint is subject to rules and policy undar Freedom of Information Act

Complainant Organization Phone Number*

-—-None— v

Filed Against Entity Informations>

Figure 38 — Complainant Details Page

Complete the required fields, marked with a red asterisk ‘*" at the end of the field name.

Select the Filed Against Entity Information button at the bottom of the page.

Note: At any time, you may select the Save Draft or the Cancel button. Please see
Section 4.1.7 Saving a Draft and Section 4.1.8 Cancel a Complaint for further details.

The system will display the FAE Details page.
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4.1.3  FAE Details Page

(cms m =T

FAE Details

Please fill cut the fields in the form below.

FAE Dwpanizabion Name*
FAE Owganization Tyns M v
FAE Cwganizathon Tyme |Other)

FAE Crganization Role

FAE Contaot Tiss e v
FAE Coartaot First Mama*
FAE Coaiaot MI

FAE Comtaot Lact Hamms*
FAE Addract Lins 1*
FAZ Aodrecs Lins I

FAES CltyTown®

FAE BiataiTarmiory” ki .
FAE TWp Code®

FAE Comtaot Email Addrosc

FAE Coamiaot Phome Sumbar

B = =

Figure 39 - Filed-Against Entity Details Page
Complete the required fields, marked with a red asterisk *’ at the end of the field name.
Select the Complaint Details Information button at the bottom of the page.

Note: At any time, you may select the Save Draft or the Cancel button. Please see
Section 4.1.7 Saving a Draft and Section 4.1.8 Cancel a Complaint for further
details.

The system will display the Complaint Details page.

414  Complaint Details Page
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Form Approved OME Mo. 0938-0848

Complaint Detail

Please fill out the fields in the form below.

Incident occured date* 10/22/2019

Complaint Subject” complaint subject

Compkiint Descriptiam Description for Demonstration Purposes, contains demo details,

fake codes, invalid EIN, ICD 9. CARC/RARC group code

Complaint Transaction Type

837 - Health Care Claim - Institutional v
Does the complaint relate to the FAE charging fees to conduct standard transactions?* No =
Have you previously attempted to resolve this complaint? No =
If yes, describe the action you took to resoive the complaint.
e
Has this complaint been previously submitted? Yes -
Supporting Files and Notes
Upload supperting documentation to your complaint. Attach Files
Add supporting notes to your complaint. Add Notes
Complaint Attachment
Action Attachment Name Created By Created Date
Delete ActioNet HR Ethics Training_20180426 29 Mar 2020 06:34:42 PM
Complaint Notes
Action Notes Name Created By Created Date

< Filed Against Entity Information Complaint Review >

*** Your session will time out after 30 minutes of inactivity. **

Figure 40 — Complaint Details Page
Complete the required fields, marked with a red asterisk *’ at the end of the field name.

Note: At any time, you may select the Save Draft or the Cancel button. Please see
Section 4.1.9 Saving a Draft and Section 4.1.10 Cancel a Complaint for further
details.

4.15  Attach Support Documents

If desired, select the Attach Files button, located in the Supporting Files and Notes
section of the Complaint Detail page.
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The system will display the Attachment Upload page.

\ .

Form Approved OMB No. 0938-0943

Attachment Upload

Here you will be able to upload documentation related to complaint. Select the file to be uploaded by clicking the Choose File Button. The file will be uploaded when you click Upload
Button. This can take several minutes depending on the file size

Select the file from your computer.

Choose File | No file chosen
Set "Attachment Type" and enter the file description for the complaint, “File Description”.
Attachment Type

Business Associate Agreement (BAA)

File Description

Upload | Cancel

“** Your session will time out after 30 minutes of inactivity. ***

Figure 41 - Attachment Upload
Select the Choose File button to select the desired file from your computer.

Select an Attachment Type from the drop-down list of values to indicate the type of
document being uploaded.

Type the description of the file in the File Description text box.
Select the Upload button.

The system will display a success message when the documentation upload is
complete.

Note: The system will allow only the following file types: .dat, .docx, .pdf, .txt, .xIsx, and
ZIip.

Note: All files must be 4.8 MB or smaller to be accepted by the system.

The system will return to the Complaint Detail page.

Select the Complaint Review button at the bottom of the page.

The system will display the Review Complaint Summary page.

Note: At any time, you may select the Save Draft or the Cancel button. Please see
Section 4.1.9 Saving a Draft and Section 4.1.10 Cancel a Complaint for further
details.
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416  Add Notes

If desired, select the Add Notes button, located in the Supporting Files and Notes
section of the Complaint Detail page.

The system will display the Complaint Note page.

.‘ 4\

Complaint Note

Here you will be able to add Subject and Description for the note.

Subject

Description

Add | Cancel |

Figure 42 - Complaint Notes
Type the subject of the note in the Subject text box.
Type the description of the note in the Description text box.
Select the Add button.
The system will display a success message when the note is added.
The system will return to the Complaint Detail page.
Select the Complaint Review button at the bottom of the page.
The system will display the Review Complaint Summary page.

Note: At any time, you may select the Save Draft or the Cancel button. Please see
Section 4.1.9 Saving a Draft and Section 4.1.10 Cancel a Complaint for further
details.

4.1.7  Review Complainant Summary Page
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\

Form Approved OMB MNo. 0938-0948

Review Complainant Summary

Compla[nt Deta'ls Edit Complaint Details

Complaint Type* Transaction
Complaint Subject complaint subject
Complaint Description Description for Demonstration Purposes, contains demo details, fake codes, invalid EIN, ICD @

CARCG/RARC group code

Complaint previously submitted? Yes

Compla[nant DetaﬂS Edit Complainant Details

Complainant Organization Name Complainant Organization
Complainant City/Town Baltimore

Complainant State/Territory Massachusetls
Complainant Zip Code 02889

Complainant Email Address DemoUser@yopmail.com

FAE Details Edit FAE Details

FAE Organization Name FAE Qrganization Name
FAE Contact Title Ms.

FAE Contact Email Address asetttester@yopmail.com
FAE Contact Phone Number (496) 896-7494

Complaint Attachment

Attachment Name Created By Created Date

ActioNet HR Ethics Training_20180426 29 Mar 2020 06:34:42 PM

Complaint Notes

Notes Name Created By Created Date

< Complaint Details Information

=~ Your session will time out after 30 minutes of inactivity. ***

Figure 43 - Review Complainant Summary (Excerpt)

Select the Edit hyperlink next to any of the section headers to make changes to the
respective page.

The system will redisplay the original page.
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Select the Back to Review Page button at the bottom of the page you are reviewing to
return to the Review Complainant Summary page.

Note: At any time, you may select the Save Draft or the Cancel button. Please see
Section 4.1.9 Saving a Draft and Section 4.1.10 Cancel a Complaint for further
details.

When the review is complete, select the Submit button at the bottom of the page.

A Complaint Successfully Submitted page will display with the assigned complaint
number.

CEms € i

Complaint Successfully Submitted

Thank you far using the sutomatic complaint systemn for compliance with the Heslth Insarance Portability and Accountabiity Act of 1858 (HIPAA) and the Administrative Simplfication
Affordable Care Act of 2010 [ACA). Yo recened by the Centers for Medicare and Medicaid Services (CMS) on behalf of the Department of
nd Human Services (HHS). The Enforcement =

qou with the status of your complaint. f you have any additional information to provide with regard to
Complaint Detaifs Page by cfcking on the Bak "Click to navigste to the complaint” bebow. If

& Frivacy it will be ferwarded te the Office for
tion assigned 1o you during

fyour complaint pertains to the HIPA
ted by CMS, you may us
int, you may ==nd an email to hipszcemplaint@oms

Figure 44 — Complaint Submitted Message

4.1.8  Review the Submitted Complaint Page

Select the Click to navigate to the complaint link, located next to the Complaint
Reference #, to see a complete overview of the submitted complaint.

The system will display the Complaint Overview page.
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Complaint Overview Bach
Complaint Nurmber Coxmplaint Type Statis
Doos4 Trarsaction Open
Created Date Today's Date Tracking 10
Mamh 2, 2017 Marh 2, 2017 20T-TCS00084

Complamt Detads

Complaintant Details

FAE Defails

Action Subyject Created By Created Date

i. 'rl'ﬂ_'l".'\-ﬁ"fl.

Complaint Aiachment Hisiory

Test Transaciion Hestory

Figure 45 - Complaint Overview Page

4.1.9  Saving a Draft

A registered user can save the complaint as a draft at any time while filing a new
complaint.

Select the New Complaint button located on the ASETT Home Page.
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The system will display the Complaint Type page in a new window.
Select a Complaint Type.

(cms

Form Approved OMB No. 0938-0948

Complaint Type

Make a selection below
Caode Sets

Select if a covered entity is in violation of the following Code Sets: HCPCS (Ancillary Services/Procedures), CPT-4 (Physicians Procedures), CDT (Dental Terminology), 1CD-9
(Diagnosis and hospital inpatient Procedures), ICD-10 (As of October 1, 2015) and NDC (National Drug Codes) codes with which providers and health plan are familiar, are the
adopted code sets for procedures, diagnoses, and drugs.

Transactions
Select if a covered entity is in violation of the following transactions: claims and encounter information, payment and remittance advice, claims status, eligibility, enroliment and
disenrollment, referrals and authorizations, coordination of benefits and premium payment.

Operating Rules
Select If a covered enfity is suspected of being in violation of any of the adopted Operating Rules: Electronic Funds Transfer/Electronic Remittance Advice (EFT/ERA), Health Care
Claim Status, and Eligibility for a Health Plan

Unique Identifiers
Select If a covered enfity is in violation of the following Unigue Identifiers: National Provider Identifier (NP1), Employer Identification Number (EIN)

# Complamani Information>

*** Your session will time out after 30 minutes of inactivity. =*

Figure 46 — Save Draft Button
Select the Save Draft button.

Note: The Save Draft functionality is available on the Complaint Type, Complainant
Detail, FAE Detail, Complaint Detail, and Complaint Review pages until the Submit
button is selected.

The system will display a success message.

(EMS Coroance 1

Complaint Draft is saved Successfully.

Thank you for vsng the automatic complaint system for complisnce with the Health Insuance Portabilty and Accountabilty Act of 1986 (HIR4A) and the Sdministrative Stmpilification
Frovisions of the Afordable Care Act of 2010 (ACA) Your complaint has been saved as droft ou could retum to & at a later time to complete ila details

Complaint Draft Reference # 00065

Figure 47 — Complaint Draft Saved
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Select the View Draft Complaints link on the page, under the Complaints Draft
Reference Number.

Alternately, you may log in later and select the View Draft Complaints button. (See
Section 4.2.3 View Draft Complaints).

4.1.10 Cancel a Complaint

A registered user can cancel their complaint entry at any time while filing a new
complaint. Select the New Complaint button located on the ASETT Home Page.

The system will display the Complaint Type page in a new window.
Select a Complaint Type.

Form Approved OMB No. 0938-0948

Complaint Type

Make a selection below
Cade Sets

Select if a covered entity is in violation of the following Code Sets: HCPCS (Ancillary Services/Procedures), CPT-4 (Physicians Procedures). CDT (Dental Terminology), ICD-2
(Diagnosis and hospital inpatient Procedures), ICD-10 (As of October 1, 2015) and NDC (National Drug Codes) codes with which providers and health plan are familiar, are the
adopted code sets for procedures, diagnoses, and drugs.

Transactions
Select If a covered enfity is in violation of the following transactions: claims and encounter information, payment and remitiance advice, claims status, eligibility, enroliment and
disenroliment, referrals and authorizations, coordination of benefits and premium payment.

Operating Rules
Select If a covered enfity is suspected of being in violation of any of the adopted Operating Rules: Electronic Funds Transfer/Electronic Remittance Advice (EFT/ERA), Health Care
Claim Status, and Eligibility for a Health Plan.

Unique Identifiers
Select if a covered enfity is in violation of the following Unigue Identifiers: National Provider Identifier (NP1}, Employer Identification Number (EIN).

h Complainant Information:

“* Your session will time out after 30 minutes of inactivity. =*

Figure 48 — Cancel Complaint Button
Select the Cancel button.

Note: The Cancel functionality is available on the Complaint Type, Complainant
Detail, FAE Detail, Complaint Detail, and Complaint Review pages until the Submit
button is selected.

The system will display a confirmation message.
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Form Approved OMB No. 0935-0843

Cancel Filing a Complaint

&" button below to quit the complaint process and return to draft complaints. Your complaint information WILL NOT be deleted or sent to CMS for investigation. If you

Click on the ™
: ] click the Previous button below

would like to c

“** Your session will time out after 30 minutes of inactivity. ***

Figure 49 — Cancel Confirmation

Select the Confirm button to process the cancellation.

4.2 Managing Complaints

After submitting a complaint, a registered user can do the following:

. Upload Supporting Documents
. Add Notes
. Close/Retract Complaints

421  Attach Support Documents to a Submitted Complaint
To upload supporting documents to an existing complaint:
Select the View Submitted Complaints button on the ASETT Welcome Page.
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1\ -

Home Page | About ASETT | Contact Us | ASETT Glossary | Enforcement Video | FAQ | Site Help | User Manual |

Welcome

New Complaints

The following is a list of the steps you will take in order to file a complaint regarding HIPAA Transactions and Code Sets, Unigue Identifiers, and/or Operating Rules. If you wish te file a
Health Information Privacy complaint, please visit the Office for Civil Rights website

= Step 1: Identify the type of HIPAATACA Complaint

= Step 2: Provide your contact information

= Step 3: Identify the Filed Against Entity (FAE)

» Step 4: Describe the HIPAA/ACA violation

» Step 5: Attach supperting documentation (if available) to support your complaint

You will have a chance to review all information entered before submitting your complaint te CMS. At any point before clicking submit, you may save a draft of the complaint if you
waould like to complete it at a later time. Once the complaint is submitted, CMS will review all information and respond to your complaint. Click the New Complaint button to begin filing

your complaint
New Complaint

You may view drafts and submitted complaints by clicking the View Complaints button. Additionally, you may check the current status of all complaints. view details of a single
complaint, and/or manage your open complaints by uploading supperting documentation, adding relevant notes or closing the complaint if the issue has been resolved.

View Draft Complaints View Submitted Complaints “

Figure 50 - View Submitted Complaints Button

View Compiaints

The system will display the list of submitted complaints in a new window on the
Submitted Complaints page.

\

Submitted Complaints

Searchl

Complaint Number Complaint Type FAE Org. Name Complaint Created Date

0o102 Cpen Transaction a3aa 2017-06-24 11:21:21

Prev|1 |Next| Close

Figure 51 — Submitted Complaints List

Select the Complaint Number you wish to view. Alternatively, type the Complaint
Number or FAE Organization Name in the search bar to open a specific complaint. The
system will display the complaint that matches the search.

The system will display the Complaint Overview page for the selected complaint.
Select the Attach Files button in the Attachments section of the Complaint Overview
page.

The system will display the Attachment Upload page.
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Select the Choose File button to select the desired file from your computer.
Select the Attachment Type from the drop-down list.

Note: The system will allow only the following file types: .dat, .docx, .pdf, .txt, .xIsx, and
.Zip.
Note: All files must be 4.8 MB or smaller to be accepted by the system.

Enter the description of the file in the Description text box.
Select the Upload button.

The system will display the Complaint Overview page indicating the file was saved
successfully.

Please see Section 4.1.5 — Attach Support Documents for additional information.

4.2.2  Add Notes to a Submitted Complaint

The content of the notes is subjective and not restricted in any way. However, notes
must not include any special characters or exceed a maximum of 1000 characters.

To add notes to an existing complaint:
Select the View Submitted Complaints button on the ASETT Welcome Page.

A \

Home Page | About ASETT | Contact Us | ASETT Glossary | Enforcement Video | FAQ | Site Help | User Manual | Logout
Welcome
New Complaints

The following is a list of the steps you will take in order to file a complaint regarding HIPAA Transactions and Code Sets, Unique Identifiers, and/or Operating Rules. If you wish to file a
Health Information Privacy complaint, please visit the Office for Civil Rights website

= Step 1: [dentify the type of HIPAA/ACA Complaint

= Step 2: Provide your contact information

= Step 3: Identify the Filed Against Entity (FAE)

= Step 4: Describe the HIPAA/ACA violation

= Step 5: Attach supperting documentation (if available) to support your complaint

You will have a chance to review all information entered before submitting your complaint to CMS. At any point before clicking submit, you may save a draft of the complaint if you
waould like to complete it at a later time. Once the complaint is submitted, CMS will review all infermation and respond to your complaint. Click the New Complaint button to begin filing

your complaint
New Complaint

You may view drafts and submitted complaints by clicking the View Complaints button. Additionally, you may check the current status of all complaints. view details of a single
complaint, and/or manage your open complaints by uploading supporting decumentation, adding relevant notes or closing the complaint if the issue has been resolved

View Draft Complaints View Submitted Complaints p

View Complaints

Figure 52 - View Submitted Complaints Button
The system will display the list of submitted complaints in a new window.
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‘ AT

Submitted Complaints

Search|

Complaint Number Status Complaint Type FAE Org. Name Complaint Created Date
00102 Open Transaction aaaa 2017-06-24 11:21:21

Prev|1 |Next||Close

Figure 53 — Submitted Complaint List

Select the Complaint Number you wish to view. Alternatively, type the Complaint
Number or FAE Organization Name in the search bar to view a specific complaint. The
system will display the complaint that matches the search.

The system will display the Complaint Overview page (see Section 4.1.8 — Review
the Submitted Complaint) for the selected complaint.

Select the Add New Note button in the Supporting Files and Notes section of the
page.

The system will display the Complaint Note page.

Type the subject of the note in the Subject text box.

Type the description of the note in the Description text box.

Select the Save button.

The system will display the Complaint Overview page indicating the note was saved
successfully.

Please see Section 4.1.6 — Add Notes for additional information.

4.2.3  View Draft Complaints

When you are ready to resume a saved (draft) complaint, select the View Draft
Complaints button on the ASETT Welcome Page.
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Home Page | About ASETT | Contact Us | ASETT Glossary | Enforcement Video | FAQ | Site Help | User Manual |

Welcome

New Complaints

The following is a list of the steps you will take in erder to file a complaint regarding HIPAA Transactions and Code Sets, Unigue Identifiers, and/or Operating Rules. If you wish to file a
Health Information Privacy complaint, please visit the Office for Civil Rights website

= Step 1: Identify the type of HIPAA/ACA Complaint

= Step 2: Provide your contact informatien

= Step 3: [dentify the Filed Against Entity (FAE)

= Step 4: Describe the HIPAA/ACA violation

« Step 5: Attach supporting documentation (if available) to support your complaint

You will have a chance to review all information entered before submitting your complaint to CMS. At any point before clicking submit, you may save a draft of the complaint if you
would like to complete it at a later time. Once the complaint is submitted, CMS will review all information and respond to your complaint. Click the New Complaint button to begin filing

your complaint
New Complaint

You may view drafts and submitted complaints by clicking the View Complaints butten. Additionally, you may check the current status of all complaints. view details of a single
complaint, and/or manage your open complaints by uploading supporting documentation, adding relevant notes or closing the complaint if the issue has been resolved.

% View Draft Complaints View Submitted Complaints

Figure 54 - View Draft Complaints Button

View Compiaints

The system will display the draft complaints list page.

Draft Complaints

search |

Complaint Number Complaint Type FAE Org. Name Complaint Created Date

00103 Transaction 2017-06-24 13:13:06

Prev[1 |Next| Close

Figure 55 - Draft Complaints List

Reopen the draft complaint by selecting the number. The number is a hyperlink, and the
draft complaint will reopen to the page where the Save Draft button was selected.
Continue to enter your complaint details, save as a draft again, or select to cancel the
complaint.

4.24  Close or Retract a Complaint
Use this function when the complaint is no longer valid.
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To close or retract a complaint:
Select the View Submitted Complaints button on the ASETT Welcome Page.

1

A

Home Page | About ASETT | Contact Us | ASETT Glossary | Enforcement Video | FAQ | Site Help | User Manual | Logout
Welcome
New Complaints

The following is a list of the steps you will take in order to file a complaint regarding HIPAA Transactions and Code Sets, Unique Identifiers, and/or Operating Rules. If you wish to file a
Health Information Privacy complaint, please visit the Office for Civil Rights website

= Step 1: Identify the type of HIPAAACA Complaint

= Step 2: Provide your contact information

= Step 3: [dentify the Filed Against Entity (FAE)

« Step 4: Describe the HIPAA/ACA violation

= Step 5: Attach supperting documentation (if available) to support your complaint

You will have a chance to review all information entered before submitting your complaint to CMS. At any point before clicking submit, you may save a draft of the complaint if you
waould like to complete it at a later time. Once the complaint is submitted, CMS will review all information and respond to your complaint. Click the New Complaint button to begin filing

your complaint
New Complaint

You may view drafts and submitted complaints by clicking the View Complaints button. Additionally, you may check the current status of all complaints. view details of a single
complaint, and/or manage your open complaints by uploading supporting documentation, adding relevant notes or closing the complaint if the issue has been resolved.

View Draft Complaints View Submitted Complaints dp—

Figure 56 — View Submitted Complaints

The system will display the list of all submitted complaints in a new window on the
Submitted Complaints page.

Submitted Complaints

View Compiaints

Searchl

Complaint Number Complaint Type FAE Org. Name Complaint Created Date

00102 OCpen Transaction aa3aa 2017-06-24 11:21:21

Prev|1 |Next Close

Figure 57 — Submitted Complaints List

Select the Complaint Number you wish to view. Alternatively, type the Complaint
Number or FAE Organization Name in the search bar to open a specific complaint.

The system will display the Complaint Overview page for the selected complaint.
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Subject Creafed By Created Date

Complaint Attachment History Lol

Attachment File Document Type Created By Created Date

i o) o R 1%, il = W L e L L Other Security Documentation 2020-02-26 15.40.33

New Complaint

Figure 58 — Close/Retract Complaint Button
Select the Close/Retract Complaint button located at the bottom of the page.
The system will display the Close/Retract Complaint page.

3

Disclaimer

You are trying to close a complaint. Once it is closed you wont be able to view it or edit the complaint. Are you sure want to proceed 7

Please Selectthe Close Reason Retracted
Resolved/Complaint Parties
Resolved /CMS Assistance
Cther

[Back | Close Complaint |

Figure 59 - Reason for Closure Page

Select the reason for the complaint to be closed from the list:

. Retracted

. Resolved/Complaint Parties
. Resolved/CMS Assistance
. Other

Note: If you select Other, you will be prompted to enter a reason for the closure.
Select the Close Complaint button.
The system will display the Complaint Overview — Marked for Closure page.
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cems =

Complaint Overview
Compiaint Humber Complaint Type Status
054 Tramsastion Cipan
Cranbed Chote Toxkay's Dade Tracking ID
March 2 2017 March 2, 2017 ZOVT-TCED00E4
This Complaint has been marked for closure and the access (o update the complaint has been revoked Contacl ASETT helpdesk for any
inguines

Figure 60 - Complaint Marked for Closure

4.3 Test HIPAA Transactions

ASETT also allows you to test your transaction files, to support or otherwise help

resolve a complaint, or to verify that you are compliant with the HIPAA standards for
electronic data interchange (EDI) standards.
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Home Page | About ASETT | Contact Us | ASETT Glossary | Enforcement Video | FAQ| Site Help | User Manual |

New Complaints

The following is a list of the steps you will take in order o file 3 complaint regarding HIPAA Transactions and Code Seis, Unique Identifiers, andfor Operating Rules. If you wish to file a
Health Information Privacy compiaint, please visit the Office for Civil Rights website.

= Step 1. Identify the iype of HIPAA/ACA Complaint

= Step 2: Provide your contact information

= Sitep 3 Identify the Filed Against Entity (FAE)

» Step 4 Describe the HIPAAJACA violation

= Step & Atiach supporting documentation (if available) to support your complaint.

You will have a chance to review all information entered before submitting your complaint to CMS. At any peint before clicking submit, you may save a draft of the complaint if you
would like to complete it at a later time. Once the complaint is submitied, CMS will review all information and respond o your complaint. Click the New Complaint button to begin filing

your complaint
New Complaint

You may view drafts and submitted compiaints by clicking the View Complaints button. Additionally, you may check the current siatus of all complaints, view details of a single
complaint. and/or manage your open complaints by uploading supporting documentation, adding relevant notes or closing the complaint if the issue has been resolved.

View Drait Complainis View Submitted Complainis

Test HIPAA Transactions

Test Transactions tool aliows all fransactions to be checked consistently for compliance, syntax and business rules. Validate transactions across various formats including the following
= ASCX12 5010
« NCPDFD.0O
» |CD-10 Diagnestic and procedure codes
« LUnigue |dentifiers

View Complaints

This ool can also validate code values against 60-plus clinical and non-diinical code sets, including 1CD-2 and ICD 10 diagnosis and procedure code seis. The Test Transactions tool
will provide infuitive error reports and acknowledgements to help identify and resolve eror.

Test HIPAA Transactions

Figure 61 - Test HIPAA Transactions Button
Select the Test HIPAA Transactions button on the ASETT Welcome Page.
The Test HIPAA Transactions page will display.
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Test HIPAA Transactions

Select File to Upload
Select the data file using the button Browse. After the file selection, click the bufton Test File to perform the fest fransaction. This may fake several minutes depending on the file size.

Upload File
Select the file from your computer

| Choose File | No file chosen
Test File

Close

¥ Response

*** Your session will time owt after 30 minutes of inactivity. =**

Figure 62 — Test HIPAA Transactions Page
To test a HIPAA Transaction:
. Select the Choose File button to pick the desired file on your computer.
Note: The system will allow only these file types: .dat, .docx, .pdf, .txt, .xIsx, and .zip.
. Select the Test File button.
. The system will display a report under Response.
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Figure 63 - Transaction Test Results Report
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431  Error Report

When testing a transaction, the system will generate an Error Report. This report
validates the content and formatting of the transaction file. A file that is compliant will
result in an Error Report with no high severity errors. Found errors are described and
the severity of the error is noted.

This seport showes the rasias of 2 schmined data fa valdated againg! 3 guideing I e as aTDMs, you must S the and ssbimit 2 new data B9

This ftpor i the propristary and confidential informalion of Etifiecs, Ine. Aoy unauBorized e o dischons of this fepert. b sy poriion of erfvative thereef. i strctly profittied

Figure 64 —Error Report (Excerpt)
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5. Filing a Complaint without Registering

As an unregistered complainant, you may only input the details of your complaint. If you
wish the opportunity to monitor your complaint, add notes, or upload supporting
documentation to your complaint, please see Chapter 4 - Filing a Complaint as a
Registered User.

All complaints are acknowledged by a system-generated email within 48 hours, followed
by an acknowledgment letter containing next steps, sent via the US Postal System,
within ten (10) business days.

To file a complaint without registering, start on the ASETT Home Page at
https://asett.cms.gov.

5.1 Get Started

Select the Get Started button located within the File HIPAA Complaint section of
the page. (See Section 3.2.2.3 — Get Started Button).
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Home About ASETT Contact Us Support - A Register =] Login

ASETT

Administrative Simplification

Enforcement and Testing Tool

ASETT is & web-based application whidh enables
individuals or organizations 1o file 3 Hesith Insuranice
Partability and Accountability Act (HIPAA) and/for

' Affordable Care Act (ACA) complaint against a HIPAA
covered entty for potential non-compliance with the

’ i non-Privacy/Security provisions of HIPAA
- & ‘- = :

o

it sl

File HIPAA Compiaint Test HIPAA Transactions

See the About ASETT section to leam more about Test Transaction tocol allows all transactions to be
how to file a complaint. checked consistently for compliance, syntax and
business rules. WValidate transactions across
various formats including the following:

Submit complaints for the following viclations:

= Transaction = ASC X12 5010

= Unigue ldentifier = NCPDPD.O

« Code Sets = |CD-10 Diagnostic and procedure codes

» Operating Rules » Unigque |dentifiers

This tool can also validate code values against 60-

To file a complaint you must login by clicking the plus clinical and non-clinical code sets. including
login button. If you don't have an account, you can ICD-9 and ICD 10 diagnosis and procedure code
create one through the CMS Enterprise Portal by sets. The Test Transactions tool will provide
clicking on the Create Account button. intuitive emor reports and acknowledgements to

help identify and resclve ermor.
If yvou would like to file a complaint without an P ¥

account, click on the Get Staried buiton below.
' 15 : To test a transaction you must login by clicking the

login button. If you don't have an account, you can
create one by clicking on the Register link.

Figure 65 — Get Started Button

The system will display the steps to file a HIPAA complaint along with a disclaimer
message.
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Home About ASETT Contact Us Support+ A Register *JLogin

Administrative Simplification Enforcement and Testing Tool (ASETT)

Disclaimer: If you file a complaint without registration, you will not be able to view your complaints, upload supporting
documents, correspond electronically, or test transactions

The following is the list of steps you will take in order to file a complaint regarding HIPAA Transactions and Code Sets,
Unique Identifiers, and/or Operating Rules. If you wish to file a Health Insurance Privacy complaint, please visit the
Office for Civil Rights (OCR) website.

Step 1: Identify the type of HIPAA/ACA complaint
Step 2: Provide your contact information

Step 3 Identify the Filed Against Entity

Step 4. Describe the HIPAA/ACA violation

Step 5 Review and Submit

You can review all information entered before submitting your complaint to CMS. Once the complaint is submitted,
CMS will review all information and respond to your complaint

Click the Complaint Type buiton below to begin filing your complaint.

Complaint Type=>

Home Privacy Palicy Secunty Policy

Figure 66 — File a HIPAA Complaint
Read the disclaimer.

Select the Complaint Type button at the bottom of the page to begin the complaint.
The system will display the Complaint Type page.
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5.2 Complaint Type Page

Homea About ASETT Contact Us Support= X Register +]Login

Form Approved OMB Mo, 0233-0845

2 @ @ 2 @ @

& 1. COMPLAINT
TYPE

& 5 REVIEW © 5. SUBMITTED
COMPLAINT

Complaint Type
Make a selection below

Salect if 3 covered entity is in violation of the following transactions: ciaims and encounter mformation, payment and
remittance advice, claims status, eligibiity. enncllmeant and disenrollment. referrals and authorizations, cogrdination of
bensfits and premivm payment

Code Sets

Salect if 3 covered entity s in violation of the following Code Sets: HOPCS (Ancillary Sarvices/Procadures), CPT-4
(Physicians Procedures), COT (Dentsl Termmnology), ICD-2 {Diagnosis and Hospital inpatient Procedures), IC0-10 (As of
Cetober 1, 2015) and MEC (Mational Drug Codes) codes with which providers and health plan are famifiar are the adogptad
code sets for procedures, disgnosas, and drugs.

Unique ldentifiers
Salect if & covered entity 1= m violaton of the following Unigue |dentifiers: Mational Prowder [dentifier (NP1}, Employer
|dentification Mumbsr (EIM).

- Operating Rules

Salect if 3 covered entity 1= suspected of baing in violation of any of the adopied Operating Rules: Electronic Funds

TransferElectronic Ramittance Advice (EFT/ERA), Health Care Claim Status, and Eligibility for 3 Health Pian.
=Welcome Complainant Information=
Hame Privacy Policy Security Policy

Figure 67 — Select Complaint Type

Select a Complaint Type radio button

Transactions
Code Sets
Unique ldentifiers
Operating Rules

Select the Complainant Information button at the bottom of the page.

The system will display the Complainant Details page.
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5.3 Complainant Details Page

(CMS

Abmust ASETT Contact Us

1 Repister

] Lagin

Farm Aggroses COAE Mo, 05300546

PL. & 2. COMFLAINANT &3 FAE DETAILE
TYPE DETRRLE

Complainant Details

Do you want to remain Anonymous during this process?®

Disclaimer - ¥ you selec v please noie CMS will nol shar you
informradon to the Fied Agaire Erdity (FAE) during She
process. Mowesar, information provided in this compleinl = =dject o ruler
ard policy Lrdar Freedom af [nforrasion Act (FOLA)

Complainant Organization Mame*
Complainant Organization Type
Complainant Organization Fhone Numbers
Complainant Title®

Complainant First Mame®
Complainant Mi

Complainant Last Mame®
Complainant Address Line 1*
Complainant Address Line 2
Complainant CityMown®
Complainant StatefTerritory”
Complainant Zip Code®

Complainant Email Address®
Complainant Contact Phone Mumber®

= Specify Complaint Typs

Y5 Mo

—Mone—- v

Filed Against Entity Informations

Figure 68 — Complainant Details Page

Complete the required fields, marked with a red asterisk *" at the end of the field name.
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Select the Filed Against Entity Information button at the bottom of the page.
The system will display the FAE Details page.
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5.4 FAE Details Page

(Cms

About ASETT

FAE Details

Contsct Lis

Form Appraved OME Mo DO05-D04H

& &

AHT O 5 FREDETANLE B2 COMPLAINT

FAE Organization Mame*
FAE Organization Type
FAE Organization Role
FAE Contact Title*

FAE Contact First Name*
FAE Contact MI

FAE Contact Last Name*
FAE Addrass Line 1*
FAE Addrass Line 2

FAE City/Town™

FAE StateTerritory™

FAE Zip Coder

FAE Contact Emzil Address

FAE Contact Phone Humber®

Home

Privacy Palicy

—Mone— v

—Monz— T

—Mone— ¥

Complaint Detsils Information =

Secuntly Policy

Figure 69 — FAE Details Page

Complete the required fields, marked with a red asterisk *" at the end of the field name.

Select the Complaint Details Information button at the bottom of the page.
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The system will display the Complaint Details page.

5.5 Complaint Details Page

CEnas &4
Home About ASETT Contact Us Support~- L Register +JLogin
Farm Approwed OME Mo, 0832-0848
— & §— & L L
O COMPLAINT @2 COMPLAIMANT @3 FAE DETAILS  @4. COMPLAINT © 5. REVIEW © G SUBMITTED
TYPE DETAILS DETAILS COMFLAINT
Complaint Details
Incident occured date”
[4720/2020
Complaint Subject®
Complaint Description™
y
Complaint Unique ldentifier Type Of Trs .
Does the complaint relate to the FAE charging fees to MR =
conduct standard transactions?*
Attempted to Resolve i &
Complainant Action Description
A
Complaint Previously submitted i %
< Fild Agasi iy irformaion

Figure 70 — Complaint Details P

age

Complete the required fields, marked with a red asterisk *’ at the end of the field name.

Select the Complaint Review button at the bottom of the page.

The system will display the Reviewing the Complaint page.
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5.6 Reviewing the Complaint

b

=
@ 2. COMPLAIRANT
DETAILS

Reviewing the Complaint

@ 3. FAE DETAILS @ 4. COMPLAINT

DETAILS

Form Approved OMB MNo. 0833-0045

@ 5. REVIEW
COMPLAINT

Register “J) Login

et

O 8. SUBMITTED

Complaint Details ed
Complaint Type®
Complaint Subject
Complaint Description
Incident occured date
Complaint Unique ldentifier Type

Charging Fee to Conduct Transaction?

Complainant Details ear

Complainant Organization Name
Complainant Organization Type
Complainant Organization Type (Other)
Complainant Organization Role
Complainant Organization Phone Number
Complainant Title

Complainant First Name

FAE Details ea:

FAE Organization Name

FAE Organization Type

FAE Organization Type (Other)
FAE Organization Role

FAE Contact Title

FAE Contact First Name

= Complaint Details Information

Home

Cancel

Privacy Policy

Securty Policy

Figure 71 - Review the Complaint page (Excerpt)
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Select the Edit hyperlink to the right of any of the page name headings to edit the
selected page.

The system will redisplay the original page.

Select the Back to Review Page button at the bottom of the page to return to the
Reviewing the Complainant page.

When the review is complete, select the Submit button at the bottom of the page.

A Complaint Successfully Submitted page will display with the assigned complaint
number.

Home About ASETT Contact Us Support~ 1 Register +JLogin

Form Approved OME No. 0833-0243

A e A o

- ~ - - - -
@ 1. COMPLAINT @2 COMPLAINANT @ 3. FAE DETAILS @ 4. COMPLAINT @ 5. REVIEW @ 6. SUBMITTED
TYFE DETAILS DETAILS COMPLAINT

Complaint Successfully Submitted

Thank you for using the automatic complaint system for compliance with the Health Insurance Portability and
Accountability Act of 1998 (HIPAA) and the Adminisirative Simplification Provisions of the Affordable Care Act of
2010 (ACA). Your complaint has been received by the Centers for Medicare and Medicaid Services (CMS) on
behalf of the Department of Health and Human Services (HHS). The Enforcement Staff will review the
allegations.

Flease allow 10 business days for a member of the Enforcement Team to contact vou with the status of your
complaint. If vou have any additional information to provide with regard to this complaint you can attach
supporting documents, test transaction, and notes on the Complaint Details Page by clicking on the Go To
Complaint button below. If needed, you may also closefretract yvour complaint from the Complaints Details page.

If further clarification or information is required, we will contact you by phone, email or letter. If your complaint
pertains to the HIPAA Privacy Rule, it will be forwarded to the Office for Civil Rights for handling and processing,
and it will be closed by our office. If your complaint is accepted by CMS, you may use the login identification
information assigned to you during the registration process to check the status at any time. If you have guestions
regarding your complaint, you may send an email to hipaacomplaint@cms.hhs.gov.

Complaint Reference Number: 20-UID-0

Home Privacy Policy Security Policy

Figure 72 — Success Message with Complaint Number

5.6.1  Progress Bar

Each page within the complaint form displays a progress bar at the top. This is a visual
representation of each screen in the complaint form. A completed screen will display a
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green bubble, the screen currently in progress will display a yellow bubble, and screens
upcoming display a black bubble.

Home About ASETT Contact Us Support- L Reqgister +JLogin

Faorm Approved OMEB Mo, 0232-0848

& G— & G @
@1 COMPLAINT @ 2. COMPLAINANT @ 3. FAE DETAILS @ 4. COMPLAINT & 5 REWVIEW B 6 SUBMITTED
TYFE CETAILS DETAILS COMPLAINT

Complaint Details

Figure 73 - Progress Bar

5.7 Cancel Button

Each page within the complaint form displays a cancel button at the bottom of the page.
This allows you to discard all detail input if the complaint is no longer needed.

If you select to cancel the information entered, it cannot be recovered.

= Complainant Information " Complaint Detaiks Information =

oz Frivacy Polizy SEcuTny Poacy

Figure 74 - Cancel Button
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6. Filed-Against Entity Portal

As the filed-against entity (FAE), an alleged violation of HIPAA standards has been filed
against you. Within ten (10) business days of the complaint acceptance and assignment
to an Enforcement Analyst, you will receive a letter via the United States Postal System,
notifying you of the allegations and next steps. The letter will also contain a URL and a
security token.

The URL provides you a secure electronic platform to respond to the allegations noted
in the letter received. The security token is your “key” to enter the portal.

6.1 Access the FAE Portal

In addition to a letter, the ASETT system generates an email sent to the email address
entered by the complainant when they submitted their complaint to the system.

Please Provide your feedback on this complaint # 01439

noreply@salesforce.com

0

= - P - -
'\D The actual sender of this message is different than the normal sender. Click here to learn mare.

EXTERNAL EMAIL

Complaint URL:
https://uat-asettsite.cs32.force.com/FAE/ASETT FAE Default?id=SGUNizwriQtn7SUynHINJWr7Mp2FhHd802Edy6b7ZKKUeGMMp3D

Please use the one time access code below when prompted: u5s4cSir

Thanks,
Support Team

Figure 75 - System-Generated Notice of Complaint

Select the link provided in the email. Alternatively, you may copy and paste the URL into
your browser address bar and select Enter key on your keyboard. The same URL and
security token are included in your notification letter.

The system will display the Warning screen.
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\

ASETT - Administrative Simplification Enforcement and Testing Tool

WARNING

This is a U.S. Government Information System. The U.S. Government maintains ownership and responsibility for its computer systems. Users must adhere to U.S. Government
Information Security Policies, Standards, and Procedures. Use of this system may be monitored, recorded and audited. Unauthorized use is prohibited and subject to criminal and
civil penalties. The use of this information system establishes your consent to any and all monitaring and recording of your activities

Figure 76 — Warning Screen
Select the Accept button.
The FAE Security Token page will display.

‘\ A

Enter the security access code you may have received in the communication zlong with the link and click the button "Next"to provide your response”

Security token Next

Figure 77 — Security Token Entry Page

Enter the security token in the Security token field from the email or letter you
received.

If the URL or token expire, please contact the ASETT Support team by either calling the
ASETT Help Desk at (703) 951-6810, or sending an email to
ASETTHelpdesk@religroupinc.com, or to HIPAAComplaint@cms.hhs.gov.

Note: the security token field will recognize spaces entered before or after the token
number as part of the security key and display an error message.

Select the Next button. The FAE Welcome Page will display.
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Form Approved OMB Mo. 0838-0848

Welcome to the ASETT System. Here you have temporary access to respond to the complaint that has been filed against your organization. This page is separated into steps 1-3:

Initial Response- In the original notice letter sent to you, it was advised that you have 30 days to respond fo the complaint allegations. Click the agree or disagree option then upload
any additional information that you would like to communicate with us. You can only respond once. If you agree that you are in violation and are ready to submit a carrective action plan,
proceed fo step 2. Please note that within the 30 day respense window. you can revisit this page to complete step 2

Corrective Action Plan (CAP)- In this section, you can upload your corrective action plan. Please ensure that it meets all CAP requirements (includes specific dates, actions, and
milestones). Your propesed CAP will be reviewed by our office and you will be notified if it is accepted or if a revised CAP is required. You are expected to give regular status updates
including whether or not each milestone is met. Once the CAP is fully implemented, notify our office by completing step 3.

Certification of CAP Completion- At this step, we will take necessary steps to verify that the issue(s) no longer exist and that the complainant is satisfied with the implemented solution. It
ihe issue is confirmed to be fixed and the violation no longer occurs, we will close the complaint and cease all enforcement related activities. If the issue is still present, the entity will be
flagged for possible civil money penaliies.

Initial Response

} &

Corrective Action Plan

Certification of CAP Completion

RS

Figure 78 - FAE Portal Welcome Page

6.2 Initial Response
Select the Initial Response button located on the FAE Portal Welcome Page.
The system will display the initial response option buttons:

. Agree with Violation
. Disagree with Violation
. Notes

. Upload Attachment

[@ | Initial Response

Agree With Violation Disagree With Violation

Notes Upload Attachment

Corrective Action Plan

Certification of CAP Completion

o
=

Figure 79 - Initial Response Option Buttons
Under the Initial Response button, select either the Agree With Violation button or the
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Disagree With Violation button to accept or reject the allegations. You may add notes
and/or documentation in support of your response. See Section 6.2.3 Add Notes and
Section 6.2.4 Upload Attachment.

6.2.1  Agree with Violation

If you agree with the allegations filed against you, please select the Agree With
Violation button. A pop-up window will display a confirmation message. Please select
either the OK or the Cancel button.

Are you sure want to Agree 7

Figure 80 — Agree Confirmation Message

When you select the OK button, the page will show that you accept the violation filed
against you.

= v
%

You have accepted this complaint on

Wed Apr 22 00:00:00 GMT 2020

Agree With Violation Disagree With Violation
e S

Corrective Action Plan
* Certification of CAP Completion
e

Figure 81 - Violation Accepted Displays

The Agree With Violation button will display green, along with checkmark to the right,
indicating the Initial Response step is complete.

Subsequently, the Disagree With Violation button is now disabled.

Note: All electronic responses are final. To change your response, contact the HIPAA
Enforcement Team by sending an email to HIPAAComplaint@cms.hhs.gov.

6.2.2  Disagree with Violation

If you disagree with the allegations filed against you, please select the Disagree With
Violation button. A pop-up window will display a confirmation message. Please select
either the OK or the Cancel button.
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Are you sure want to Disagree ?

Figure 82 - Disagree Confirmation Message

When you select the OK button, the page will show that you reject the violation filed

against you.

Initial Response

B

¥

You have rejected this complaint on

Tue Apr 21 00:00:00 GMT 2020

Disagres With Violation

Agree With Violation

—
Corrective Action Plan

Certification of CAP Completion

e

v

Figure 83 - Violation Rejected Displays

The Disagree With Violation button is green, along with a checkmark shown to the
right of the Initial Response button, indicating the Initial Response step is complete.

Subsequently, the Agree With Violation button is disabled.

Note: All electronic responses are final. To change your response, contact the HIPAA
Enforcement Team by sending an email to HIPAAComplaint@cms.hhs.gov.

6.2.3  Add Notes

To support your position on the complaint, you may add notes or comments. Select the

Notes button in the Initial Response section of the page.
The Creating a Note page will display.
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Creating a Note

Add a new note to accompany required documentation

Subject

Description

Submit | Cancel

Figure 84 — Add a Note Page

Enter your note subject and description. Select the Submit button to save your note to
the complaint record. Select Cancel to discard your entry.

After Submit, the system will display a submit confirmation message.

Motes has been saved successfully.

| Close |

Figure 85 - Note Added Success Message

Select the Close button on the confirmation message page to return to the FAE Portal
Welcome Page.

6.2.4  Upload Attachment

In addition to adding comments to support your position on the complaint, you may add
documents.

Select the Upload Attachment button in the Initial Response section of the page.

The Initial Response Upload page will display.
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" Q

Initial Response Upload
Here you will be able to upload documentation to respond to complaint allegation. Select the file to be uploaded by clicking the browse Button. The file
will be uploaded when you click Upload Button. This can take several minutes depending on the size,

Choose File | Mo file chosen

Description

Save | Cancel

Figure 86 — Initial Response Upload Page
Select the Choose File button to select the desired file from your computer.

Note: The system will allow only the following file types: .dat, .docx, .pdf, .txt, .xIsx, and
.Zip.

Note: All files must be 4.8 MB or smaller to be accepted by the system. Type the
description of the file in Description text box.

Select the Save button.

The system will display a success message when the documentation upload is
complete.

Attachment has been saved successfully.

| Clase |

Figure 87 — Upload Confirmation Message

Select the Close button on the confirmation message page to return to the FAE Portal
Welcome Page.

Your response will be reviewed by the enforcement team and you will be notified about
the next steps.
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6.3 Corrective Action Plan

To submit your Corrective Action Plan (CAP) resolution and timeline, log into the FAE
Portal as described in Section 6.1 — Access the FAE Portal.

From the FAE Portal Welcome Page, select the Corrective Action Plan button.

Initial Response

Corrective Action Plan

)
& Certification of CAP Completion

Figure 88 - Corrective Action Plan Option Buttons

6.3.1 Add Notes

To support your plan, you may add notes or comments. Select the Notes button in the
Corrective Action Plan section of the page.

The Creating a Note page will display.

Creating a Note

Add a new note to accompany required documentation

Subject

Maximum o1 ZoU Characier

Description

‘Submit | Cancel |

Figure 89 — Add a Note Page

Enter your note subject and description. Select the Submit button to save your note to
the complaint record. Select Cancel to discard your entry.
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After Submit, the system will display a submit confirmation message.

cems =

Motes has been saved successfully.

| Close |

Figure 90 — Note Added Success Message

Select the Close button on the confirmation message page to return to the FAE Portal
Welcome Page.

6.3.2  Upload Attachment

To submit the CAP for review and approval by the Enforcement Team, select the
Upload Attachment button in the Corrective Action section of the page.

The CAP Response Upload page will display.

CAP Response Upload

Here you will be able to upload documentation to respond to complaint allegation. Select the file to be uploaded by clicking the browse Button. The file
will be uploaded when you click Upload Button. This can take several minutes depending on the size.

Choose File | Mo file chosen

Description

Save | Cancel

Figure 91 — CAP Response Upload Page
Select the Choose File button to select the desired file from your computer.

Note: The system will allow only the following file types: .dat, .docx, .pdf, .txt, .xIsx, and
.Zip.
Note: All files must be 4.8 MB or smaller to be accepted by the system.

Type the description of the file in Description text box.
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Select the Save button.

The system will display a success message when the documentation upload is
complete.

A

Attachment has been saved successfully.

| Glose |

Figure 92 - Upload Confirmation Message
Select the Close button on the confirmation message page to return to the FAE Portal
Welcome Page.

Your corrective action plan will be reviewed by the enforcement team and you will be
notified about the next steps.

6.4 Certify CAP Complete

To close out the CAP, log into the FAE Portal as described in Section 6.1 — Access
the FAE Portal.

From the FAE Portal Welcome Page, select the Certification of CAP Completion
button on the FAE Portal Welcome Page.

Initial Response

Corrective Action Plan

&
g

* Certification of CAP Completion
e

| hereby certify that the assigned CAP has been completed in its
entirety. Clicking SUBMIT below is equivalent to my electronic
signature.

| submi|

Figure 93 - CAP Complete Certification
The Certification Statement will display under the Certification of CAP Completion
button.
Mark the checkbox to indicate you agree with the certification statement.
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td | hereby certify that the assigned CAP has been completed in its
entirety. Clicking SUBMIT below is eguivalent to my electronic
signature.

Submit

Figure 94 — Agree with Certification Statement
Select the Submit button.
The system will display a submit confirmation message.

Thank you for your submission. Your access to this portal has now expired. An ASETT administrator will follow up with you regarding closure of this complaint.

i_t-lssé_ |

Figure 95 - Complaint Closure Message
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7. Troubleshooting and Support

This section provides information for addressing the following types of issues:

. Error messages

. General HIPAA inquiries

. Production support for environmental issues
. Security incidents

7.1 Error Messages
The system generates error messages in the following scenarios:

. Error messages found during data entry
. ASETT System Error

7.1.1  Data-Entry Errors

The system will display instructional error messages when a required field is missed or
if invalid characters are entered in a field. The error messages appear at the top of the
ASETT detail pages. Each error message contains a brief description of the error and
suggests corrective action.

@ Errors

Please enter anonymity selection.

Please Enter Valid Organization Name (Organisation Name cant be empty or contains any special character)

Please enter a 10 digit phone number and it should not contain any special characters

Complainant Title: Please select a value for complainant title.

Address Line 1 Cant be left empty
City / Town cant be left empty

Complainant State/Territory: State/Territory cannat be left empty

Zip Code should contain only 5 Number and cant be left empty
Please enter a 10 digit phone number and it should not contact any special characters

Complainant Details

Figure 96 — Complaint Error Message Display
The following is a sample of error messages available on the complaint detail pages.

Table 2 - Complaint Detail Error Messages (Example)

Location Error Message

Complaint Type Select a Complaint Type from the Complaint Type list

Complainant Details Select whether to remain anonymous in the Anonymous question
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Location Error Message

Complainant Details Enter th_e Complainant Organization Name in the Complainant Organization
Name field

Complainant Details Eﬂger:;h'\?u%%rgflfi?dant phone number in the Complainant Organization

Complainant Details Select the Complainant Title for the Complainant Title field

Complainant Details Enter the Complainant First Name in the Complainant First Name field

Complainant Details Enter the Complainant Last Name in the Complainant Last Name field

FAE Details Enter the FAE Organization Name in the FAE Organization Name field

FAE Details Select the FAE Contact Title for the FAE Title field

FAE Details Enter the FAE Contact First Name in the FAE First Name field

FAE Details Enter the FAE Contact Last Name in the FAE Last Name field

Complaint Details Enter the Incident Occurred Date in the Incident Occurred Date field.

Complaint Details Enter Complaint Subject in the Complaint Subject field

Complaint Details Enter Complaint Description in the Complaint Description field

Add Notes Please Enter Notes Title and Description before saving

Close/Retract Please Select Close Retract Reason

7.1.2  System Errors

You may encounter an ASETT system error; however, there is no immediate corrective
action to remediate the error. You can log back in ASETT and resume activity.

Upon receiving an ASETT system error, please notify ASETT Support about your
technical problems or ask questions about the ASETT application.
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I'CC.CONY Loqout

platform as a service

Error: Error occurred while loading a Visualforce page.

| Please email us if you need to get in touch

Powered by rCe.con

platform as a service

Figure 97 — Sample System Error

7.2 Support

For technical issues or questions about ASETT, contact the ASETT Helpdesk, Monday
through Friday, 8:00 am to 5:00 pm (Eastern) at (703) 951-6810, or by sending an email
to ASETTHelpdesk@religroupinc.com.

The ASETT Help Desk is available to assist with:

. ASETT complaint system
. ASETT.cms.gov website
. Screen or system errors
. System connectivity

. Password resets

. Complaint status

For an extensive compilation of HIPAA and ACA Administrative Simplification
information, visit http://go.cms.gov/AdminSimp

For other inquiries, send an email to the mailto:HIPAAComplaint@cms.hhs.gov.
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8.  Appendix A: Record of Changes

Table 3 — Record of Changes

Version Number Date Author/Owner Description of Change

2.3 4/20/2020 Nancy May Complete update: new screen prints, reformat
manual, update chapter arrangement, added
new Help Desk contact email

4/24/2020 Orlando Clarke Quality Check

4/29/2020 Nancy May QC edits, Section 508 compliance edits
3.0 6/5/2020 Nancy May Final for upload to ASETT Home Page
4.0 2/19/2021 Nancy May Revised for new IDM registration process
4.1 3/5/2021 Nancy May Updated with 508 compliance edits
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9.  Appendix B: Glossary of Terms and Acronyms

Table 4 — Glossary of Terms and Acronyms

Interchange

Acronym Definition

.dat N/A A data file.

.docx N/A A Microsoft Office Word document.

pdf N/A A multi-platform document created by Adobe Acrobat.

Ixt N/A A text file.

Xlsx N/A A Microsoft Office Excel spreadsheet.

.Zip N/A An archive that contains one or more compressed files.
Administrative Simplification is a provision emanating from
the Health Insurance Portability and Accountability Act of

Administrative N/A 1996, Public Law 104-191, requiring the Department of

Simplification health and Human Services to adopt national standards for
electronic health care transactions and code sets, unique
health identifiers, and security.

ASETT is a web-based application that enables individuals
or organizations to file a complaint against a health care
provider, health plan, or clearinghouse for potential non-

Administrative compliance with the (non-privacy) provisions of the Health

Simplification ASETT Insurance Portability and Accountability Act to include

Enforcement and Transaction and Code Sets, Unique Identifiers, or Security.

Testing Tool ASETT securely captures demographic information about
the complainant and the filed- against entity, as well as
details of the allegation and any supporting documentation
provided by both parties.

The ACA reforms certain aspects of the private health
insurance industry and public health insurance programs,

Affordable Care including increasing insurance coverage of pre-existing

ACA " : : :

Act conditions and expanding access to insurance to Americans,
while mandating an increase in total national medical
expenditures.

Corrective Action A QAP Is an organ_lzed approach to rfesolvmg a problt_am

Plan CAP using data_ analysis, program analysns, corrective action
planning, implementation, evaluation, and monitoring.

Electronic Data EDI EDI refers to the computer-to-computer exchange of

structured information, by agreed message standards, from
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Acronym Definition

one computer application to another by electronic means
and with a minimum of human intervention.

The HIPAA-covered entity that is alleged to be in violation of

E'rlﬁi?fgamﬁ FAE the HIPAA/ACA standards for electronic data interchange
transactions.
Title 1 of the Health Insurance Portability and Accountability
Act protects health insurance coverage for workers and
Health Insurance their families when they change or lose their jobs. Title Il of
Portability and HIPAA the Health Insurance Portability and Accountability Act,
Accountability known as the Administrative Simplification provisions,
Act requires the establishment of national standards for

electronic health care transactions and national identifiers
for providers, health insurance plans, and employers.
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