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Administrative Simplification Basics

HIPAA Administrative Simplification provisions:
» Privacy and security

» Transaction standards, code sets, unique identifiers, and
operating rules for electronic transactions

— Goal: Save time and money by streamlining communication
around billing and insurance-related tasks

C

/ZA




Who’s Covered?

HIPAA-covered entities must comply with Administrative Simplification:
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HIPAA Enforcement Clarification

HIPAA Non-security/Privacy
Enforcement By NSG

»

»

Concerns potential violations
of rules for:

— Electronic transactions

— Operating rules

— Code sets

— Unique identifiers

File a complaint through:

— Administrative Simplification
Enforcement and Testing Tool

(ASETT)

HIPAA Security/Privacy Enforcement
By The Office For Civil Rights
» Concerns potential violations
of:
— Health information privacy rights

— Privacy, Security, or Breach
Notifications Rules

» File a complaint through:
— OCR Complaint Portal

— Health Information Privacy
Complaint Package



https://asett.cms.gov/ASETT_HomePage
https://ocrportal.hhs.gov/ocr/smartscreen/main.jsf
https://www.hhs.gov/sites/default/files/on%20line%20version%20as%20of%204-2-19%20hip-complaint-form-10-31-19.pdf?language=es

HIPAA Security/Privacy Enforcement By The Office
For Civil Rights

» Examples of Security/Privacy Violations:

— Unauthorized access of protected health information
(PHI)

— Unauthorized transmission of PHI
— Impermissible use or disclosure of PHI
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https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/examples/by-issue/index.html#access

HIPAA Non-security/Privacy Enforcement By NSG

» Examples of non-security/privacy violations
— Use of non-standard transactions
— Incorrect use of unique identifiers
— Inappropriate use of name or ID number in a transaction
— Improperly structured information
— Incorrect use of code sets
— Failure to conduct a standard transaction
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NSG Enforcement



What’s Covered?

Standards for:

» Code sets

— ICD-10, CPT, HCPCS, CDT, NDC

» Unigue identifiers

— NPI for providers, EIN for employers

2@ » Transactions related to billing, insurance, and
administrative tasks

» Operating rules (business rules, like requiring real-time
response to inquiry)



https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Code-Sets/index.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Unique-Identifier/UniqueIdentifiersOverview.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Transactions/TransactionsOverview.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Operating-Rules/OperatingRulesOverview.html

What’s Covered - Transactions

All covered entities must comply with standards for these
transactions:

»

»

»

»

»

»

»

Health care claim X12N 837 transaction

Health care claim payment advice X12N 835 transaction

Health care claim status request/notification X12N 276/277 transaction
Eligibility, coverage, or benefit inquiry/information X12N 270/271 transaction
Benefit enroliment and maintenance X12N 834 transaction

Health care service review information X12N 278 transaction

Payment order/remittance advice X12N 820 transaction




How is it Enforced?

NSG enforces Administrative Simplification standards by:
» Responding to complaints about noncompliance

» Conducting proactive compliance reviews

Goals

» Reduce the burden on compliant entities who conduct
transactions with trading partners that aren’t compliant

» Streamline billing and insurance-related functions,
allowing providers and health plans to spend less time
on these tasks




Complaint-based Enforcement

» Anyone who believes a HIPAA-covered entity is not complying with
transaction, code set, unique identifier, or operating rule
requirements can file a complaint.

» (GO to asett.cms.gov to get started (use the Chrome browser)

» NSG keeps the identities of those filing complaints confidential upon
request.




Complaints - Reaching Compliance with ASETT

https://www.youtube.com/watch?v=3ul772Bb6Pg&list=PLaV7m?2-
zFKpjHLYLIFZywrelGwWWPJB1eE&index=1



https://www.youtube.com/watch?v=3u1772Bb6Pg&list=PLaV7m2-zFKpjHLyLlFZywrelGwWPJB1eE&index=1
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Complaints - ASETT Overview

ASETT is a web-based application
that allows you to:

Home About ASETT Contact Us Support~ 2 Register #JLogin

» Test your transactions

» Test your trading partners’
transacti O nS ; . Administrative Simplification

» File complaints
» Track your complaint status | ! Yy o

File HIPAA Complaint Test HIPAA Transactions

L e ar n m O re a b O u t AS E TT W I t h See the About ASETT section to learn more about Test Transaction tool allows all transactions to be

how to file a complaint. checked consistently for compliance, syntax and

th e S e re S O u rce S : Submit complaints for the following violations: buslness/rules:Validate transactionsiacross

various formats including the following:

» QUICk Start User GUIde « Transaction « ASC X12 5010

« Unique Identifier « NCPDPD.O
« Code Sets « ICD-10 Diagnostic and procedure codes

)) U S e r M an u al « Operating Rules « Unique |dentifiers



https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASETTQuickStartGuideFinal09212017.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASETTUserManualFinal20180207.pdf
https://asett.cms.gov/ASETT_HomePage

CMS
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CMS Process for HIPAA Administrative Simplification Complaints

CMS, on behalf of HHS, enforces HIPAA Administrative Simplification requirements. CMS enforcement activities include processing complaints
about alleged violations. Anyone can file a complaint against a HIPAA-covered entity. Here's what happens when a complaint is filed:

INTAKE CMS CONTACT FAE RESPONSE
PHASE PHASE PHASE
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: from CMS :

CAP
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b
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!
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b

COMPLAINANT
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https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASComplaintProcessIG20190702.pdf
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Complaint Enforcement Statistics

ASETT - Complaints Received 1% Quarter 2021

» Quarterly enforcement data
reports are available on the i T e R

HIPAA Enforcement Statistics P B
webpage. I
» Stats included: e
— Number, category, and status of e
complaints received et e e e T o L T et e
— Reasonings for closing complaints SR s e ROR

correct the ssue(s) and bmeframes. Each affected entity under

— Average number of days a R e
complaint spent in each phase
» In the first quarter of 2021,
85% of the complaints NSG > G
received were not enforceable
by HIPAA Administrative —
Simplification rules ”.“"

anuary 1 - March
Complaints recelved in the [ast reporting percd, categoraed by Tranmction Type and the filed against entity type.



https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/HIPAAEnforcementStatistics
https://www.cms.gov/files/document/enforcement-data-first-quarter-2021.pdf

Compliance Review Program

» The Compliance Review Program conducts periodic reviews with
randomly selected entities to assess HIPAA-covered entities’
compliance with Administrative Simplification rules.

» Standards reviewed include:
— Transaction formats
— Code sets
— Unique identifiers

» Entities will also attest to compliance with operating rules.



https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Transactions/TransactionsOverview.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Code-Sets/index.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Unique-Identifier/UniqueIdentifiersOverview.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Operating-Rules/OperatingRulesOverview.html
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CMS Process for HIPAA Administrative Simplification Compliance

CMS, on behalf of HHS, enforces HIPAA Administrative Simplification requirements. CMS enforcement activities include proactive enforcement through
Compliance Reviews. Only health plans and clearinghouses are currently subject to Compliance Reviews. A voluntary pilot program for providers
is currently under way and should conclude late 2019.

Here's what happens when a HIPAA-covered entity is randomly selected for a review:

SELECTION AND CONTACT SUBMISSION
PHASE

cMs
contacts randomly selected entity

0

Entity identifies points
of contact responsible for
the Compliance Review

PHASE

CMS provides instructions
and resources for submission
of required artifacts

0

Entity submits transaction files
and other requested artifacts
within 30 days of receiving
instructions

REVIEW
PHASE

CMS reviews
documentation artifacts
within 30 days of receipt

CORRECTIVE VALIDATION
PHASE PHASE

s pmVides ﬁndings © @

entity:

CMS confirms corrective
I ' action is complete

CMS determines :

corrective action :

is not necessary ———0O  CMS notifies entity and
(proceed to f closes review

l phase 5)
i

CMS determines
corrective action
is necessary

Entity executes
corrective action



https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASComplianceReviewInfographic20190626.pdf
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How to Prepare for a Compliance Review

For transactions you conduct
yourself, you can:

» Test your transactions for
compliance using ASETT.

» Verify compliance with
operating rules for eligibility,
claims status, and Electronic
Funds Transfer
(EFT)/Electronic Remittance
Advice (ERA).

Check out the Prep Steps and

Q&As for additional guidance.

VIOLATION TYPES PER COVERED ENTITY —
2019 COMPLIANCE REVIEWS

w o
w wn n

~

- - - - - - I o e [
i n O O || EERT RER
CL-001 CL-007 cL-008 CL-009 HP-002 HP-004 HP-005 HP-006 HP-010

mTransaction ®CodeSet mUnique Identifier Operating Rule

Code Set — Code Set violations are those found where missing or invalid medical or non-medical codes are used in all transactions
Transaction — Transaction set (e.g., 835, 834, 837) violations are those found where the entity does not follow the published
Implementation Guides (TR3s) constructing the electronic file

Operating Rule - Operating Rule violations are identified when an entity attests or demonstrates that they are not complying with the
specific business rules or guidelines defined by a specific operating rule

Unique Identifier — Unique Identifier violations are those found with invalid EIN or NPl used in healthcare transactions



https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/HowtoTestaTransaction
https://asett.cms.gov/ASETT_HomePage
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Operating-Rules/OperatingRulesOverview
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/CRProgramPrepStepsBulletList.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ComplianceReviewProgramQA.pdf

Resources and Questions
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Recap

» NSG only handles alleged HIPAA violations related to:
— Electronic transactions
— Operating rules
— Code sets
— Unique identifiers

» NSG's enforcement process is composed of 2 programs:
— Compliance Review (Proactive)
— Complaints (Reactive)

» Visit asett.cms.gov to:

— Test your transactions

— Test your trading partners’ transactions
— File complaints

— Track your complaint status



https://asett.cms.gov/ASETT_HomePage
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BE An official website of the United States government Here's how you know ~
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How to Test s Transaction Compliance Review Program
- - Compliance Review Program The CMS Nafional Standards Group, on behalf of HHS, administers the Compliance
» Com D | lance R eview P rogram » Raviw Program o onsure compliance amang Covered snlfes wih HIPAA
HIPAA Enforcement Statistics ) ) ) "
Sir rules for health care ir
Penalties

! !&AS Enforcement and Compliance FAGs —
e

» How to File a Complaint - -
Infographic S

» Complaint Process Infographic

and clearinghouses—for compliance reviews. HHS piloted the program with health
plan and clearinghouse volunteers to streamline the compliance review process and
identify any system enhancements. In 2019, providers were able to participate in a
separate pilot.

CMS Compliance Review Program (Video)

Watch the CMS video about the Compliance Review Program to leam about why
compliance reviews are important for the health care industry and how they are
conducted

CMS COMPLIANCE REVIEW PROGRAM |

More information on the Compliance Review Program:

Go.CMS.gov/AdminSimp

= Compliance Review Ir (PDF)
= Compliance Review Program Informafion Bullefin (PDF)
= Optimization Pilot ion Bulletin (PDF)

What to Expect Q&A (PDF)
Erep Steps (PDF)



https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASComplianceReviewInfographic20190626.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Subregulatory-Guidance/Downloads/CRProgramInformationBulletin.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ComplianceReviewProgramQA.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASHowtoFileInfographic20190711.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASComplaintProcessIG20190702.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASHowtoFileInfographic20190711.pdf

»

»

Q&A

You can also email questions, comments, and feedback to:
AdministrativeSimplification@cms.gov.

All resources mentioned during this webinar are available on the Admin
Simp website: go.cms.gov/AdminSimp.



mailto:AdministrativeSimplification@cms.gov
https://www.cms.gov/regulations-guidance/administrative-simplification
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