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Administrative Simplification Basics

HIPAA Administrative Simplification provisions:

» Privacy and security 

» Transaction standards, code sets, unique identifiers, and 

operating rules for electronic transactions

– Goal: Save time and money by streamlining communication 

around billing and insurance-related tasks

3



Who’s Covered?

HIPAA-covered entities must comply with Administrative Simplification:

Health care 

providers that 

transmits 

transactions 

electronically

Health 

plans

Clearinghouses
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HIPAA Enforcement Clarification
HIPAA Non-security/Privacy 

Enforcement By NSG

» Concerns potential violations 

of rules for:

– Electronic transactions

– Operating rules

– Code sets

– Unique identifiers

» File a complaint through:

– Administrative Simplification 

Enforcement and Testing Tool 

(ASETT)

HIPAA Security/Privacy Enforcement 
By The Office For Civil Rights

» Concerns potential violations 

of:

– Health information privacy rights

– Privacy, Security, or Breach 

Notifications Rules

» File a complaint through:

– OCR Complaint Portal

– Health Information Privacy 

Complaint Package
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https://asett.cms.gov/ASETT_HomePage
https://ocrportal.hhs.gov/ocr/smartscreen/main.jsf
https://www.hhs.gov/sites/default/files/on%20line%20version%20as%20of%204-2-19%20hip-complaint-form-10-31-19.pdf?language=es


HIPAA Security/Privacy Enforcement By The Office 
For Civil Rights

» Examples of Security/Privacy Violations:

– Unauthorized access of protected health information 
(PHI)

– Unauthorized transmission of PHI

– Impermissible use or disclosure of PHI
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https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/examples/by-issue/index.html#access


HIPAA Non-security/Privacy Enforcement By NSG

» Examples of non-security/privacy violations

– Use of non-standard transactions

– Incorrect use of unique identifiers

– Inappropriate use of name or ID number in a transaction

– Improperly structured information

– Incorrect use of code sets

– Failure to conduct a standard transaction
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NSG Enforcement
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What’s Covered? 

Standards for:

» Code sets

– ICD-10, CPT, HCPCS, CDT, NDC

» Unique identifiers

– NPI for providers, EIN for employers

» Transactions related to billing, insurance, and 

administrative tasks

» Operating rules (business rules, like requiring real-time 

response to inquiry)
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https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Code-Sets/index.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Unique-Identifier/UniqueIdentifiersOverview.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Transactions/TransactionsOverview.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Operating-Rules/OperatingRulesOverview.html


What’s Covered - Transactions

All covered entities must comply with standards for these 

transactions:

» Health care claim X12N 837 transaction

» Health care claim payment advice X12N 835 transaction

» Health care claim status request/notification X12N 276/277 transaction

» Eligibility, coverage, or benefit inquiry/information X12N 270/271 transaction

» Benefit enrollment and maintenance X12N 834 transaction

» Health care service review information X12N 278 transaction

» Payment order/remittance advice X12N 820 transaction
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How is it Enforced?

NSG enforces Administrative Simplification standards by:

» Responding to complaints about noncompliance

» Conducting proactive compliance reviews

Goals

» Reduce the burden on compliant entities who conduct 
transactions with trading partners that aren’t compliant

» Streamline billing and insurance-related functions, 
allowing providers and health plans to spend less time 
on these tasks
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Complaint-based Enforcement

» Anyone who believes a HIPAA-covered entity is not complying with 

transaction, code set, unique identifier, or operating rule 

requirements can file a complaint.

» Go to asett.cms.gov to get started (use the Chrome browser)

» NSG keeps the identities of those filing complaints confidential upon 

request.



Complaints - Reaching Compliance with ASETT

https://www.youtube.com/watch?v=3u1772Bb6Pg&list=PLaV7m2-
zFKpjHLyLlFZywrelGwWPJB1eE&index=1

https://www.youtube.com/watch?v=3u1772Bb6Pg&list=PLaV7m2-zFKpjHLyLlFZywrelGwWPJB1eE&index=1


Complaints -ASETT Overview
ASETT is a web-based application 
that allows you to:

» Test your transactions

» Test your trading partners’ 
transactions

» File complaints

» Track your complaint status

Learn more about ASETT with 
these resources:

» Quick Start User Guide

» User Manual
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https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASETTQuickStartGuideFinal09212017.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASETTUserManualFinal20180207.pdf
https://asett.cms.gov/ASETT_HomePage


https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASComplaintProcessIG20190702.pdf


Complaint Enforcement Statistics
» Quarterly enforcement data 

reports are available on the 
HIPAA Enforcement Statistics 
webpage.

» Stats included:
– Number, category, and status of 

complaints received

– Reasonings for closing complaints

– Average number of days a 
complaint spent in each phase

» In the first quarter of 2021, 
85% of the complaints NSG 
received were not enforceable 
by HIPAA Administrative 
Simplification rules
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https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/HIPAAEnforcementStatistics
https://www.cms.gov/files/document/enforcement-data-first-quarter-2021.pdf


Compliance Review Program

» The Compliance Review Program conducts periodic reviews with 

randomly selected entities to assess HIPAA-covered entities’ 

compliance with Administrative Simplification rules.

» Standards reviewed include:

– Transaction formats

– Code sets

– Unique identifiers

» Entities will also attest to compliance with operating rules.
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https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Transactions/TransactionsOverview.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Code-Sets/index.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Unique-Identifier/UniqueIdentifiersOverview.html
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Operating-Rules/OperatingRulesOverview.html
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https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASComplianceReviewInfographic20190626.pdf


How to Prepare for a Compliance Review
For transactions you conduct 

yourself, you can:

» Test your transactions for 

compliance using ASETT.

» Verify compliance with 

operating rules for eligibility, 

claims status, and Electronic 

Funds Transfer 

(EFT)/Electronic Remittance 

Advice (ERA).

Check out the Prep Steps and 

Q&As for additional guidance.
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https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/HowtoTestaTransaction
https://asett.cms.gov/ASETT_HomePage
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Operating-Rules/OperatingRulesOverview
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/CRProgramPrepStepsBulletList.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ComplianceReviewProgramQA.pdf


Resources and Questions



Recap

» NSG only handles alleged HIPAA violations related to:
– Electronic transactions

– Operating rules

– Code sets

– Unique identifiers

» NSG’s enforcement process is composed of 2 programs:
– Compliance Review (Proactive)

– Complaints (Reactive)

» Visit asett.cms.gov to:
– Test your transactions

– Test your trading partners’ transactions

– File complaints

– Track your complaint status
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https://asett.cms.gov/ASETT_HomePage


Educational Materials
» Compliance Review 

Infographic

» Compliance Review Program 

Information Bulletin

» Compliance Review Program 

Q&As

» How to File a Complaint 

Infographic

» Complaint Process Infographic

Go.CMS.gov/AdminSimp
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https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASComplianceReviewInfographic20190626.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Subregulatory-Guidance/Downloads/CRProgramInformationBulletin.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ComplianceReviewProgramQA.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASHowtoFileInfographic20190711.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASComplaintProcessIG20190702.pdf
https://www.cms.gov/Regulations-and-Guidance/Administrative-Simplification/Enforcements/Downloads/ASHowtoFileInfographic20190711.pdf


» You can also email questions, comments, and feedback to: 

AdministrativeSimplification@cms.gov. 

» All resources mentioned during this webinar are available on the Admin 

Simp website: go.cms.gov/AdminSimp. 
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Q&A

mailto:AdministrativeSimplification@cms.gov
https://www.cms.gov/regulations-guidance/administrative-simplification
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