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Center for Tobacco Products eSubmitter Overview

The Center for Tobacco Products eSubmitter application was designed to assist industry with the
electronic submission of registration and product listing, ingredient listing and health data information.
These instructions are intended to address technical aspects when completing your electronic

submission.

Users may electronically submit the following information through the eSubmitter application:
e Tobacco Establishment Registration, per section 905(b), 905(c), and 905(d) of the Federal Food,
Drug, and Cosmetic Act (the act).
e Tobacco Product Listing, per sections 905(i)(1) and 905(i)(3) of the act.
e Tobacco Ingredient Listing for Products, per sections 904(a)(1), 904(c)(1), 904(c)(2) and
904(c)(3) of the act

e Tobacco Health Documents, per section 904(a)(4) of the act.

These instructions are meant to accompany but not to substitute for any published guidance documents
on these topics. Published guidance documents include:

o Registration and Product Listing for Owners and Operators of Domestic Tobacco Product

Establishments

e Listing of Ingredients in Tobacco Products

o Draft Guidance for Industry: Tobacco Health Document Submission



http://www.fda.gov/TobaccoProducts/GuidanceComplianceRegulatoryInformation/ucm189539.htm
http://www.fda.gov/TobaccoProducts/GuidanceComplianceRegulatoryInformation/ucm189539.htm
http://www.fda.gov/TobaccoProducts/GuidanceComplianceRegulatoryInformation/ucm188486.htm
http://www.fda.gov/TobaccoProducts/GuidanceComplianceRegulatoryInformation/ucm194565.htm

Submission Checklist

To electronically submit information using eSubmitter, users should follow the five (5) item checklist below

to facilitate timely and complete submissions:

[] 1. Did you compile your submission using the eSubmitter software?

e Download the eSubmitter tool at:
http://www.fda.gov/ForIndustry/FDAeSubmitter/lucm108165.htm

e For help with the compilation of your submission, refer to the eSubmitter Quick Guide and the
full-length eSubmitter User Manual.

e For technical support using eSubmitter, contact eSubmitter@fda.hhs.gov or 1-877-FDA-
1CTP (1-877-332-1287).

For regulatory questions regarding sections 904 and 905 of the act, email
CTP9048&905Questions@fda.hhs.gov.

[] 2. Did you obtain and setup your Electronic Submission Gateway Account?

The Food and Drug Administration (FDA) Electronic Submissions Gateway (ESG) enables
secure submission of information to the Center for Tobacco Products. The ESG is used across

FDA as the portal for receipt of electronic regulatory submissions.

If you are submitting your Registration and Product Listing, Ingredients Listing and Health Data
submission electronically, you are encouraged to submit through the ESG. To obtain an ESG
account, see the following checklist:

http://www.fda.gov/ForIndustry/ElectronicSubmissionsGateway/ucm114831.htm.

For ESG questions and to request an ESG WebTrader account, contact

esgprep@fda.hhs.gov.

For assistance with the testing process or technical issues with submitting via the ESG, contact

esgreg@gnsi.com.



http://www.fda.gov/ForIndustry/FDAeSubmitter/ucm108165.htm
http://www.fda.gov/downloads/ForIndustry/FDAeSubmitter/UCM162419.pdf
http://www.fda.gov/downloads/ForIndustry/FDAeSubmitter/UCM162401.pdf
mailto:eSubmitter@fda.hhs.gov
mailto:CTP904%26905Questions@fda.hhs.gov
http://www.fda.gov/ForIndustry/ElectronicSubmissionsGateway/ucm114831.htm
mailto:esgprep@fda.hhs.gov
mailto:esgreg@gnsi.com

[] 3. Did you obtain a Dun & Bradstreet Data Universal Numbering System (D-U-N-S®) Number for

each establishment being registered?
The D-U-N-S® Number is recommended, but not required for electronic submission of

registration information. For more information, see below.

[] 4. Did you create a self-signed digital signature for use in eSubmitter?

To package your eSubmitter submissions, you must create a personal self-signed digital

signature. For more information, see below.

[]5. Did you package the submission using the eSubmitter software, generating a submission .ZIP

file?

For help with packaging your submission, refer to the eSubmitter Quick Guide.


http://www.fda.gov/downloads/ForIndustry/FDAeSubmitter/UCM162419.pdf

How to Obtain a D-U-N-S® Number

A Data Universal Numbering System (D-U-N-S®) Number is a unique nine (9) digit sequence provided by
Dun & Bradstreet. The D-U-N-S® Number is site specific. Therefore, each distinct physical location of an
entity (such as branches, divisions, and headquarters) may be assigned a D-U-N-S® Number. The site-
specific D-U-N-S® Number is a widely recognized business identification tool, and serves as a useful
resource for FDA in identifying and verifying certain business information submitted by a user. It is

recommended, but not required, for submission of information to FDA.

If the D-U-N-S® Number for a location has not been assigned, a business may obtain one for no cost
directly from Dun & Bradstreet. You may obtain a new number, or verify an existing number, by phone or
online. A new D-U-N-S® Number requires approximately 30 business days to be processed, and is
assigned by email. A business may receive a D-U-N-S® Number in approximately 10 business days for
an expedited service fee of $14.95 per D-U-N-S® Number. Please note that a business entity may not
request or apply for a new D-U-N-S® Number on behalf of another business entity due to the verification

procedures used by Dun & Bradstreet.
More information is available at www.dnb.com.
Step-by-step instructions to obtain a D-U-N-S® Number for businesses based either in the United States

or abroad are available at:
http://www.dnbgov.com/federal_compliance/fda/DUNSrequest/requestGuide.html.



http://www.dnb.com/
http://www.dnbgov.com/federal_compliance/fda/DUNSrequest/requestGuide.html

How to Create a Digital Signature

The eSubmitter software allows users to digitally sign their submissions. To use this feature, you must
create a digital signature to identify yourself. Follow the instructions below to create a digital signature in
either Adobe Reader or Adobe Acrobat Professional, and to import your new digital signature into

eSubmitter.
Create a Digital ID
1. Access the Security Settings dialog:
¢ When using Adobe Reader - Click Document > Security Settings.

¢ When using Adobe Pro - Click Advanced > Security Settings.

2. Click on the ( | A= Add D ) button to display the Add Digital Id dialog.

3. Select the Create a Self-Signed Digital ID radio button and click Next >.

x|
= Digital IDs | ‘ AddID [ Remove ID /= Export Certificate Default ~ Certificate Detaile & Refresh
U TRl 4 el Digital TD : £
Windows Digital
PKCS#11 Modul
) Your Digital ID can be used to sign and decrypt documents. The Certificate that comes with your
Directory Servers Digital D is used by others when verifying your signature and encrypting documents for you.
Time S ey e el S aeiee ey sy st mee e e et w Ul oo Pl
been given instructions an how to obtain a Digital ID. Otherwise you can choose one of the
following options.
»
¢ Find an existing Digital ID j
i add to your list of Acrobat Digital IDs.
Create a self-signed Digital ID with a Certificate to distribute to others who need to validate Digital IDs are
your Digital Signatures or encrypt documents for you, fure or when you
" Get a Third-Party Digital ID
Go to a Web site with information on how to get a Digital ID. Third party Digital ID providers i "
give both senders and redpients a convenient way to exchange Digital IDs. ormation
to encrypt
bove and click
rre your
Cancel < Bark. Next > or encrypt
and add it to this
view. Use Remove ID to permanently remove a Digital ID from this list and wherever it is stored.
El

Figure 1: Create a Self-Signed Digital ID

4. Read the message that is displayed and click Next >.




5. In the following dialog you are prompted to select the storage location of your Digital ID. Select the
New PKCS#12 Digital ID file radio button and click Next >.

Where would you like to store your Self-Signed Digital ID?

' New PKCS#12 Digital ID file
Creates a new password protected Digital ID file that uses the standard PKCS#12 format. This
common Digital ID file format is supported by most security software applications, induding
major web browsers, PKCS#12 files have a .pfx or .p12 file extension.

" Windows Certificate Store

Your Digital ID will be stored in the Windows Certificate Store where it will also be available to
other Windows applications. The Digital ID will be protected by your Windows login.

Cancel |

Figure 2: Select New PKCS#12 Digital ID File

6. Add your information in the text fields provided and click Next >.

Note: The values you enter for your email address and organization name will be used to validate your
signature against FDA records. You will need to supply information for the first five fields only. Be sure to

accept the default values for the remaining two fields and check the Enable Unicode Support box.

Enter your Identity information to be used when generating the Self-Signed Certificate.

Name (e.g. John Smith): |John Smith
Organizational Unit: |CDRH

Organization Name: |FDA

Email Address: |example @fda.gov

Country/Region: | US - UNITED STATES =

™ Enable Unicode Support

Key Algoritom: | 1024-bit RSA =l

Use Digital ID for: I Digital Signatures and Data Encryption j

Cancel | < Back Next = |

Figure 3: Enter Identify Information



7. Enter the location where you would like your digital ID saved. Enter your password, confirm, and click
Finish.

Enter a file location and password for your new Digital ID file. You will need the password when you
use the Digital ID to sign or decrypt documents. You should make a note of the file location so that
you can copy this file for badkup or other purposes. You can later change options for this file by
going to the menu Advanced > Security Settings.

File Name:
IC:\.Documems and SettingsJohn SmithMySignatures\eSubmitter_id. pfx Browse... |
Password:

Ittttttt

Confirm Password:

Ittttttt

Cancel <Back |  Finsh

Figure 4: Create and Confirm Password

8. In the Security Settings dialog, click on the newly created digital id in the upper right-hand pane to view

the summary of the ID. The summary is shown in the lower right-hand pane.

E| Security Settings
El Digitsl IDs
Digital ID Files
Windows Digital IDs
PKCS#11 Modules and 7
Directory Servers
Time Stamp Servers
1| — |
Bl
John Smith
FDA
i Issued by: John Smith
FDA
Valid from: 2008/06/26 16:38:27 -04'00'
Valid to: 2013/06/26 16:38:27 -04'00'
Intended usage: Sign transaction. Encrypt document
E

Figure 5: View Summary of Digital ID



How to Import Tobacco Information using Excel

In an effort to facilitate data entry in relevant sections, eSubmitter offers a function to import a pre-

populated Excel spreadsheet. Follow the instructions below to ensure accurate and timely submission.

Screens in eSubmitter that are capable of importing data will contain the “import data” icon in the upper

right quadrant of the page ( ‘ {, ‘). If you have non-technical questions about which data fields

apply to your products, please refer to the Guidance or contact CTP904&905Questions@fda.hhs.gov.

There are currently six (6) screens relating to your Tobacco product that allow data import. Each of the
six (6) import screens contains a link to a related Excel spreadsheet template that will allow you to pre-
populate data for importing:
e Registration and Product Listing:
0 Owner Establishment Information
0 Operator and Establishment Information
0 Product Identification
e Ingredient Listing in Tobacco Products:
0 Product Identification
o0 Ingredient Identification
e Health Documents

0 Tobacco Health Documents

Note: Within eSubmitter, you can find additional descriptive information in each screen by scrolling over

the buttons to determine their functionality.

Preparing your Excel spreadsheet

The Center for Tobacco Products has supplied Excel spreadsheet templates for proper entering of data.

These templates have been developed to facilitate the import of data into the eSubmitter tool. These
spreadsheets are specially designed to ensure data is entered consistent with eSubmitter requirements
(e.g. use of picklists) and formatted to allow correct importing into eSubmitter. Therefore, it is important

that you not modify the formatting of these spreadsheets.

10



mailto:CTP904%26905Questions@fda.hhs.gov

If you do not already have the spreadsheet templates, you can launch the spreadsheet via the screen link

at any time by clicking on the Info ( Info ) button on any import screen to open the respective

spreadsheet template.

| Screen: Ingredient identification ‘

Ingredient Listing By Product ? H £ ‘

Product | ACHE Proguct#1
\ b add = List | Detan | @ 3

How to Enter the Ingredient Information for each Product
List all ingredients for the product that was entered and selected in the previous screen (displayed in the "Product” header above). Ta
facilitate data entry, please enter reaction products after entering all ather ingredients.

‘¥ou may enter data directly into this screen using the data entry method. As an alternative to data entry, you may enter this information
into a pre-formatted spreadsheet that CTP has specifically designed to be imported here

Data Entry Method:

To begin, click on the "Add" button to enter information about a particular ingredient.
. Once you have entered the infarmation about a particular Ingredient, click on the "Add" buttan to enter information
about another ingredient.
Repeat steps 1 and 2 until all ingredients have been entered far the product identified above
After you have entered all ingredients for the selected product, return to the Product Identification screen to enter
another product. Select the next product in the List and advance to this screen to add the Ingredient information.

=]

w

Bl

Import Method

Click on the link (Import Spreadsheet Template for Ingredient [dentification) to launch the pre-farmatted Excel
spreadsheet.

Save the Excel spreadsheet file to an alternate location on your computer prior ta filling in the reguested information.
You will need to navigate to the location of the file during the import process

. Once you have entered the information into the spreadsheet, click the Import Data button on the top right corner of this
screen and follow the impart wizard

After all data is imported, you can click "List" ta view and verify the imparted product(s) infarmation

Screen Link

=)

[

Y

To see these instructions again, you may click on the "Infe" button above.

Figure 6: Link to Spreadsheet Template

Note: Some of the spreadsheet templates contain macros required for proper import of data. These
spreadsheet templates will be identified by the following “Security Warning” dialog box. Select “Enable

Macros”.

"C:\Documents and Settings'ricky . brathwaite My
DocumentsieSub_Test\import\Import_904_Ingredients Specification_v1.xls™
contains macros.

Macros may contain viruses, Itis usually safe to disable macros, but if the
macros are legitimate, you might lose some functionality.

Disable Macros ] [ Enable Macros ] [ More Info

Figure 7: Select Enable Macros

11



Prior to entering data, save the Excel file to your computer or network drive by selecting “Save As...” from
your File menu. Name the file accordingly and note the file location. You will be asked for this file

location and name during the import process.

Entering data into your Excel spreadsheet

Within each spreadsheet you can find descriptive information about each field by scrolling over the
column names. This will provide you with detailed instruction on how to fill in the cells in each column.

Note: Required data fields are denoted with an asterisk (*) next to each required field’s column heading.

It is recommended that you populate the spreadsheet prior to loading your data into eSubmitter. You do
not have to have the eSubmitter application open to enter data into the spreadsheet. Note: Some
submission questions cannot be completed using the spreadsheet import feature. Check each screen for

additional items that must be completed manually.

When populating your spreadsheet template, it is recommended that you periodically save your data.
You can do this manually or enable the auto-save function within Excel (File menu — Tools - Options >

Save). Note: Save your Excel file as an .xls file. eSubmitter is not compatible with .xIsx files at this time.
Once your data is entered and saved in the spreadsheet you may begin the import process. eSubmitter
provides you with a “Wizard” function to guide you through the import process. See next section for

further instructions.

Entering a File Path to Import Single File Attachments

eSubmitter currently allows, only for the Health Data Spreadsheet (904(a)(4)) located on the Tobacco
Health Documents screen, you to enter a file path into the spreadsheet as an alternative to attaching
each file manually into eSubmitter. Each method achieves the same outcome as it allows eSubmitter to
attach the file from your local computer upon packaging your submission. Note: Once you have attached
a file within eSubmitter, it is important to not move that file to a new location without re-attaching it in

eSubmitter. This is because eSubmitter uses the file path during packaging to find your file attachments.
First, go to File > Properties. Click on the Summary tab. Please ensure the Hyperlink base field has the

“/” or backslash entered into this field. This will allow you to use the hyperlink function to create a full file

path to documents, as well as from any network drive.

12



Import_Health_Document.xls Properties

General | Summary | statistics | Contents | Custom |

Title: ||

Subject: |

Manager: |

|
|
Author: |BMS |
|
|

Company: |FDA

Category: | |

Keywords: | |

Comments:

Hyperlink |".
base:

Ternplate:

D Save preview picture

[ OK ] [ Cancel

Then, go to the cell in the spreadsheet you would like to add your file path. For the Health Data
Spreadsheet, this would be a cell within Column A. To hyperlink, you have two options:

1. Go to Insert > Hyperlink and browse to the desired file.

2. Click Ctrl+K to launch the Insert Hyperlink Dialog and browse to the desired file.

-
x

Link to: Text to display: éli‘nents and Settings'sample. user My Documents Hﬂealﬂ'ldaﬁ.docj
Look in: ||E| Sample |1]

Existing File ar

Web Page @] Healthdata.doc Bookmark...
Current
Folder
Place in This
Document Browsed
Pages
Create New Recent
Document Files

Address: ments and Settings\sample.useriMy Documents '|,|-|eal1:hdata.dou:||i]

E-mail Address

’ Ok, ] [ Cancel




To confirm you have hyperlinked the correct document, you can click on the hyperlink and it should

launch the desired document. Please see the screen shot below for a sample hyperlink:

E3 Microsoft Excel - Import_904 Health Data_v1.xls

@_] File Edit View Insert Format Tools Data Window Help Adobe PDF Ll
ARR=A" NEYE NN R TN R o -0 < B 7 U |EE=EHES % 0 W@
_J e R | o) ‘_J| 1 | i] ﬂ @_H ¥# Reply with Changes... End Review... !

o) —— 2

Rkl

A2T - A

| Tobaceo Health Document* (Data Path Location)
Related Effects® Name of Specific Current or Future Tobaceo
Select all thar apply Product(z)
Ssparats sntriss using a ssmisslen ()
3
CaDocuments and Settingsisample useriby DocumentsiHealthdata doc Toricological; Behavioral ACME Lights; ACME Lights Menthol

Using the Data Import Wizard

On each of the import screens, you can begin by pressing ( L > ‘ ) the “Import data” icon which will

open the “Data Import Wizard.”

Step 1: Identify the Import Source and Set the Import Configuration Options

The Data Import Wizard contains the following fields (those fields with a blue dot are required):



Data Import Wizard

‘ Step 1 Overview and Import Configuration ‘

What Importing Data Entails...

The purpose of the data import capability is to alleviate the task of manually performing data entry of large amounts
of data that already exists elsewhere by allowing it to be imported automatically into the report. "Click" the hint option
{ie . lightbulb icon) for additional information on each step of the process.

During the Import process, you will identify the import source, set the import configuration, verify a sampling of the
data, and perfortn the actual importing of the data,

Identify the Import Source v
* | Selectthe Source Type ] |Micrusuﬂ Eena v|
* | Display the Source Definition | Display Definition Instructions... |
* | Selectthe Source File L |“ (sl | Q, ]
Set the Import Configuration Options v
* | First Rowis a Header @O
*® | SetData Integration Approach @ | pddto Existing Data - |
Cancel | Next |

Figure 8: Data Import Wizard, Step 1

Identify the Import Source

1. @ Select the Source Type — Only Microsoft Excel files are allowable.
2. Display the Source Definition — The Source Definition will assist in defining your variables and the
constraints of your data. Contact User Support if you need more information about Source.

Definitions for each of the Tobacco import screens.

3. @ Select the Source File — Allows the user to use an existing Excel spreadsheet on their
computer to pre-populate the data. There are three (3) options aligned to the “Select the Source
File” field.

o] i Select File — Select one of the Tobacco Excel spreadsheet templates provided by

the Center for Tobacco Products that you have input data into.

o] i View File — Preview the spreadsheet that you would like the data to be imported
from.
o] o Clear File — To select a different Tobacco product file or stop the process towards

importing data, select the Clear File icon.

Set the Import Configuration Options

15



@ Is First Row Header Information: Always check the box to indicate that the first row of the

spreadsheet contains column title information. Each of the provided Tobacco templates includes

header rows that describe the type of information that needs to be entered.

@ Set Data Integration Approach:

0 Add to existing data — This option allows you to add to the existing list of Tobacco

Product values currently in your data set. This does not replace the values already

entered.

0 Replace existing data — This option allows you to overwrite Tobacco Product information

that is in your data set and replace using the values in the imported spreadsheet.

Next |) to move to the next screen in the eSubmitter Data Import Wizard.

Step 2: Verify Sample Data

Data Import Wizard

Step 2 Verify Sample Data

@\ Thetable below contains data from the first row of the specified import file. Yerify thatthe data is in the proper order
—hefore actually imparting the data.

Guestion

Sample lmport Yalue

Ingredient Mame

Ingredient Type

Alternate Ingredients

lUnigue ldentifier

Type of Unigue ldentifier

Type of Code, If Other

|5 this a Reaction Product?
Reactive Ingredients, If Reaction
Tohacco Type

Wariety

Cure Method

Cure Methad, If Other

Heat Source

Genetic or Transgenic Modification

Custom made to your specifications?
Specified Ingredients

Manufacturer Mame and ldentification ...

Oriental
Complex Furchased Ingredient

lna7987
Other...

Internal Code
fes

-Sample Mame 1; Sample Mame 3, Sample Mame 2
Oriental

Regular

Flue

Fropane

Cross hybrid between oriental virginian to create a proprietary hlend

iACME Corporation, 1234567

Tes
Sample Mame 3

1

30 columnis) identified to be impaorted.

Cancel

Previous | | Next

Figure 9: Data Import Wizard, Step 2

16



Verify that the data is in the proper order and that all values from the first data row of your spreadsheet
are seen in the preview before importing the data. It is important to for verification that import values align

to the proper questions.

e If the data is incorrect, click ( | Cancel ) and revise your spreadsheet as necessary.
o If the data is correct, click (| Next |) to move to the next screen in the eSubmitter Data
Import Wizard.

Step 3: Complete Data Import

Data Import Wizard |

Step 3 Import Data {2 records(s) found within the file to be imported)

..‘-__ After completing all steps to this point, click the "Start Data Import” button below to begin importing the specified
— data.

. gtaﬂDaiaih_ppﬁ || 0%

Results of the import process

Cancel | Previous |

Figure 10: Data Import Wizard, Step 3

Click the ( | Start Data Import |) button. Upon completion the Data Import Wizard will identify the

results of the import process:
e If successful, click ( | Done |).

e |f unsuccessful, issues will be listed in the “Results of the Import process” box. To view details

about these issues, click ( | Display Issues Detected During Import... ) and fix

accordingly. After fixing, attempt the import again.

17



Please note that the Import function can not populate all questions, specifically multiple file attachment
guestions. Please use the ( Detail ) button and the (| ' § ") and (| B |)

arrows to review the data you just imported to ensure all questions have been answered.

If the import issues cannot be resolved, contact eSubmitter User Support at eSubmitter@fda.hhs.gov.

18
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