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September 11, 2018</br></br><p>We have completed our review. Please refer
to the attached letter for details.</p>

<p>If you have any questions, please contact the lead reviewer assigned

to your submission, Erdit Gremi.</p>
<br><br><br><p>*** This Is a system-generated email notification ***</p>

Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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Apple Inc.

% Donna-Bea Tillman
Senior Consultant
Biologics Consulting Group
1555 King St, Suite 300
Alexandria, Virginia 22314

Re: DEN180042
Trade/Device Name: Irregular Rhythm Notification Feature
Regulation Number: 21 CFR 870.2790
Regulation Name: Photoplethysmograph analysis software for over-the-counter use
Regulatory Class: Class Il
Product Code: QDB
Dated: August 8, 2018
Received: August9, 2018

Dear Donna-Bea Tillman:

The Center for Devices and Radiological Health (CDRH) of the Food and Drug Administration (FDA) has
completed its review of your De Novo request for classification of the Irregular Rhythm Notification
Feature, an over-the-counter device under 21 CFR Part 801 Subpart C with the following indications for use:

The Irregular Rhythm Notification Feature is a software-only mobile medical application that is
intended to be used with the Apple Watch. The feature analyzes pulse rate data to identify episodes of
irregular heart rhythms suggestive of atrial fibrillation (AFib) and provides a notification to the user.
The feature is intended for over-the-counter (OTC) use. It is not intended to provide a notification on
every episode of irregular rhythm suggestive of AFib and the absence of a notification is not intended
to indicate no disease process is present; rather the feature is intended to opportunistically surface a
notification of possible AFib when sufficient data are available for analysis. These data are only
captured when the user is still. Along with the user’s risk factors, the feature can be used to
supplement the decision for AFib screening. The feature is not intended to replace traditional
methods of diagnosis or treatment.

The feature has not been tested for and is not intended for use in people under 22 years of age. It is
also not intended for use in individuals previously diagnosed with AFib.

FDA concludes that this device should be classified into Class Il. This order, therefore, classifies the
Irregular Rhythm Notification Feature, and substantially equivalent devices of this generic type, into Class Il
under the generic name photoplethysmograph analysis software for over-the-counter use.

FDA identifies this generic type of device as:

U.S. Food & Drug Administration
10903 New Hampshire Avenue
Silver Spring, MD 20993

www.fda.gov
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118



Records processed under the FOIA; Released by CDRH on 09-28-2020
Page 2 - Donna-Bea Tillman DEN180042

Photoplethysmograph analysis software for over-the-counter use. A photoplethysmograph
analysis software device for over-the-counter use analyzes photoplethysmograph data and provides
information for identifying irregular heart rhythms. This device is not intended to provide a
diagnosis.

Section 513(f)(2) of the Food, Drug and Cosmetic Act (the FD&C Act) was amended by section 607 of the
Food and Drug Administration Safety and Innovation Act (FDASIA) on July 9, 2012. This law provides two
options for De Novo classification. First, any person who receives a “not substantially equivalent” (NSE)
determination in response to a 510(k) for a device that has not been previously classified under the Act may
request FDA to make a risk-based classification of the device under section 513(a)(1) of the Act. On
December 13, 2016, the 21% Century Cures Act removed a requirement that a De Novo request be submitted
within 30 days of receiving an NSE determination. Alternatively, any person who determines that there is no
legally marketed device upon which to base a determination of substantial equivalence may request FDA to
make a risk-based classification of the device under section 513(a)(1) of the Act without first submitting a
510(k). FDA shall, within 120 days of receiving such a request, classify the device. This classification shall
be the initial classification of the device. Within 30 days after the issuance of an order classifying the device,
FDA must publish a notice in the Federal Register announcing the classification.

On August 9, 2018, FDA received your De Novo requesting classification of the Irregular Rhythm
Notification Feature. The request was submitted under section 513(f)(2) of the FD&C Act. In order to
classify the Irregular Rhythm Notification Feature into class | or I, it is necessary that the proposed class
have sufficient regulatory controls to provide reasonable assurance of the safety and effectiveness of the
device for its intended use. After review of the information submitted in the De Novo request, FDA has
determined that, for the previously stated indications for use, the Irregular Rhythm Notification Feature can
be classified in class Il with the establishment of special controls for class I1l. FDA believes that class II
(special) controls provide reasonable assurance of the safety and effectiveness of the device type. The
identified risks and mitigation measures associated with the device type are summarized in the following
table:

Table 1 — Identified Risks to Health and Mitigation Measures

Identified Risk Mitigation Measures

Poor quality incoming PPG signal resulting | Clinical performance testing

in failure to detect irregular heart rhythms Human factors testing
Labeling

Misinterpretation and/or over-reliance on Human factors testing

device output, leading to: Labeling

e Failure to seek treatment despite
acute symptoms (e.g., fluttering
sensation in the chest,
lightheadedness, and irregular pulse)

e Discontinuing or modifying treatment
for chronic heart condition

False negative resulting in failure to detect Clinical performance testing
irregular heart rhythms and delay of further | Software verification, validation, and hazard
evaluation or treatment analysis

Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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Non-clinical performance testing
Labeling

False positive resulting in additional Clinical performance testing
unnecessary medical procedures Software verification, validation, and hazard

analysis
Non-clinical performance testing
Labeling

In combination with the general controls of the FD&C Act, the photoplethysmograph analysis software for
over-the-counter use is subject to the following special controls:

1.

Clinical performance testing must demonstrate the performance characteristics of the detection
algorithm under anticipated conditions of use.

Software verification, validation, and hazard analysis must be performed. Documentation must
include a characterization of the technical specifications of the software, including the detection
algorithm and its inputs and outputs.

Non-clinical performance testing must demonstrate the ability of the device to detect adequate PPG
signal quality.

Human factors and usability testing must demonstrate the following:
a. The user can correctly use the device based solely on reading the device labeling; and
b. The user can correctly interpret the device output and understand when to seek medical care.

Labeling must include:

Hardware platform and operating system requirements;

Situations in which the device may not operate at an expected performance level;
A summary of the clinical performance testing conducted with the device;

A description of what the device measures and outputs to the user; and

Guidance on interpretation of any results.

®o0 o

Section 510(m) of the FD&C Act provides that FDA may exempt a class 11 device from the premarket
notification requirements under section 510(Kk) of the FD&C Act, if FDA determines that premarket
notification is not necessary to provide reasonable assurance of the safety and effectiveness of the device
type. FDA has determined premarket notification is necessary to provide reasonable assurance of the safety
and effectiveness of the device type and, therefore, the device is not exempt from the premarket notification
requirements of the FD&C Act. Thus, persons who intend to market this device type must submit a
premarket notification containing information on the photoplethysmograph analysis software for over-the-
counter use they intend to market prior to marketing the device.

Although this letter refers to your product as a device, please be aware that some granted products may
instead be combination products. If you have questions on whether your product is a combination product,
contact CDRHProductJurisdiction@fda.hhs.gov.

Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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Please be advised that FDA's decision to grant this De Novo request does not mean that FDA has made a
determination that your device complies with other requirements of the FD&C Act or any Federal statutes
and regulations administered by other Federal agencies. You must comply with all the FD&C Act's
requirements, including, but not limited to: registration and listing (21 CFR Part 807); labeling (21 CFR Part
801); medical device reporting (reporting of medical device-related adverse events) (21 CFR 803) for
devices or postmarketing safety reporting (21 CFR 4, Subpart B) for combination products (see
https://www.fda.gov/CombinationProducts/GuidanceRegulatorylnformation/ucm597488.htm); good
manufacturing practice requirements as set forth in the quality systems (QS) regulation (21 CFR Part 820)
for devices or current good manufacturing practices (21 CFR 4, Subpart A) for combination products; and if
applicable, the electronic product radiation control provisions (Sections 531-542 of the FD&C Act); 21 CFR
1000-1050.

A notice announcing this classification order will be published in the Federal Register. A copy of this order
and supporting documentation are on file in the Dockets Management Branch (HFA-305), Food and Drug
Administration, 5630 Fishers Lane, Room 1061, Rockville, MD 20852 and are available for inspection
between 9 a.m. and 4 p.m., Monday through Friday.

As a result of this order, you may immediately market your device as described in the De Novo request,
subject to the general control provisions of the FD&C Act and the special controls identified in this order.

For comprehensive regulatory information about medical devices and radiation-emitting products, please see
Device Advice (https://www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/) and CDRH Learn
(http://www.fda.gov/Training/ CDRHLearn). Additionally, you may contact the Division of Industry and
Consumer Education (DICE) to ask a question about a specific regulatory topic. See the DICE website
(http://www.fda.gov/DICE) for more information or contact DICE by email (DICE@fda.hhs.gov) or phone
(1-800-638-2041 or 301-796-7100).

If you have any questions concerning the contents of the letter, please contact Erdit Gremi at 240-402-3910.

Sincerely,

Angela C.
Krueger -
S

Angela C. Krueger

Deputy Director, Engineering and Science Review
Office of Device Evaluation

Center for Devices and Radiological Health

Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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U.S. Food and Drug Administration

Center for Devices and Radiological Health
Document Control Center — WO66-G609
10903 New Hampshire Avenue

Silver Spring, MD 20993-0002

August 10, 2018

Re: DEN 180042 - de novo Amendment

Submitter: (3 Z I
Device Name: [N Arp

Dear Erdit Gremi:

I am submitting this amendment to DEN 180042 for the [} ES GGG
accordance with the Modular Submission plan previously agreed to with FDA. This amendment
ecopy contains the following files:

001_DEN180042 Al Cover Letter

002 [(NEGIC !inical Study Report

003 Appendix A Signature Page

004 Appendix B_IRB Information

005_Appendix C_AHS Sub-Study Protocol

006 Appendix D AHS Sub-study Statistical Analysis Plan

STATISTICAL DATA - contains zip files of raw data, listings, tables and SAS files

The eCopy provided with this submission is an exact duplicate of the paper copy except that: (1)
only the final signed cover letter was provided in paper form and (2) the eCopy includes all
content.

This submission contains trade secret and confidential information. This information is exempt
from public disclosure under the Freedom of Information Act, 5 U.S.C. § 552(b)(4), and may not
be disclosed without the prior written authorization of [[SESEGzG o: its affiliates.
Such disclosure is prohibited by the U.S. Criminal Code, 18 U.S.C. § 1905, the Federal Food,
Drug, and Cosmetic Act, 21 U.S.C. § 331(j), and FDA regulations, 21 C.F.R. § 20.61(c). If FDA
receives a request for this information and determines that disclosure may be appropriate, the
Agency must comply with all provisions of 21 C.F.R. § 20.61(e), including by providing

with timely advance notice and a meaningful opportunity to object
before making the disclosure, and a copy of any specific records the agency proposes to disclose.

If you have any questions or concerns, do not hesitate to reach out to me or cther members of the
team. We really appreciate the opportunity to work with you to explore novel approaches for
digital health product premarket reviews.

gics Consulting Group, Inc

reet. Suite 300 » Alexandria. Virginia 22314

800 485.0106 » Fax: 70354874

BlologicsConsulting.cqq) o5tions? Contact FDA/ICDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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Donna Bea Tillman, Ph.D.

Senior Consultant, Biologics Consulting Group
(410) 531-6542

dullman(@biologicsconsulting.com

r

BlologicsConsulting.cgfjestions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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U.S. Food and Drug Administration
Center for Devices and Radiological Health
Document Control Center — WO66-G609

10903 New Hampshire Avenue
Silver Spring, MD 20993-0002

August 10, 2018
Re: DEN180042 - de novo Amendment

Submitter:
Device Name:

App

Dear Erdit Gremu:

I am submitting this amendment to DEN180042 for the ({S)RGCY App, in
accordance with the {{S)RCH) plan previously agreed to with FDA. This amendment
ecopy contains the following files:

001 DENI180042 Al Cover Letter

002 (SINCINEN Clinical Study Report

003 Appendix A Signature Page

004 Appendix B_IRB Information

005_Appendix C_AHS Sub-Study Protocol

006 _Appendix D AHS Sub-study Statistical Analysis Plan

STATISTICAL DATA — contains zip files of raw data, listings, tables and SAS files

The eCopy provided with this submission 1s an exact duplicate of the paper copy except that: (1)
only the final signed cover letter was provided in paper form and (2) the eCopy includes all
content.

This submission contains trade secret and confidential information. This information is exempt
from public disclosure under the Freedom of Information Act, 5 U.S.C. § 552(b)(4), and may not
be disclosed without the prior written authorization of or its affiliates.
Such disclosure is prohibited by the U.S. Criminal Code, 18 U.S.C. § 1905, the Federal Food,
Drug, and Cosmetic Act, 21 U.S.C. § 331(j), and FDA regulations, 21 C.F.R. § 20.61(c). If FDA
receives a request for this information and determines that disclosure may be appropriate, the
Agency must comply with all provisions of 21 C.F.R. § 20.61(e), including by providing

with timely advance notice and a meaningful opportunity to object
before making the disclosure, and a copy of any specific records the agency proposes to disclose.

If you have any questions or concerns, do not hesitate to reach out to me or other members of the
team. We really appreciate the opportunity to work with you to explore novel approaches for
digital health product premarket reviews.

Biologics Consulting Group, Inc

1555 King Street, Suite 300 « Alexandria, Virginia 22314
Phone: 7037395695 « TolQuestions? Contact FDA/CDRKIOCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118

BiologicsConsulting.com
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Sincerely,

Donna Bea Tillman, Ph.D.

Senior Consultant, Biologics Consulting Group
(410) 531-6542
dtillman@biologicsconsulting.com

Biologics Consulting Group, Inc

55 Kir Suite 300 +« Alexandria, Virginia 22314

Phone: 7037395695 - TolQuestiohs? Contact: FDA/CDRH!OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
BiologicsConsulting.com
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APPLE HEART STUDY SUB-STUDY
Clinical Study Report

August 7, 2018
Apple Inc.

This study was conducted in accordance with the ethical principles that have their origin in the
Declaration of Helsinki, clinical research guidelines established by the U.S. Food and Drug
Administration (21 CFR Parts 50, 54, 56, and 812), and ICH GCP Guidelines.

Apple Heart Study Sub-Study Apple, Inc.
Clinical Study Report, Date: August 7, 2018 CONFIDENTIAL

Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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1. LIST OF ABBREVIATIONS AND DEFINITIONS OF TERMS
The following abbreviations and specialist terms are used in this study report.

Abbreviation or Specialist Term Explanation

ADE Adverse Device Effect

AF Atrial Fibrillation/Atrial Flutter

AHS Apple Heart Study

AT Atrial Tachycardia

CFR Code of Federal Regulations

CRO Clinical Research Organization

EAS ECG Analysis Set

ECG Electrocardiogram

FAS Full Analysis Set

FDA Food and Drug Administration

GCP Good Clinical Practice

H, Null Hypothesis

Ha Alternative Hypothesis

HRV Heart Rate Variability

ICF Informed Consent Form

ICH International Conference on Harmonization

IRB Institutional Review Board

J-Beat Junctional Beats

SA Sinus Arrhythmia

SAP Statistical Analysis Plan

SR Sinus Rhythm

PAC Premature Atrial Contractions

PPG Photoplethysmogram

PPV Positive Predictive Value

PVC Premature Ventricular Contractions

QC Quality Control

VF Ventricular Fibrillation

VT Ventricular Tachycardia
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2. PROTOCOL SYNOPSIS

Overview

This Apple Heart Study Sub-Study (AHS Sub-Study) Protocol describes the analysis that will be
conducted on a subset of data from the ongoing Apple Heart Study. This AHS Sub-Study is being
conducted to determine if the tachogram classification algorithm and confirmation cycle algorithm
(alert-level) have acceptable positive predictive value (PPV) as compared to ambulatory
electrocardiographic (ECG) patch monitoring in identifying irregular rhythms consistent with
atrial fibrillation (AF) in a subset of AHS participants.

Study Objective

The objective of this AHS Sub-Study is to determine if the tachogram classification algorithm and
alert-level confirmation cycle algorithm have acceptable positive predictive value (PPV) as
compared to ambulatory electrocardiographic (ECG) patch monitoring in identifying irregular
rhythms consistent with atrial fibrillation (AF).

Study Endpoints

1. Primary Endpoint: Identification of irregular rhythm consistent with AF as suggested by
positive predictive value (PPV) of the spot tachogram (Spot Tachogram PPV)

2. Secondary Endpoint: Identification of irregular rhythm consistent with AF as suggested by
PPV of the notification (Alert-Level PPV)

3. Primary Safety Endpoint: Serious adverse device effects (ADEs)
Study Hypothesis

The primary efficacy endpoint study hypothesis is that the tachogram-level PPV for AF is at least

(b) (4)
H,: PPVTachogram(AF) @)

VS.

HA: PPVTachogram(AF) (b) (4)

There are no hypotheses specified for the secondary endpoint or the safety endpoint.

Subject Population

AHS began on November 30, 2017. The data to support this sub-study will come from AHS
participants who were enrolled between November 30, 2017, to June 22, 2018, who have received
the ECG patch (ePatch provided by BioTelemetry) and for whom ECG data has been adjudicated.
The analysis defined in this sub-study protocol will not be initiated until all participant data (up to
June 22, 2018) to be used in the analysis is available.

To ensure the confidentiality of the subject data, subject data will be identified by a participant ID
number for which the Sponsor will not have the ability to link back to the subject’s identity. The
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use of the data in this sub-study 1s consistent with the disclosure of research aims and use of the
data made to the subjects in the IRB-approved Apple Heart Study informed consent form.

The inclusion/exclusion criteria for the AHS is as follows:

Inclusion Criteria

Subjects must meet all the following inclusion criteria to be enrolled:

1. Possession of the following at time of eligibility screening, ascertained from automatic
hardware/software/device pairing check:
I. 1Phone (5s or later) with 10S version 11.0 or later defined as iPhone model/10S version
used to complete screening eligibility.
II. Apple Watch (Series 1 or later) with watchOS version 4.0 or later defined as Apple
Watch model/watchOS paired with iPhone used to complete screening eligibility.
2. Age >22 years at time of eligibility screening, ascertained from self-reported date of birth.
3. Curent resident of the United States at time of eligibility screening, defined by self-
reported state of residence within the 50 states of the United States or District of Columbia.
4. Proficient in written and spoken English, defined by self-report of comfort reading, writing,
and speaking English on iPhone.
5. Valid phone number associated with iPhone, ascertained from self-report.
6. Valid email address, ascertained from self-report.

Exclusion Criteria

Subjects who meet any of the following criteria may not be enrolled:

1. Self-reported diagnosis of Atrial Fibrillation at time of consent.
2. Self-reported diagnosis of Atrial Flutter at time of consent.
3. Currently on anticoagulation therapy, as self-reported at the time of consent.

Sample Size
The sample size in this sub-study is the number of spot tachograms.
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3. ETHICS

3.1. Institutional Review Board

Using the Department of Health and Human Services regulations found at 45 CFR 46.101(b)(4),
the Institutional Review Board (IRB) determined that the Apple Heart Study (AHS) Sub-Study is
exempt from IRB oversight. Documentation of IRB-exempt status was obtained. Details of the
IRB are provided in Appendix B.

3.2. Ethical Conduct of the Study

The AHS Sub-Study was designed and monitored in accordance with Sponsor procedures, which
comply with the ethical principles of Good Clinical Practice (GCP) as required by the major
regulatory authorities, and in accordance with the Declaration of Helsinki.

3.3. Informed Consent

Informed consent was obtained from all AHS participants from whom data is being used to support
data analysis for the AHS Sub-Study. Study participants were informed that their study data could
be used in the context of a regulatory submission and for commercial purposes. No additional
informed consent for this sub-study was required.

Informed Consent Process in the Apple Heart Study (AHS)

The AHS is an ongoing app-based research study being conducted through the AHS app. As in
other mobile-mediated research studies, the informed consent process in the AHS was conducted
remotely in a completely self-administered setting with no required contact with the research team
prior to consent and enrollment.

The potential participant first downloaded the AHS app. The app automatically ensured
compatibility with the iPhone iOS version and Watch version. If compatible, the participant was
able to continue forward in the app. An overview of the study was also displayed in the app.

The participant then advanced to a screen for study enrollment, where he/she confirmed whether
general participation requirements were met. The participant was asked questions based on study
inclusion and exclusion criteria. The app automatically determined eligibility based on the
responses provided. If the participant was determined to be eligible, he/she was presented with an
in-app consent and authorization form to be read and signed if the participant agreed to participate.

A copy of the signed study consent and authorization document was available for review and
download to the participant via the app. After consenting to participate, the participant was directed
to complete a brief questionnaire to collect self-reported baseline demographics and medical
history. The participant was considered ‘enrolled’ from this point and the study app’s analysis of
Apple Watch Photoplethysmogram (PPG) sensor data began thereafter.

The approach to informed consent for the AHS was meant to ensure that participants were
adequately informed about the research before agreeing to participate. Potential candidates as well
8
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as enrolled participants were able to contact an AHS hotline (available 24/7 at 1-844-606-1609)
any time and had the ability to ask questions, request clarifications, or report a problem at any time
prior to or during the study. This hotline was opened from the study start date and will remain open

until study closure.
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4. INVESTIGATORS AND STUDY ADMINISTRATIVE
STRUCTURE
4.1. Investigators

Investigative sites were not utilized during this sub-study. This clinical study report (CSR) includes
data from subjects who were enrolled between November 30, 2017, and June 22, 2018, who
received an ePatch and for whom ECG data was adjudicated in the AHS, an app-based research
study conducted in the United States.

4.2. Study Administrative Structure
4.2.1. Sponsor Responsibilities

The AHS Sub-study is an analysis on a pre-specified subset of data collected in the AHS to support
a regulatory submission before the AHS ends. AHS is an app-based research non-significant risk
study and was sponsored by Apple Inc. The Sponsor developed the protocol and statistical analysis
plan (SAP) to conduct this sub-study.

The Sponsor’s responsible Clinical/Regulatory Study Representative attested to the accuracy of
this report and his/her signature is provided in Appendix A.

The Sponsor recruited and managed the contract research organizations (CROs).
4.2.2. Contract Research Organization (CRO) Responsibilities

Three independent ECG adjudicators (BioTelemetry, Inc., Malvern, PA) provided review and
adjudication of ECG strips with oversight by the Sponsor.

The adjudicators were required to have U.S. board-certification in Cardiology and/or
Electrophysiology, with extensive and relevant experience in clinical, clinical research, and/or
event adjudication expertise as assessed by review of their CVs.
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3. INTRODUCTION

5.1. Background

Atrial fibrillation (AF) is the most common serious cardiac arrhythmia, and, when left untreated,
is a leading cause of morbidity and mortality from stroke, heart failure and myocardial infarction'~.
Data from the Framingham Heart Study indicates that by age 40 years, lifetime risk for developing
AF is 1 in 4. AF is also a growing public health problem with prevalence projected to triple
between 2010 and 2050, with an estimated 12.1 million diagnosed cases in 2030 in the United
States alone.

Early detection and treatment of patients with AF minimizes the risk of sequelaec of
thromboembolism including >60% reduced risk of stroke?. However, many affected with AF are
unaware they have this arrhythmia due to a number of factors, including lack of symptoms, or they
may experience only mild symptoms that they do not attribute to a disease’. As a result,
asymptomatic patients are 3 times as likely to have sustained an ischemic stroke prior to diagnosis
than those with symptoms!. These findings raise concerns and have prompted several variations
of screening programs to detect patients with asymptomatic AF to prevent an embolic event!-2.
While systematic and opportunistic screening programs have demonstrated increased rates of
detection when compared to detection during routine clinical practice, such screening programs
are not yet widely implemented®. Additionally, AF may be paroxysmal (PAF, or intermittent AF)
and therefore missed by recording a single in-clinic electrocardiogram (ECG). This is especially
true for those patients with intermittent symptoms. Holter devices are commonly used for
ambulatory 24-hour ECG monitoring in at-risk patients but have limited sensitivity for the
detection of new AF’.

5.2. Device Description and Purpose of the Sub-Study

This sub-study used data collected from a subset of participants enrolled in the Apple Heart Study:
Assessment of Wristwatch-Based Photoplethysmography to Identify Cardiac Arrhythmias, which
is a large, prospective, single arm, experimental non-significant risk study, conducted with the
assistance of eligible participants without a known history of atrial fibrillation or atrial flutter (at
the time of consent). The subjects in this sub-study received an irregular rhythm notification within
the AHS App and consequently received and wore an ambulatory ECG patch (ePatch) for
interpretation of the ambulatory ECG findings by trained ECG technicians.

The AHS app is a mobile medical application used in the ongoing AHS. Because the AHS study
is being conducted completely virtually, the app functions as a means to screen for
inclusion/exclusion criteria, collect the electronic informed consent, collect user information and
medical history, and is used by the subjects to connect to a Study Telehealth Provider if they
receive an irregular rhythm notification or if they need to report a problem (described in section
above). The app also contains the tachogram classification algorithm and alert-level confirmation
cycle algorithm, both of which were validated in this sub-study.

The tachogram classification algorithm classified a tachogram as irregular or not AF, and the alert-

level confirmation cycle algorithm determined if a notification was surfaced to the user. At

baseline, the Apple Watch platform attempted to capture a tachogram every 2-4 hours to support
11
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the commercially available heart rate variability (HRV) feature, and the AHS app retrieved and
analyzed any such tachograms that were captured. If a tachogram was classified as irregular, the
“confirmation cycle” began, during which the AHS app requested additional tachograms from the
platform more frequently (as frequently as possible, subject to a minimum spacing of 15 minutes).
If five out of six sequential tachograms (including the initial one) were classified as irregular within
a 48-hour period, a notification of this finding was surfaced to the user. If two tachograms were
classified as not AF before this threshold was reached, the AHS app returned to baseline
(attempting to retrieve tachograms every 2-4 hours), no results were surfaced, and the confirmation
cycle was reset (that is, any irregular tachograms within this sequence did not count in future
confirmation cycles).

When the AHS app surfaced the first notification to the user, the workflow to call the Study
Telehealth Provider and receive the ambulatory ECG monitor (ePatch) was initiated. After the first
notification was surfaced, no additional notifications were surfaced to the user. However,
notifications continued to be generated for the purposes of data analysis (“silent notifications”).
The classified tachograms that contributed to a notification and the notification itself were stored
and used for the alert-level positive predictive value (PPV) analysis.

The tachogram and notification data collected and processed through the algorithms within the
AHS app are the subject of this sub-study and were compared to the gold-standard ECG (ePatch)
to determine if the tachogram classification algorithm and alert-level confirmation cycle algorithm
have acceptable PPV. The data analyzed in this sub-study was obtained from AHS participants
who were enrolled between November 30, 2017, and June 22, 2018, who received an ePatch and
for whom ECG data was adjudicated. The AHS Sub-study analysis was conducted prior to the
completion of the AHS.
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6. STUDY OBJECTIVE

The objective of this AHS Sub-Study was to determine if the tachogram classification algorithm
and alert-level confirmation cycle algorithm have acceptable PPV as compared to the ePatch
monitoring in identifying irregular rhythms consistent with AF.

7. STUDY ENDPOINTS

7.1. Primary Efficacy Endpoint

The primary efficacy endpoint of this sub-study is the identification of irregular rhythm consistent
with AF as suggested by PPV of the spot tachogram where the ePatch readings (paired to the
timestamp associated with the spot tachograms) were used for the determination of AF. Each
subject may have contributed multiple observations (i.e., spot tachograms) for this endpoint.

7.2. Secondary Efficacy Endpoint

The secondary efficacy endpoint is the identification of irregular rhythm consistent with AF as
suggested by PPV of the alert (based on multiple irregular tachograms) where the ePatch readings
were used for the determination of AF. Each subject may have contributed no more than one
observation to the analysis of this endpoint.

7.3. Additional Analyses

e Spot tachogram PPV for AF and other arrhythmias
e Alert-level PPV for AF and other arrhythmias
e Sensitivity for AF and specificity for SR for spot tachograms

7.4. Primary Safety Endpoint

The primary safety endpoint is the incidence of serious adverse device effects (ADEs). Adverse
device effects are being collected in the ongoing AHS. All serious ADEs reported by participants
whose data are included in this sub-study and adjudicated on or before June 22, 2018, were
summarized in this CSR.

8. STUDY HYPOTHESIS

Thﬁ ﬁrimary efficacy endpoint study hypothesis is that the tachogram-level PPV for AF is at least

Ho: PPVTachogram (AF) (b) (4)
VS.

HA: PPVTachogram (AF (4)

There are no hypotheses specified for the secondary efficacy endpoint, additional analyses, or the
primary safety endpoint.
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9. INVESTIGATIONAL PLAN

9.1. Overall Study Design and Plan

This sub-study used data collected from a subset of participants enrolled in the Apple Heart Study:
Assessment of Wristwatch-Based Photoplethysmography to Identify Cardiac Arrhythmias, which
is a large, prospective, single arm, experimental non-significant risk study, conducted with the
assistance of eligible participants without a known history of atrial fibrillation or atrial flutter (at
the time of consent). The subjects in this sub-study received an irregular rhythm notification within
the AHS App and consequently received and wore an ambulatory ECG patch (ePatch) for
interpretation of the ambulatory ECG findings by trained ECG technicians.

All study data were coded with a participant identification (ID). Additional consent was not
required to be obtained for this sub-study as this study was determined to be exempt from IRB
oversight. The use of the data in this sub-study is consistent with the disclosure of research aims
and use of data made to participants in the IRB-approved AHS informed consent.

No additional participation requirements or data, outside of those already required in AHS, were
requested of the participants for the purposes of this sub-study analysis.

9.1.1. Study Data Collection Procedures

AHS Study Procedures

Participants in AHS wear their Apple Watch as per normal usage with the AHS App’s algorithms
analyzing collected PPG pulse data, with two possible outcomes:

1. No irregular heart rhythms consistent with AF that meet the notification threshold are identified
from the time monitoring begins (after consenting)

or;

2. Irregular heart rhythms consistent with AF are identified that meet notification threshold
(complete confirmation cycle) during the study. The participant is then notified via the app of
this irregularity. Participants who receive a notification during the study will enter the positive
notification workflow.

Positive Notification Workflow

The app notification will provide a button for the participant to connect with the Study Telehealth
Provider. Upon successful connection, the participant is asked about cardiovascular clinical signs
and symptoms. If the Study Telehealth Provider concludes that the participant has a medical
emergency, the Study Telehealth Provider will follow its emergency protocol and either instruct
the participant and/or a family member, if available, to call emergency medical services (EMS) or
will call on the participant’s behalf if the participant and/or a family member are unable to contact
EMS. These participants will not receive the ambulatory ECG monitors.
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Otherwise, if eligible to receive the ePatch, the Study Telehealth Provider will provide the
participant information about the ePatch, answer any questions the participant might have, and
contact BioTelemetry to initiate the order and shipment of the ePatch.

The BioTelemetry ePatch Monitor will be used for ambulatory ECG monitoring. The battery life
with a single channel recording is 7 days. The participant will be instructed to wear the ePatch for
up to 7 days. However, the data collected from a participant will be considered adequate for a
participant with a minimum analyzable time of 1 hour.

Data Collection and Processing

1. In AHS, eligible participants are sent an ePatch, instructed to wear the patch for up to seven
days, and mail the ePatch back to BioTelemetry for processing. BioTelemetry processes
the ECG data and generates a standard report for the purposes of the AHS. BioTelemetry
also sends raw ECG data to the Sponsor securely for storage. A subset of this data was used
for the purposes of this sub-study.

(b) (4)
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Data Review
Analysis of ePatch ECG Strips

Two primary, independent adjudicators reviewed each complete ECG strip and provided a
diagnosis of the rhythm. The adjudicators classified each of the ECG strips. If there were any
differences in the adjudication decisions, the strip in question was sent to a third adjudicator for
final decision.

(b) (4)

2. The diagnosis of the rhythm fell into one of four categories:

i.  Sinus Rhythm (SR)
ii.  Atrial Fibrillation (AF)*
iii.  Other Irregular Rhythm (defined below)
iv.  Unreadable (a diagnosis cannot be made as the strip is not adequate for reading)

*While atrial fibrillation and atrial flutter are two separate conditions, they often manifest
similarly in the ECG and can be difficult to differentiate. Clinical treatment of the two
conditions is the same. Therefore, for the purposes of this study, the conditions are
considered the same.

3. The diagnosis was made via the following logic flow (in sequential order):

(b) (4)
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Algorithm Classification

a) The tachogram classification algorithm generated a rhythm classification for a given
tachogram, which fell into one of two categories:

i.  Irregular
ii. Not AF

(b) (4)

The ECG adjudicators were blinded to the tachogram rhythm classifications.

An ECG Adjudication Charter was developed with details of the ECG adjudication process as well
as adjudicator qualification criteria and used for adjudicator training purposes.

9.2. Study Population
9.2.1. Inclusion and Exclusion Criteria
In AHS, subjects were required to meet all the following inclusion criteria to be enrolled:

1. Possession of the following at time of eligibility screening, ascertained from automatic
hardware/software/device pairing check:
I. iPhone (5s or later) with iOS version 11.0 or later defined as iPhone model/iOS version
used to complete screening eligibility.
II. Apple Watch (Series 1 or later) with watchOS version 4.0 or later defined as Apple
Watch model/watchOS paired with iPhone used to complete screening eligibility.
2. Age>22 years at time of eligibility screening, ascertained from self-reported date of birth.
3. Current resident of the United States at time of eligibility screening, defined by self-
reported state of residence within the 50 states of the United States or District of Columbia.
4. Proficient in written and spoken English, defined by self-report of comfort reading, writing,
and speaking English on iPhone.
Valid phone number associated with iPhone, ascertained from self-report.
6. Valid email address, ascertained from self-report.

N

In AHS, subjects who met any of the following criteria were excluded from enrollment:

1. Self-reported diagnosis of atrial fibrillation at time of consent.
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2. Self-reported diagnosis of atrial flutter at time of consent.
3. Currently on anticoagulation therapy, as self-reported at the time of consent.

9.2.2. Removal of Subjects from the Study

The sub-study analysis was conducted on a pre-specified group of subjects from the larger AHS.
No subjects were removed from the sub-study.

9.2.3. Randomization and Blinding
The design of this sub-study was not randomized.

Independent technologists with extensive and relevant experience reviewed and interpreted the
ECG data obtained during the course of the parent AHS. For the purposes of this sub-study, two
primary independent adjudicators received strips that corresponded to tachogram time points
collected by the Apple Watch. The adjudicators classified each of the ECG strips. If there were
any differences in the adjudication decisions, the strip in question was sent to a third adjudicator
for final decision.

For the primary endpoint, multiple spot tachograms were generated for each subject during the
time of ECG patch wear.

9.3. Efficacy and Safety Variables

9.3.1. Subject, Spot Tachogram, Alert, and ECG Measurement Accountability

Summary tables which presents subject accountability and spot tachogram, alert, and ECG patch
measurement result accountability are reported in Table 1.1 and Table 2.2, respectively.

9.3.2. Demographic and Other Baseline Characteristics

Descriptive statistics (e.g., N, Mean, Std. Dev., Min, Max) for continuous data types and
frequencies for categorical data types are displayed for the following demographic and other
baseline characteristics in Table 3. The following age group categories were used: 22-39, 40-54,
55-64, and 65+:

e Age (Continuous and categorical)
e Sex (Categorical)
e Race (Categorical)
e Height (Continuous)
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Weight (Continuous)

BMI (Continuous)

CHA2DS2-VASc score (Continuous)

Medical History (Categorical)

Number of cigarettes smoked per day (Categorical)

Number of alcoholic beverages consumed per week (Categorical)

Subjects may have chosen more than one race category.

9.3.3. Adverse Events

Adverse events were collected through the AHS. All serious adverse device effects (ADEs)
reported by participants whose data contributed to this sub-study and were adjudicated on or before
June 22, 2018, were considered and analyzed for this sub-study.

9.3.4. Protocol Deviations

Protocol deviations were not captured as part of this sub-study.

9.4. Data Quality Assurance

There was no additional study monitoring for the purposes of the AHS Sub-Study. The data from
AHS was monitored in accordance with ICH GCP guidelines.

The Sponsor or designee provided and maintained a charter that describes the independent review

and training process for ECG reviewers.

The Sponsor or designee performed internal quality management of data collection, documentation
and completion. Quality Control (QC) procedures were implemented beginning with the data entry
system (ECG adjudication spreadsheet) and data QC checks that were incorporated into the
database (ECG adjudication spreadsheet). Any missing data or data anomalies were communicated
to the Sponsor for clarification and resolution.

9.5. Statistical Methods and Determination of Sample Size

9.5.1. Statistical and Analytical Plans

The statistical methods used for the analyses of data are described in the Statistical Analysis Plan

(SAP) (Version 3.0, July 26, 2018), which is provided in Appendix D. All analyses were
performed with SAS, v9.4 or higher and R u m a Microsoft Windows

environment.

9.5.1.1. Primary Endpoint Analyses

the primary efficacy endpoint of spot
tachogram-level PPV for AF was estimated as follows:
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PPV Tachoeram(aF) = (# of spot tachograms classified as AF according to the spot tachogram algorithm
and where the paired ECG strip 1s classified as AF) / (# of spot tachograms classified as AF

according to the spot tachogram algorithm)

A one-sided 97.5% lower confidence bound was computed using an unadjusted normal distribution
approximation to the binomial. If the lower bound for the spot tachogram-level PPV exceeded

the null hypothesis, Ho, would have been rejected.
(b) (4)

9.5.1.2. Secondary Endpoint Analyses

The alert-level PPV for AF was estimated as follows

PPV alencar = (# of alert notifications classified as AF according to the alert notification algorithm
and where the paired ECG strip is classified as AF) / (# of alert notifications classified as AF

according to the alert notification algorithm)

A two-sided exact 95% confidence interval was computed.
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9.5.1.3. Significance Level

The primary hypothesis test of the tachogram-level PPV used a one-sided significance level of
0.025. Two-sided 95% confidence intervals for the secondary and additional analyses are reported.

9.5.1.4. Missing Data/Outliers

Some planned measurements may not have been readable or obtainable. The data analyses were
conducted on all readable/classifiable data. No outliers were removed from the analyses after
mvestigation by the Sponsor.

9.5.1.5. Interim Analyses
There were no interim analyses planned in this sub-study.
9.5.1.6.  Analysis Sets

All subjects in this sub-study received an AF notification and received an ePatch for ambulatory
ECG monitoring. Two analysis sets were pre-defined for this sub-study.

Full Analysis Set (FAS): The Full Analysis Set (FAS) consists of subjects who received an
ambulatory ECG monitor and wore their ePatch per the AHS protocol (i.e., were enrolled in this
sub-study). Subject accountability, demographic, medical history, and adverse event information
are presented for subjects in this analysis set.

ECG Analysis Set (EAS): The ECG Analysis Set (EAS)

The 1dentification of the subjects to be removed from the EAS were
malized prior to data analysis. All tachogram-level and alert-level outcomes were estimated from
this analysis set during times when tachograms and alerts were recorded by Apple Watch during
simultaneous, analyzable ECG monitoring.

9.5.1.7. Additional Analyses

For each of the additional endpoint analyses presented below, two-sided 95% confidence intervals
are reported using an unadjusted normal distribution approximation to the binomial. A two-sided
exact 95% confidence interval are reported for the alert-level PPV for AF and other arrhythmias.

9.5.1.7.1. Spot Tachogram PPV for AF and Other Arrhythmias

The spot tachogram PPV for AF and other arrhythmias were estimated as follows and reported
along with its associated two-sided 95% confidence interval.

PPV Tachosram(AF and 0A) = (# of spot tachograms classified as AF according to the spot tachogram
algorithm and where the paired ECG strip is classified as AF or Other Arrhythmia) / (# of spot

tachograms classified as AF according to the spot tachogram algorithm)
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9.5.1.7.2. Alert-Level PPV for AF and Other Arrhythmias

The alert-level (PPV) for AF and Other Arrhythmias were estimated as follows and reported along
with its associated two-sided 95% confidence mterval.

Each subject contributed

only one alert notification in this analysis.

notifications classified as AF according to the alert notification algorithm).

9.5.1.7.3. Spot Tachogram Sensitivity and Specificity

the spot tachogram sensitivity (for AF) and specificity
reported along with the corresponding two-sided 95%

confidence intervals.

9.5.2. Determination of Sample Size

The sample size for the primary endpoint of this sub-study is the number of spot tachograms

indicating an irregular heart rthythm.

9.6. Changes in the Conduct of the Study or Planned Analyses

The AHS Sub-Study Protocol (Version 2.0, June 22, 2018) 1s provided in Appendix C. There were
no changes to the study conduct or planned analyses.
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10. EFFICACY EVALUATION

10.1. Subject Accountability

Table 1.1 presents the subject accountability in the Full Analysis Set (FAS).

A total of 269 subjects were included in the FAS. Of the 269, 27 subjects were removed from the
FAS due to data exclusions and 16 subjects were removed due to lack of ePatch data. Efficacy
analyses were performed using the ECG analysis set (EAS) (subjects with ePatch data and
tachogram data), which included 226 subjects. Refer to Listing 8 for the list of subjects excluded
from the efficacy analysis.

Table 1.1 Subject Accountability - Full Analysis Set

Value
Subjects in FAS 269
Subjects Removed from FAS due to Data Exclusions 27
(b) (4)

Subjects in FAS with no Data Exclusions 242
Subjects with no ePatch or Tachogram Data 16
Subjects with ePatch Data and Tachogram Data 226

Data Version: (b) (4) (b) (4)

10.2. Spot Tachogram, Alert, and ECG Measurement Accountability

Table 2.2 presents spot tachogram, alert, and ECG measurement accountability in the EAS, which
included a total of 226 subjects.

The average number of spot tachograms contributed per subject was 46.3 tachograms.

Of the 10,432 total tachograms across all subjects, 25.4% (2650/10432) were classified as
‘irregular’ and 74.6% (7782/10432) were classified as ‘Not AF’ by the algorithm. All 10,432
tachograms were reviewed by two primary reviewers;

74.8%

(169/226) of subjects did not receive any alert during ePatch wear.
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Table 2.2 Spot Tachogram, Alert, and ECG Measurement Accountability - EAS

(b) (4)

Spot Tachogram Classifications

Value
Number of Subjects in ECG Analysis Set 226
Spot Tachograms Per Subject
Number of Subjects 226

Irregular 2650 (25.4%)
Not AF 7782 (74.6%)
Total 10432 (100.0%)

Number of Subjects Not Receiving Any Alerts During Patch Wear

169

Number of Subjects Receiving At Least One Alert During Patch Wear
(b) (4)

Apple Heart Study Sub-Study
Clinical Study Report, Date: August 7, 2018
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(b) (4)
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10.3. Demographic and Other Baseline Characteristics

Table 3 presents demographics and other baseline characteristics for the FAS.

Overall, 80.2% (210/269) of subjects were Male, and 88.8% (239/269) of subjects were White.
The mean age of subjects was 59.2 years. Refer to Listing 2 for details of subject demographics
and other baseline characteristics.

Subjects had a mean BMI of 30.3 and mean CHADS-VASC Score of 1.4. Of the 269 subjects,
47.6% (128/269) had history of hypertension, and 1.5% (4/269) had prior history of stroke. Subject
medical history listings are provided in Listing 3.

Table 3 Demographic and Other Baseline Characteristics — FAS

Characteristic ?;leeg;)s
Age at Enrollment (years)
N 268
Mean 59.2
Std. Dev. 13.25
Median 62.0
Min - Max 22 -89
Age Group [N (%)]
22-39 27 (10.1%)
40-54 58 (21.6%)
55-64 73 (27.2%)
65+ 110 (41.0%)
Sex [N (%)]
Male 210 (80.2%)
Female 52 (19.8%)
Other 0 (0.0%)
Unknown 0 (0.0%)
Race [N (%)]*
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American Indian 0 (0.0%)
Asian 4 (1.5%)
Black 7 (2.6%)
Hispanic, Latino or Spanish origin 14 (5.2%)
Middle Eastern or North African 2 (0.7%)
Hawaiian or Pacific Islander 0 (0.0%)
White 239 (88.8%)
Other 1 (0.4%)
Prefer not to respond 2 (0.7%)
Height (in)
N 262
Mean 70.1
Std. Dev. 3.59
Median 70.0
Min - Max 57-179
Weight (1bs)
N 262
Mean 211.8
Std. Dev. 53.88
Median 200.0
Min - Max 120 - 535
Body Mass Index (kg/m2)
N 262
Mean 30.3
Std. Dev. 7.44
Median 29.0
Min - Max 20-79
Medical History [N (%)]*
Hypertension 128 (47.6%)
Diabetes 43 (16.0%)
Heart Attack 12 (4.5%)
Heart Failure 7 (2.6%)
Stroke 4 (1.5%)
Peripheral Artery Disease 6 (2.2%)
RENNNN
Apple Heart Study Sub-Study Apple, Inc.
Clinical Study Report, Date: August 7, 2018 CONFIDENTIAL

Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118




Records processed under the FOIA; Released by CDRH on 09-28-2020

(b) (4)
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10.4. Efficacy Results

10.4.1. Primary Efficacy Endpoint Analysis

Table 4 presents the primary endpoint analysis of spot tachogram PPV for the ECG Analysis Set.
(b) (4)

The spot tachogram PPV analysis resulted in a value of 66.6% (lower confidence bound = 63.0%,
p-value 0.9841), which was lower than the pre-specified spot tachogram PPV > 70%.

Refer to Listing 4 for detailed ePatch adjudication results.

Table 4 Primary Endpoint Analysis of Spot Tachogram PPV - EAS
Lower
Parameter Value Confidence p-value***
Bound**

Spot Tachogram PPV for AF 567/851 (66.6%) 63.0% 0.9841

Lower one-sided 97.5% contfidence bound.
***Test of hypothesis for spot tachogram PP\/

10.4.2. Primary Efficacy Endpoint Robustness Analyses
(b) (4)
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(b) (4)
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10.4.3. Secondary Efficacy Endpoint Analysis
Table 8 presents the secondary endpoint analysis of alert-level PPV for AF in the EAS.

There were 57 subjects with at least one alert-level notification. Of the 57 subjects who received
an alert, 45 had at least one tachogram comprising the alert, which corresponded to an ePatch
adjudicated result of AF.

The alert-level PPV for AF was 78.9% (45/57) with a two-sided 95% exact confidence interval of
(66.1%, 88.6%).

There was no hypothesis associated with the secondary endpoint analysis.

Table 8 Secondary Endpoint Analysis of Alert-Level PPV for AF — EAS
Two-Sided 95%

Parameter Value Exact Confidence
Interval

Number of Subjects with at least 1 alert-level 57

notification*

Alert-level PPV for Atrial Fibrillation/Atrial Flutter 45/57 (78.9% 66.1%, 88.6%

Note: Numerator for PPV is the number of alerts where at least one of the ePatch results associated with the spot tachograms
that comprise the alert is Atrial Fibrillation/Atrial Flutter.

10.4.4. Secondary Efficacy Endpoint Robustness Analyses

Table 9 presents results from the secondary endpoint robustness analysis of alert-level PPV for
AF in the EAS using all alerts contributed by the 57 subjects who had at least one alert during
ePatch wear. There was one alert where all of the ePatches were deemed Unreadable for all
corresponding tachograms comprising the alert per the footnote to the table.

The alert-level PPV from this robustness analysis was 87.0% (322/370) with a two-sided 95%
exact confidence interval of (83.5%, 90.3%).

Table 9 Secondary Endpoint Analysis Robustness Analysis of Alert-Level PPV for AF
Using All Alerts — EAS
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10.4.5. Additional Analyses

10.4.5.1. Spot Tachogram PPV for AF and Other Arrhythmias

Table 10 presents the spot tachogram PPV for AF and other arrthythmias in the EAS. There were
99 subjects who received at least one urregular tachogram,
_ The analysis resulted in a spot tachogram PPV value of 98.4%

(837/851) for AF and other arrhythmias.

Table 10 Additional Analysis: Spot Tachogram PPV for AF and Other Arrhythmias - EAS
Two-Sided 95%

Parameter Value Confidence
Interval
Number of subjects with at least 1 irregular spot 99

tachogram
(b) (4)

10.4.5.2. Alert-Level PPV for AF and Other Arrhythmias

Table 11 presents the alert-level PPV for AF and other arrhythmias in the EAS.

Across the 57 subjects with at least one alert during ePatch wear, the alert-level PPV for AF and
other arrhythmias was 98.2% (56/57).

W
(8]
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Table 11 Additional Analysis: Alert-Level PPV for AF and Other Arrhythmias — EAS
Two-Sided 95%

Parameter Value Exact Confidence
Interval

Number of Subjects with at least 1 alert-level 57

notification*®

Alert-level PPV for AFib/Atrial Flutter and 56/57 (98.2%) (90.6%, 100.0%)
Other Arrythmias S

10.4.5.3. Spot Tachogram Sensitivity and Specificity

Table 12 presents the spot tachogram sensitivity and specificity analysis conducted in the EAS.

The sensitivity was 82.9% [{S)NE) with a lower confidence interval of 81.4%. The specificity
was 99.8% [{S)NCY with a lower confidence interval of 99.6%.
Table 12 Additional Analysis: Spot Tachogram Sensitivity and Specificity — EAS
Two-Sided
Parameter Value Confidence
Interval*

(82.9%) | (81.4%, 84.4%)

(99.8%) | (99.6%, 99.9%)
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11. SAFETY EVALUATION
11.1. Primary Safety Endpoint Analysis

There were no device-related serious adverse device effects (SADEs) reported in the sub-study.
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12. DISCUSSION AND OVERALL CONCLUSIONS

In this sub-study, there were 269 subjects included in the Full Analysis Set (FAS) and 226 subjects
in the ECG Analysis Set (EAS). A summary of the results are as follows:

The primary efficacy endpoint analysis for spot tachogram [{S)NEY

resulted 1n a value of 66.6% (lower
confidence bound = 63.0%, p-value 0.9841). This fell below the pre-specified spot
tachogram PPV [{(SJNCY

e The secondary efficacy endpoint of alert-level PPV is 78.9% with a two-sided 95% exact

confidence interval of (66.1%, 88.6%)

(b) (4)

e Additional analyses were conducted with the following results:
¢ Spot tachogram PPV for AF and other arrhythmias i1s 98.4%.
e Alert level PPV for AF and Other Arrhythmias is 98.2%.
e Spot tachogram sensitivity for AF 1s 82.9% and specificity for SR is 99.8%.

e There were no serious adverse device effects.
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Sponsor: Apple, Inc.
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Compliance Statement: This study will be conducted in accordance with the ethical

principles that have their origin in the Declaration of Helsinki,
clinical research guidelines established by the U.S. Food and
Drug Administration (21 CFR Parts 50, 54, 56, and 812), and

ICH GCP Guidelines.
Version Date Significant Revisions
1.0 April 26,2018 | A (Initial Version)
2.0 June 22, 2018 Updated data-cut date; Clarification on subject
confidentiality [{S)RGY sample size,
analysis set, and statistical analysis plan
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PROTOCOL SYNOPSIS
Apple Heart Study Sub-Study Protocol
Overview

This Apple Heart Study Sub-Study (AHS Sub-Study) Protocol describes the analysis that will be
conducted on a subset of data from the ongoing Apple Heart Study. This AHS Sub-Study is being
conducted to determine if the tachogram classification algorithm and confirmation cycle
algorithm (alert-level) have acceptable positive predictive value (PPV) as compared to
ambulatory electrocardiographic (ECG) patch monitoring in identifying irregular rhythms
consistent with atrial fibrillation (AF) in a subset of AHS participants.

Study Objective

The objective of this AHS Sub-Study is to determine if the tachogram classification algorithm
and alert-level confirmation cycle algorithm have acceptable positive predictive value (PPV) as
compared to ambulatory electrocardiographic (ECG) patch monitoring in identifying irregular
rhythms consistent with atrial fibrillation (AF).

Study Endpoints

* Primary Endpoint: Identification of irregular rhythm consistent with AF as suggested by
positive predictive value (PPV) of the spot tachogram [Spot Tachogram PPV]

 Secondary Endpoint: Identification of irregular rhythm consistent with AF as suggested
by PPV of the notification [Alert-Level PPV]

* Primary Safety Endpoint: Serious adverse device effects (ADEs)
Study Hypothesis

The primary efficacy endpoint study hypothesis is that the tachogram-level PPV for AF is at least
(b)

HO: PP VTachogram(AF)

VS.

HA: PP VTachogram(AF)

There are no hypotheses specified for the secondary endpoint or the safety endpoint.

Subject Population

AHS began on November 30, 2017. The data to support this sub-study will come from AHS
participants who were enrolled between November 30, 2017, to approximately June 22, 2018,
who have received the ECG patch (ePatch provided by BioTelemetry) and for whom ECG data
has been adjudicated. The analysis defined in this sub-study protocol will not be initiated until all
participant data (up to June 22, 2018) to be used in the analysis is available.
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To ensure the confidentiality of the subject data, subject data will be identified by a participant
ID number for which the Sponsor will not have the ability to link back to the subject’s identity.
The use of the data in this sub-study is consistent with the disclosure of research aims and use of
the data made to the subjects in the IRB-approved Apple Heart Study informed consent form.

The inclusion/exclusion criteria for the AHS is as follows:

Inclusion Criteria

Subjects must meet all the following inclusion criteria to be enrolled:

6.

Possession of the following at time of eligibility screening, ascertained from automatic
hardware/software/device pairing check:

I. 1Phone (5s or later) with 1OS version 11.0 or later defined as iPhone model/i0S
version used to complete screening eligibility.

II. Apple Watch (Series 1 or later) with watchOS version 4.0 or later defined as
Apple Watch model/watchOS paired with iPhone used to complete screening
eligibility.

Age > 22 years at time of eligibility screening, ascertained from self-reported date of birth.

Current resident of the United States at time of eligibility screening, defined by self-reported
state of residence within the 50 states of the United States or District of Columbia.

Proficient in written and spoken English, defined by self-report of comfort reading, writing,
and speaking English on iPhone.

Valid phone number associated with iPhone, ascertained from self-report.

Valid email address, ascertained from self-report.

Exclusion Criteria

Subjects who meet any of the following criteria may not be enrolled:

1.

2.

Self-reported diagnosis of Atrial Fibrillation at time of consent.

Self-reported diagnosis of Atrial Flutter at time of consent.

Currently on anticoagulation therapy, as self-reported at the time of consent.

Sample Size

The sample size in this sub-study is the number of spot tachograms. “

Apple Confidential

NOTICE OF PROPRIETARY PROPERTY THE INFORMATION CONTAINED HEREIN IS THE PROPRIETARY PROPERTY OF APPLE INC THE POSSESSOR AGREES TO THE
FOLLOWING: (i) TO MAINTAIN THIS DOCUMENT IN CONFIDENCE, (ii) NOT TO REPRODUCE OR COPY IT (iii) NOT TO REVEAL OR PUBLISH IT IN WHOLE OR PART

Page 3
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118



Records processed under the FOIA; Released by CDRH on 09-28-2020

Apple Confidential

NOTICE OF PROPRIETARY PROPERTY THE INFORMATION CONTAINED HEREIN IS THE PROPRIETARY PROPERTY OF APPLE INC THE POSSESSOR AGREES TO THE
FOLLOWING: (i) TO MAINTAIN THIS DOCUMENT IN CONFIDENCE, (ii) NOT TO REPRODUCE OR COPY IT (iii) NOT TO REVEAL OR PUBLISH IT IN WHOLE OR PART

Page 4
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118



Records processed under the FOIA; Released by CDRH on 09-28-2020

LIST OF ABBREVIATIONS
The following abbreviations are used in this study protocol.
Abbreviation or Specialist Term | Explanation
ADE Adverse Device Effect
AF Atrial Fibrillation
AHS Apple Heart Study
CFR Code of Federal Regulations
EAS ECG Analysis Set
ECG Electrocardiogram
FDA Food and Drug Administration
GCP Good Clinical Practice
ICF Informed Consent Form
ICH International Conference on Harmonisation
IPNA [rregular Pulse Notification Algorithm
IRB Institutional Review Board
SR Sinus Rhythm
PPG Photoplethysmogram
QC Quality Control
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1. INTRODUCTION
Background

AF is the most common serious cardiac arrhythmia, and, when left untreated, is a leading cause
of morbidity and mortality from stroke, heart failure and myocardial infarction!.2. Data from the
Framingham Heart Study indicates that by age 40 years, lifetime risk for developing AF is 1 in
43. AF is also a growing public health problem with prevalence projected to triple between 2010
and 2050, with an estimated 12.1 million diagnosed cases in 2030 in the United States alone®.

Early detection and treatment of patients with AF minimizes the risk of sequelae of
thromboembolism including >60% reduced risk of stroke2>. However, many affected with AF
are unaware they have this arrhythmia due to a number of factors, including lack of symptoms,
or they may experience only mild symptoms that they do not attribute to a disease?. As a result,
asymptomatic patients are 3 times as likely to have sustained an ischemic stroke prior to
diagnosis than those with symptoms!-6. These findings raise concerns and have prompted several
variations of screening programs to detect patients with asymptomatic AF to prevent an embolic
event!:2, While systematic and opportunistic screening programs have demonstrated increased
rates of detection when compared to detection during routine clinical practice, such screening
programs are not yet widely implemented?. Additionally, AF may be paroxysmal (PAF, or
intermittent AF) and therefore missed by recording a single in-clinic electrocardiogram (ECG).
This is especially true for those patients with intermittent symptoms. Holter devices are
commonly used for ambulatory 24-hour ECG monitoring in at-risk patients, but have limited
sensitivity for the detection of new AF7.

Overview of the Apple Heart Study (AHS) Protocol

The AHS is an app-based research study being conducted through the AHS app. As in other
mobile-mediated research studies, the informed consent process in the AHS is conducted
remotely in a completely self-administered setting with no required contact with the research
team prior to consent and enrollment.

The potential participant first downloads the AHS app. The app automatically ensures
compatibility with the iPhone 10OS version and Watch version. If compatible, the participant is
able to continue forward in the app. An overview of the study is displayed in the app.

The participant advances to a screen for study enrollment, where they confirm whether they meet
general participation requirements. The participant is asked questions based on study inclusion
and exclusion criteria. The app automatically determines eligibility based on the responses
provided. If the participant is determined to be eligible, they are presented with an in-app consent
and authorization form to be read and signed if they agree to participate.

A copy of the signed study consent and authorization document is available for review and

download to the participant via the app. After consenting to participate, the participant is

directed to complete a brief questionnaire to collect self-reported baseline demographics and
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medical history. The participant is considered ‘enrolled’ from this point and the study app’s
analysis of Apple Watch photoplethysmogram (PPG) sensor data begins thereafter.

The approach to informed consent for the AHS is meant to ensure that participants are
adequately informed about the research before agreeing to participate. Potential candidates as
well as enrolled participants are able to contact an AHS hotline (available 24/7 at
1-844-606-1609) any time and have the ability to ask questions, request clarifications, or report a
problem at any time prior to or during the study. This hotline is open from the study start date
until study closure.

If the participant receives an irregular rhythm notification, they are instructed to connect with a
Study Telehealth Provider and, if the participant is eligible, receives an ambulatory ECG monitor
(ePatch) to wear while the study app is analyzing Apple Watch PPG sensor data.
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Study Device Description

The AHS app is a mobile medical application used in the AHS. Because the study is being
conducted completely virtually, the app functions as a means to screen for inclusion/exclusion
criteria, collect the electronic informed consent, collect user information and medical history, and
is used by the subjects to connect to a study telehealth provider if they receive an irregular
rhythm notification or if they need to report a problem (described in section above). The app also
contains the tachogram classification algorithm and alert-level confirmation cycle algorithm,
both of which are being validated in this sub-study.

The tachogram classification algorithm classifies a tachogram as irregular or not AF, and the
alert-level confirmation cycle algorithm determines if a notification will be surfaced to the user.
At baseline, the Apple Watch platform will attempt to capture a tachogram every 2—4 hours to
support the commercially available HRV feature, and the AHS App will retrieve and analyze any
such tachograms that are captured. If a tachogram is classified as irregular, the “confirmation
cycle” begins, during which the AHS App requests additional tachograms from the platform
more frequently (as frequently as possible subject to a minimum spacing of 15 minutes). If five
out of six sequential tachograms (including the initial one) are classified as irregular within a 48-
hour period, a notification of this finding is surfaced to the user. If two tachograms are classified
as not AF before this threshold is reached, the AHS App returns to baseline (attempting to
retrieve tachograms every 2-4 hours), no results are surfaced, and the confirmation cycle is reset
(that is, any irregular tachograms within this sequence do not count in future confirmation
cycles).

The AHS App will surface the first notification to the user, which initiates the workflow to call
the study telehealth provider and receive the ePatch. After the first notification is surfaced, no
additional notifications will be surfaced to the user. However, notifications will continue to be
generated for the purposes of data analysis (“silent notifications”). The classified tachograms that
contribute to a notification and the notification itself will be stored and used for the alert-level
PPV analysis.

The tachogram and notification data being collected and processed through the algorithms within
the AHS App are the subject of this sub-study, and will be compared to the gold-standard ECG to
determine if the tachogram classification algorithm and alert-level confirmation cycle algorithm
have acceptable PPV. Apple intends to leverage this data to support clearance of the
App which incorporates the same algorithms as those being validated through this sub-study.
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AHS Study Procedures

Participants in AHS wear their Apple Watch as per normal usage with the AHS App’s algorithms
analyzing collected PPG pulse data, with two possible outcomes:

1. No irregular heart rhythms consistent with AF that meet the notification threshold are
identified from the time monitoring begins (after consenting)

or;

2. TIrregular heart rhythms consistent with AF are identified that meet notification threshold
(complete confirmation cycle) during the study. The participant is then notified via the
app of this irregularity. Participants who receive a notification during the study will enter
the positive notification workflow.

Positive Notification Workflow

The app notification will provide a button for the participant to connect with the Study Telehealth
Provider. Upon successful connection, the participant is asked about cardiovascular clinical signs
and symptoms. If the Study Telehealth Provider concludes that the participant has a medical
emergency, the Study Telehealth Provider will follow its emergency protocol and either instruct
the participant and/or a family member, if available, to call emergency medical services (EMS)
or will call on the participant’s behalf if the participant and/or a family member are unable to
contact EMS. These participants will not receive the ambulatory ECG monitors.

Otherwise, if eligible to receive the ePatch, the Study Telehealth Provider will provide the
participant information about the ePatch, answer any questions the participant might have, and
contact BioTelemetry to initiate the order and shipment of the ePatch.

The BioTelemetry ePatch Monitor will be used for ambulatory ECG monitoring. The battery life
with a single channel recording is 7 days. The participant will be instructed to wear the ePatch
for up to 7 days. However, the data collected from a participant will be considered adequate for a
participant with a minimum analyzable time of 1 hour.

Study Rationale

AHS is a research study initiated to understand the true prevalence of undiagnosed atrial
fibrillation (AF) in a large population in order to better understand the utility of this diagnosis in
the asymptomatic population, and to notify those who did not know they have AF of its presence
and potential risk of stroke.

The purpose of the AHS Sub-Study is to conduct an analysis on a pre-specified subset of data
collected in AHS to support a regulatory submission before the AHS ends. Individual tachograms
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taken from a user’s watch at the same time they are wearing the ePatch as well as silent
notifications that occur during patch wear will be used to determine if the tachogram
classification algorithm and alert-level confirmation cycle algorithm have acceptable PPV.

Risk/Benefit Assessment

No significant risks or permanent side effects are anticipated as this sub-study is intended to
leverage data already being collected in the AHS. All study data will be coded with a participant
ID. The use of the data in this sub-study is consistent with the disclosure of research aims and
use of data made to participants in the IRB-approved AHS informed consent.
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2. STUDY OBJECTIVES, ENDPOINTS, AND HYPOTHESIS

Study Objective

The objective of this AHS Sub-Study is to determine if the tachogram classification algorithm
and alert-level confirmation cycle algorithm have acceptable positive predictive value (PPV) as
compared to ambulatory electrocardiographic (ECG) patch monitoring in identifying irregular
rhythms consistent with atrial fibrillation (AF).

Study Endpoints

* Primary Efficacy Endpoint: Identification of irregular rhythm consistent with AF as
suggested by positive predictive value (PPV) of the spot tachogram [Spot Tachogram
PPV] where the ECG patch readings (paired to the timestamp associated with the spot
tachograms) are used for the determination of AF.

» Secondary Efficacy Endpoint: Identification of irregular rhythm consistent with AF as
suggested by PPV of the alert [Alert-Level PPV] (based on multiple irregular
tachograms) where the ECG patch readings are used for the determination of AF.

 Primary Safety Endpoint: Incidence of serious adverse device effects (ADEs).

Study Hypothesis

The primary efficacy endpoint study hypothesis is that the tachogram-level PPV for AF is at least
(b)

HO: PPVTachogram(AF)
VS.
HA: PPVTachogram(AF) (b)

There are no hypotheses specified for the secondary endpoint or the safety endpoint.
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3. SUB-STUDY DESIGN

Overview

The purpose of the AHS Sub-Study is to conduct an analysis on a pre-specified subset of data
collected in AHS to support a regulatory submission before the AHS ends. Individual tachograms
taken from a user’s watch at the same time they are wearing the ePatch as well as silent
notifications that occur during patch wear will be used to determine if the tachogram
classification algorithm and alert-level confirmation cycle algorithm have acceptable PPV.

All study data will be coded with a participant ID. The use of the data in this sub-study is
consistent with the disclosure of research aims and use of data made to participants in the IRB-
approved AHS informed consent.

Duration of Subject Participation

No additional participation requirements or data, outside of those already required in AHS, will
be requested of the participants for the purposes of this sub-study analysis.
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4. STUDY POPULATION

Subject Population

AHS began on November 30, 2017. The data to support this sub-study will come from AHS
participants who were enrolled between November 30, 2017, to approximately June 22, 2018,
who have received the ECG patch (ePatch provided by BioTelemetry) and for whom patch data
has been adjudicated.

To ensure the confidentiality of the subject data, subject data will be identified by a participant
ID number for which the Sponsor will not have the ability to link back to the subject’s identity.
The use of the data in this sub-study is consistent with the disclosure of research aims and use of
the data made to the subjects in the IRB-approved Apple Heart Study informed consent form.

The inclusion/exclusion criteria for the AHS is as follows:
Inclusion Criteria
Subjects must meet all the following inclusion criteria to be enrolled:

1. Possession of the following at time of eligibility screening, ascertained from automatic
hardware/software/device pairing check:

I. iPhone (5s or later) with iOS version 11.0 or later defined as iPhone model/iOS
version used to complete screening eligibility.

II. Apple Watch (Series 1 or later) with watchOS version 4.0 or later defined as

Apple Watch model/watchOS paired with iPhone used to complete screening
eligibility.

2. Age > 22 years at time of eligibility screening, ascertained from self-reported date of

birth.

3. Current resident of the United States at time of eligibility screening, defined by self-
reported state of residence within the 50 states of the United States or District of
Columbia.

4. Proficient in written and spoken English, defined by self-report of comfort reading,
writing, and speaking English on iPhone.

5. Valid phone number associated with iPhone, ascertained from self-report.
6. Valid email address, ascertained from self-report.

Exclusion Criteria
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Subjects who meet any of the following criteria may not be enrolled:
1. Self-reported diagnosis of Atrial Fibrillation at time of consent.
2. Self-reported diagnosis of Atrial Flutter at time of consent.
3. Currently on anticoagulation therapy, as self-reported at the time of consent.

Subject Follow up

No additional follow-up or participation requirements are requested of the participants outside
those in the AHS.
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S. SUB-STUDY PROCEDURES

Data collection and processing

1. In AHS, eligible participants are sent an ePatch, instructed to wear the patch for up to
seven days, and mail the ePatch back to BioTelemetry for processing. BioTelemetry
processes the ECG data and generates a standard report for the purposes of the AHS.
BioTelemetry also sends raw ECG data to Apple securely for storage. A subset of this
data will be used for the purposes of this sub-study.

(b) (4)

Data Review

Analysis of reference strips
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* Two blinded independent adjudicators will review each complete ECG strip and
provide a diagnosis of the rhythm.

(b) (4)

* The diagnosis of the rhythm will fall into one of four categories:
1. Sinus rhythm (SR)
ii. Atrial fibrillation (AF)*
iii. Other Irregular Rhythm (defined below)

iv. Unreadable (a diagnosis cannot be made as the strip is not adequate for
reading)

* The diagnosis will be made via the following logic flow (in sequential order):

(b) (4)
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(b) (4)
Algorithm classification

a) The tachogram classification algorithm will generate a rhythm classification for a
given tachogram , which will fall into one of two categories:

i. Irregular

ii. NotAF
(b) (4)

The BioTelemetry ECG adjudicators will be blinded to the tachogram rhythm
classifications.

An ECG Adjudication Charter will be developed with details of the ECG adjudication process as
well as adjudicator qualification criteria and used for adjudicator training purposes.

*While atrial fibrillation and atrial flutter are two separate conditions, they often manifest
similarly in the ECG and can be difficult to differentiate. Clinical treatment of the two conditions
is the same. Therefore, for the purposes of this study, the conditions will be considered the same.

6. STATISTICAL ANALYSIS
6.1 Study Endpoints

6.1.1 Primary Efficacy Endpoint

The primary efficacy endpoint of this study is the identification of irregular rhythm consistent
with AF as suggested by positive predictive value of the spot tachogram where the ECG patch
readings (paired to the timestamp associated with the spot tachograms) are used for the
determination of AF. Each subject may contribute multiple observations (i.e., spot tachograms)
for this endpoint.
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6.1.2 Secondary Efficacy Endpoint

The secondary efficacy endpoint is the identification of irregular rhythm consistent with AF as
suggested by positive predictive value of the alert (based on multiple irregular tachograms)
where the ECG patch readings are used for the determination of AF. Each subject may contribute
no more than one observation to the analysis of this endpoint.

6.1.3 Additional Analyses

*Spot Tachogram PPV for AF and other arrhythmias
¢ Alert-level PPV for AF and other arrhythmias
*Sensitivity and specificity for spot tachograms

6.1.4 Primary Safety Endpoint

The primary safety endpoint is the incidence of serious adverse device effects (ADEs). Adverse
device effects are being collected through the AHS. All serious ADEs reported by participants
whose data will contribute to this sub-study and adjudicated on or before approximately June 22,
2018, will be considered and analyzed for submission.

6.2 Study Hypothesis

The primary efficacy endpoint study hypothesis is that the tachogram-level PPV for AF is at least
0.70:

HO: PPVTachogram(AF) <0.70
VS.
HA: PPVTachogram(AF) >0.70

There are no hypotheses specified for the secondary endpoint or the safety endpoint.

6.3 Statistical Considerations
6.3.1 Sample Size

The sample size for the primary endpoint of this sub-study is the number of spot tachograms
indicating an irregular heart rhythm.
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6.3.2 Randomization and Blinding

The design of this sub-study is not randomized. Independent technologists with extensive and
relevant experience will review and interpret the ECG data obtained during the course of the
parent Apple Heart Study. For the purposes of this sub-study, two primary independent
adjudicators will receive strips that correspond to tachogram time points collected by the
Apple Watch. The adjudicators will classify each of the ECG strips. If there are any differences
in the adjudication decisions, the strip in question will be sent to a third adjudicator for final
decision.

For the primary endpoint, multiple spot tachograms will be generated for each subject during the
time of ECG patch wear.

6.3.3 Significance Level

The primary hypothesis test of the tachogram-level PPV will use a one-sided significance level
of 0.025. Two-sided 95% confidence intervals for the secondary and tertiary endpoints will be
reported.

6.3.4 Missing Data/Outliers

Rigorous efforts will be made to ensure all subjects are compliant with the protocol. However,
some subjects may drop out prematurely or some planned measurements may not be readable or
obtainable. The data analyses will be conducted on all readable/classifiable data. Outliers may
be removed from the analyses after investigation by the sponsor and biostatistician.

6.3.5 Interim Analyses
There are no interim analyses planned in this sub-study.
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6.3.6 Analysis Sets

All subjects in this sub-study will have received an AF notification and will have received a
patch for ambulatory ECG monitoring. Therefore, only one analysis set is defined for this sub-
study.

ECG Analysis Set (EAS): The ECG Analysis Set (EAS) will consist of subjects who receive an
ambulatory ECG monitor and wear their ePatch per the AHS protocol. All tachogram-level and
alert-level outcomes will be estimated from this analysis set during times when tachograms and
alerts are being recorded by Apple Watch during simultaneous, analyzable ECG monitoring.

6.3.7 Statistical Software
All analyses will be performed with SAS, v9.4 or higher and R [(SKG) in a
Microsoft Windows environment.
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7. SAFETY PARAMETERS AND ASSESSMENT

Adverse Events

Adverse events are being collected through the AHS. All serious adverse device effects (ADEs)
reported by participants whose data will contribute to this sub-study and adjudicated on or before
approximately June 22, 2018, will be considered and analyzed for submission.

Apple Confidential

NOTICE OF PROPRIETARY PROPERTY THE INFORMATION CONTAINED HEREIN IS THE PROPRIETARY PROPERTY OF APPLE INC THE POSSESSOR AGREES TO THE
FOLLOWING: (i) TO MAINTAIN THIS DOCUMENT IN CONFIDENCE, (ii) NOT TO REPRODUCE OR COPY IT (iii) NOT TO REVEAL OR PUBLISH IT IN WHOLE OR PART

Page 21
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118



Records processed under the FOIA; Released by CDRH on 09-28-2020

8. REGULATORY, ETHICAL, AND STUDY OVERSIGHT
CONSIDERATIONS

Institutional Review Board

Good Clinical Practice (GCP) requires that the clinical protocol, any protocol amendments,
informed consent, and all other forms of subject- and reviewer-related materials be reviewed by
an IRB. IRB approval of the protocol, informed consent and subject information and/or
advertising was obtained for the AHS prior to study initiation.

Informed Consent

Informed consent was obtained from all AHS participants from whom data is being used to
support data analysis for the AHS Sub-Study. Study participants were informed that their study
data could be used in the context of a regulatory submission and for commercial purposes.

Ethical Conduct of Study

This study will be conducted in accordance with GCP guidelines. Trial documents should be
retained until at least 2 years after the last approval of marketing application in an ICH region
and until there are no pending or contemplated-marketing applications in an ICH region. If there
are no local laws, sites should retain filed for 5 years after completion of the study.

Confidentiality and Privacy

Subject confidentiality is strictly held in trust by the participating investigators, their staff, and
the Sponsor and its agents. The study protocol, documentation, data and all other information
generated will be held in strict confidence. No information concerning the study or the data will
be released to any unauthorized third party without prior written approval of the Sponsor. Only
password-protected, coded study data (using Participant ID) will be sent to the BioTelemetry
Adjudication Committee for review.

Data Collection and Management Responsibilities

A subset of the data collected in the AHS will be used in the AHS Sub-Study. The Sponsor or
designee will supply the case report forms (CRFs) in the form of a spreadsheet to the
Adjudication Committee for additional review.

The Sponsor may permit trial-related monitoring, audits, IRB review and regulatory
inspections(s), providing access to data documents.

Study Monitoring

There is no additional study monitoring for the purposes of the AHS Sub-Study. The data from
AHS has been monitored in accordance with ICH GCP guidelines. The Investigators have
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monitored adherence to the study protocol and the completeness, consistency, and accuracy of
data collected in AHS.

Data Quality Assurance and Quality Control

The Sponsor or designee will provide and maintain a charter that describes the independent
review and training process for reviewers.

The Sponsor or designee will perform internal quality management of data collection,
documentation and completion. Quality Control (QC) procedures will be implemented beginning
with the data entry system (spreadsheet) and data QC checks that will be incorporated into the
database (spreadsheet). Any missing data or data anomalies will be communicated to the Sponsor
for clarification/resolution.

Use of Information

All information concerning the AHS Sub-Study is considered confidential information. The
information developed during the conduct of the AHS is also considered confidential and will be
used by the Sponsor in connection with the development of the algorithm.

Study Termination

The Sponsor reserves the right to terminate the AHS Sub-Study at any time. In terminating the
AHS Sub-Study, the Sponsor will assure that adequate consideration is given to the protection of
the participants’ interests.

Completion of the Study

The Sponsor agrees to complete this study in satisfactory compliance with the protocol and all
applicable regulatory requirements.
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Added CHA2DS2-VASc score
analysis, added sensitivity and

v2 specificity analyses for the (b) (6)
(22Jun2018) | tachograms, and added additional
robustness analyses for tachogram
and alert-level PPV.

/Lead Biostatistician

25 J;’l?’z 018) Added Per Protocol Analysis Set ORCIIN /1 cad Biostatistician
2. Introduction

This statistical analysis plan describes the analysis of the Apple Heart Study (AHS) Sub-
Study.

2.1. Background

The AHS app is a mobile medical application used in the AHS. The App contains the
tachogram classification algorithm and alert-level confirmation cycle algorithm, both of
which are being validated in this sub-study. The tachogram classification algorithm
classifies a tachogram as irregular or not AF, and the alert-level confirmation cycle
algorithm determines if a notification will be surfaced to the user. At baseline, the Apple
Watch platform will attempt to capture a tachogram every 2—4 hours and the AHS App will
retrieve and analyze any such tachograms that are captured. When the AHS App retrieves a
tachogram, it assesses the degree and pattern of variability to classify it as irregular or not
AF. The tachogram classification algorithm then sends classified tachograms to the
confirmation cycle algorithm, during which the AHS App requests additional tachograms
from the platform more frequently (as frequently as possible subject to a minimum spacing
of 15 minutes). If five out of six sequential tachograms (including the initial one) are
classified as irregular within a 48-hour period, a notification of this finding is surfaced to
the user. If two tachograms are classified as not AF before this threshold is reached, the
AHS App returns to baseline (attempting to retrieve tachograms every 2-4 hours), no
results are surfaced, and the confirmation cycle is reset (that is, any irregular tachograms
within this sequence do not count in future confirmation cycles).
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2.2.  Study Rationale

AHS is a research study initiated to understand the true prevalence of undiagnosed atrial
fibrillation (AF) in a large population in order to better understand the utility of this
diagnosis in the asymptomatic population, and to notify those who did not know they have
AF of its presence and potential risk of stroke.

The purpose of the AHS Sub-Study is to conduct an analysis on a pre-specified subset of
data collected in AHS to support a regulatory submission before the AHS ends. Individual
tachograms taken from a user’s watch at the same time they are wearing the ePatch as well
as silent notifications that occur during patch wear will be used to determine if the
tachogram classification algorithm and alert-level confirmation cycle algorithm have
acceptable PPV.

3. Study Objective

The objective of this AHS Sub-Study is to determine if the tachogram classification
algorithm and alert-level confirmation cycle algorithm have acceptable positive predictive
value (PPV) as compared to ambulatory electrocardiographic (ECG) patch monitoring in
identifying irregular rhythms consistent with atrial fibrillation (AF).

4. Study Design

This sub-study will use data collected from a subset of participants enrolled in the Apple
Heart Study: Assessment of Wristwatch-Based Photoplethysmography to Identify Cardiac
Arrhythmias, which is a large, prospective, single arm, experimental non-significant risk
study, conducted with the assistance of eligible participants without a known history of
atrial fibrillation or atrial flutter (at the time of consent). The subjects in this sub-study will
have received an irregular rhythm notification within the Apple Heart Study App and
consequently have received and worn an ambulatory electrocardiographic (ECG) patch for
interpretation of the ambulatory ECG findings by trained ECG technicians. No additional
participation requirements or data, outside of those already required in AHS, will be
requested of the subjects for the purposes of this sub-study analysis.

5. Study Endpoints
5.1. Primary Efficacy Endpoint

The primary efficacy endpoint of this study is the identification of irregular rhythm
consistent with AF as suggested by positive predictive value of the spot tachogram where
the ECG patch readings (paired to the timestamp associated with the spot tachograms) are
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used for the determination of AF. Each subject may contribute multiple observations (i.e.,
spot tachograms) for this endpoint.

5.2. Secondary Efficacy Endpoint

The secondary efficacy endpoint is the identification of irregular rhythm consistent with AF
as suggested by positive predictive value of the alert (based on multiple irregular
tachograms) where the ECG patch readings are used for the determination of AF. Each
subject may contribute no more than one observation to the analysis of this endpoint.

5.3. Additional Analyses

Spot Tachogram PPV for AF and other arrhythmias (defined in the protocol)
¢ Alert-level PPV for AF and other arrhythmias (defined in the protocol)Sensitivity
and specificity for spot tachograms

5.4. Primary Safety Endpoint

The primary safety endpoint is the incidence of serious adverse device effects (ADEs).
Adverse device effects are being collected through the AHS. All serious ADEs reported by
participants whose data will contribute to this sub-study and adjudicated on or before
approximately June 22, 2018, will be considered and analyzed for submission.

6. Study Hypothesis
The primary efficacy endpoint study hypothesis is that the tachogram-level PPV for AF is

at least
Ho: PPV tachogramar) (S
.
LA: PPV Tachogram(AF)
There are no hypotheses specified for the secondary endpoint or the safety endpoint.

7. Statistical Considerations

7.1. Sample Size

The sample size for the primary endpoint of this sub-study is the number of spot
tachograms indicating an irregular heart rthythm. [(S)NEG)
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(b) (4)

7.2. Randomization and Blinding

The design of this sub-study is not randomized. Independent technologists with extensive
and relevant experience will review and interpret the ECG data obtained during the course
of the parent Apple Heart Study. For the purposes of this sub-study, two primary
independent adjudicators will receive strips that correspond to tachogram time points
collected by the Apple Watch. The adjudicators will classify each of the ECG strips. If there
are any differences in the adjudication decisions, the strip in question will be sent to a third
adjudicator for final decision.

For the primary endpoint, multiple spot tachograms will be generated for each subject
during the time of ECG patch wear.

7.3. Significance Level

The primary hypothesis test of the tachogram-level PPV will use a one-sided significance
level of 0.025. Two-sided 95% confidence intervals for the secondary and tertiary
endpoints will be reported.

7.4. Missing Data/Outliers
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Rigorous efforts will be made to ensure all subjects are compliant with the protocol.
However, some subjects may drop out prematurely or some planned measurements may not
be readable or obtainable. The data analyses will be conducted on all readable/classifiable
data. Outliers may be removed from the analyses after investigation by the sponsor and
biostatistician.

7.5. Interim Analyses

There are no interim analyses planned in this sub-study.

8. Analysis Sets

All subjects in this sub-study will have received an AF notification and will have received a
patch for ambulatory ECG monitoring. Two analysis sets are defined for this sub-study.

Full Analysis Set (FAS): The Full Analysis Set (FAS) will consist of subjects who receive
an ambulatory ECG monitor and wear their ePatch per the AHS protocol (i.e., were
enrolled in this sub-study). Subject accountability, demographic, medical history, and
adverse event information will be presented for subjects in this analysis set.

ECG Analysis Set (EAS):

The identification of the subjects to be removed
from the EAS will be finalized prior to data analysis. All tachogram-level and alert-level
outcomes will be estimated from this analysis set during times when tachograms and alerts
are being recorded by Apple Watch during simultaneous, analyzable ECG monitoring.

9. Analysis Approach
9.1. Subject, Spot Tachogram, Alert, and ECG Measurement Accountability

Summary tables will be reported which present the accountability of subjects (FAS) and
accountability of spot tachograms, alerts, and ECG patch measurement results (EAS).

9.2. Demographic and Other Baseline Characteristics

Descriptive statistics (e.g., N, Mean, Std. Dev., Min, Max) for continuous data types and
frequencies for categorical data types will be displayed for the following demographic and
other baseline characteristics. The following age group categories will be used: 22-39,
40-54, 55-64, and 65+:

* Age (Continuous and categorical)
Sex (Categorical)
Race (Categorical)
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Height (Continuous)

*  Weight (Continuous)

* BMI (Continuous)

* CHA2DS2-VASc score (Continuous)

* Medical History (Categorical)

* Number of cigarettes smoked per day (Categorical)

* Number of alcoholic beverages consumed per week (Categorical)

9.3. Primary Endpoint Analysis

primary efficacy endpoint of
spot tachogram-level PPV for AF will be estimated as follows:

PPV Tachogramar) = (# of spot tachograms classified as irregular according to the spot

tachogram algorithm and where the paired ECG strip is classified as AF) / (# of spot

tachograms classified as irregular according to the spot tachogram algorithm)

A one-sided 97.5% lower confidence bound will be computed using an unadjusted normal
distribution approximation to the binomial. If the lower bound for the spot tachogram-level
PPV exceeds the null hypothesis, Ho, will be rejected.

(b) (4)
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_

9.4. Secondary Endpoint Analysis
The alert-level (PPV) for AF will be estimated as follows

PPV alerar) = (# of alert notifications classified as AF according to the alert notification
algorithm and where the paired ECG strip is classified as AF) / (# of alert notifications
classified as AF according to the alert notification algorithm)

A two-sided exact 95% confidence interval will be computed.

(b) (4)

9.5. Additional Analyses

For each of the additional endpoint analyses presented below two-sided 95% confidence
intervals will be reported using an unadjusted normal distribution approximation to the
binomial. A two-sided exact 95% confidence interval will be reported for the alert-level
PPV for AF and other arrhythmias.

5.4.1.  Spot Tachogram PPV for AF and Other Arrhythmias

The spot tachogram PPV for AF and other arrhythmias will be estimated as follows
and reported along with its associated two-sided 95% confidence interval.

PPV Tuchoeram(AF and 0A) = (# of spot tachograms classified as irregular according to the

spot tachogram algorithm and where the paired ECG strip is classified as AF or Other

Arrhythmia) / (# of spot tachograms classified as irregular according to the spot
tachogram algorithm)
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5.4.2. Alert-Level PPV for AF and Other Arrhythmias

The alert-level (PPV) for AF and Other Arrhythmias will be estimated as follows and
reported along with its associated two-sided 95% confidence interval.

Each subject will contribute only one alert notification in this

analysis.

PPV alert(AF and 04) = (# of alert notifications classified as AF according to the alert notification algorithm
and where the paired ECG strip is classified as AF or Other Arrhythmia) / (# of alert notifications
classified as AF according to the alert notification algorithm).

5.4.3. Spot Tachogram Sensitivity and Specificity

the spot tachogram sensitivity (for
AF) and specificity (for Sinus Rhythm) will be calculated and reported along with the
corresponding two-sided 95% confidence intervals.

(b) (4)

9.6. Safety Analyses

The number of serious adverse device effects (ADEs) and the number and percentage of
subjects in this sub-study reporting each type of adverse event will be presented by adverse
event coding categories. Multiple occurrences of the same event reported by the same
subject will be counted only once.
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10. Statistical Software

All analyses will be performed with SAS, v9.4 or higher and R {S)NGY ina
Microsoft Windows environment.
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11. Appendix QNG

July 26, 2018 (Version 3) Confidential Page 14 of 14
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118



%

Phon

Records processed under the FOIA; Released by cﬁ%d@@\%@ DH & / p\o Oa\

Biologics

CONSULTING

U.S. Food and Drug Administration

Center for Devices and Radiological Health FDA/CDRH/DCC
Document Control Center — WO66-G609
10903 New Hampshire Avenue SEP 07 2018

Silver Spring, MD 20993-0002
ilver Spring RECEIVED

September 6, 2018

Re: DEN180042

)4 KN
Dear Linda Ricci:

I am submitting this letter to request the following two adminstrative chnages for DEN180042.

L.
2. Change the name of the device to “Irregular Rhythm Notification feature™

The full contact information for the Submitter/Applicant is:
Apple Inc.
One Apple Park Way
Cupertino, CA 95014

Please note that there is no change to the Primary Correspondent. It remains as:

Donna-Bea Tillman, Ph.D.

Senior Consultant

Biologics Consulting

1555 King St, Suite 300
Alexandria, VA 22314
410-531-6542
dtillman@biologicsconsulting.com

The eCopy provided with this submission is an exact duplicate of the paper copy except that: (1)
only the final signed cover letter was provided in paper form and (2) the eCopy includes all
content.

This submission contains trade secret and confidential information. This information is exempt
from public disclosure under the Freedom of Information Act, 5 U.S.C. § 552(b)(4), and may not
be disclosed without the prior written authorization of Apple Inc. or its affiliates. Such disclosure
is prohibited by the U.S. Criminal Code, 18 U.S.C. § 1905, the Federal Food, Drug, and
Cosmetic Act, 21 U.S.C. § 331(j), and FDA regulations, 21 C.F.R. § 20.61(c¢). If FDA receives a
request for this information and determines that disclosure may be appropriate, the Agency must

¢s Consulting Group, Inc
ng Street, Suite 30( Alexandria Virainia 22314

03.739.5695 « Toll Free: BOO 48¢

BiologlcsConsulting.c@uestions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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comply with all provisions of 21 C.F.R. § 20.61(e), including by providing Apple Inc. with

timely advance notice and a meaningful opportunity to object before making the disclosure, and
a copy of any specific records the agency proposes to disclose.

If you have any questions about this request, do not hesitate to reach out to me or other members
of the team.

Donna Bea Tillman, Ph.D
Senior Consultant, Biologics Consulting Group
(410) 531-6542
dtillman(@biologicsconsulting.com

ng Street, Suite 300 + Alexandria, Virginia 22314

Phone' 703.739 3¢ « Toll Er Qno AQC 54
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U.S. Food and Drug Administration

Center for Devices and Radiological Health
Document Control Center - WO66-G609
10903 New Hampshire Avenue

Silver Spring, MD 20993-0002

September 6, 2018

Re:  DEN180042

(b) (4) App

Dear Linda Ricci:

I am submitting this letter to request the following two adminstrative chnages for DEN180042.

(D) (4)
2. Change the name of the device to “Irregular Rhythm Notification feature”

The full contact information for the Submitter/Applicant is:
Apple Inc.
One Apple Park Way
Cupertino, CA 95014

Please note that there is no change to the Primary Correspondent. It remains as:

Donna-Bea Tillman, Ph.D.

Senior Consultant

Biologics Consulting

1555 King St, Suite 300
Alexandria, VA 22314
410-531-6542
dtillman@biologicsconsulting.com

The eCopy provided with this submission is an exact duplicate of the paper copy except that: (1)
only the final signed cover letter was provided in paper form and (2) the eCopy includes all
content.

This submission contains trade secret and confidential information. This information is exempt
from public disclosure under the Freedom of Information Act, 5 U.S.C. § 552(b)(4), and may not
be disclosed without the prior written authorization of Apple Inc. or its affiliates. Such disclosure
is prohibited by the U.S. Criminal Code, 18 U.S.C. § 1905, the Federal Food, Drug, and
Cosmetic Act, 21 U.S.C. § 331(j), and FDA regulations, 21 C.F.R. § 20.61(c). If FDA receives a
request for this information and determines that disclosure may be appropriate, the Agency must

Biologics Consulting Group, Inc

1555 King Street, Suite 300 + Alexandria, Virginia 22314

Phone: 703.739.5695

Biologic
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comply with all provisions of 21 C.F.R. § 20.61(e), including by providing Apple Inc. with
timely advance notice and a meaningful opportunity to object before making the disclosure, and
a copy of any specific records the agency proposes to disclose.

If you have any questions about this request, do not hesitate to reach out to me or other members
of the team.

Sincerely,

Donna Bea Tillman, Ph.D

Senior Consultant, Biologics Consulting Group
(410) 531-6542
dtillman@biologicsconsulting.com

Biologics Consulting Group, Inc
1555 King Street, Suite 300 + Alexandria, Virginia 22314
Phone: 703.739.5695 « TolQuestions? Contact: FDA/CDRHIOCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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U.S. Food and Drug Administration

Center for Devices and Radiological Health
Document Control Center — WO66-G609
10903 New Hampshire Avenue

Silver Spring, MD 20993-0002

August 8, 2018

Re: de novo Submission

Submitter:
Device Name: App

Payment Identification Number: MD6103470
Dear Erdit Gremi:

I am submitting this de novo for lhe— App, in accordance with the
plan previously agreed to with FDA. The de novo contains all appendices
as listed in the Table of Contents with the following exceptions:
e Appendix A2 — The User fee cover sheet was not previously included in the list of
appendices _ It has been included as Appendix
A2 of this de novo submission.
e Appendix E — As discussed with FDA, the clinical study report (Appendix E) will
be provided as a supplement to this de novo for delivery to FDA on August 13.

Per FDA’s request, we are providing in this de novo redlined versions of documents that were
previously submitted during the review of [l where appropriate. Responses to FDA
feedback during the review arc (NS arc provided as Appendix P.

The eCopy provided with this submission is an exact duplicate of the paper copy except that: (1)
only the final signed cover letter was provided in paper form and (2) the eCopy includes all
content.

The ecopy contains the following three volumes:
VOL 001 Cover Letter and Main Body
VOL 002 Appendices
VOL_003 References

This submission contains trade secret and confidential information. This information is exempt
from public disclosure under the Freedom of Information Act, 5 U.S.C. § 552(b)(4), and may not
be disclosed without the prior written authorization of ([5G o: it affiliates.
Such disclosure is prohibited by the U.S. Criminal Code, 18 U.S.C. § 1903, the Federal Food,
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1. CDRH PREMARKET REVIEW SUBMISSION COVER SHEET

See Appendix A for the completed cover sheet, FDA Form 3514.
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2. COVER LETTER

The final, signed cover letter is provided as a separate PDF document on the eCopy of this
submission.
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3. INDICATIONS FOR USE
(b)(4) - Draft

See Appendix B for the Indications for Use Statement, FDA Form 3881.
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4. ADMINISTRATIVE INFORMATION

This De Novo submission is prepared in accordance with FDA Draft Guidance Document “De
Novo Classification Process (Evaluation of Automatic Class III Designation)” issued on October
30, 2017.

4.1. Device Name
Device Common Name: Irregular Rhythm Analysis Software

Device Trade / Proprietary Name: |

4.2. Submitter and Contact Information

Submitter Name:

Primary Submission Correspondent:
Donna-Bea Tillman, Ph.D.
Senior Consultant
Biologics Consulting
1555 King St, Suite 300
Alexandria, VA 22314
410-531-6542
dtillman(@biologicsconsulting.com

Secondary Submission Correspondent: Calley Herzog
Senior Consultant
Biologics Consulting
1555 King St, Suite 300
Alexandria, VA 22314
720-883-3633
cherzog@biologicsconsulting.com

4.3. Statements Certifications and Declarations of Conformity

N/A
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6. DEVICE OVERVIEW
6.1. Introduction

As 1s well recognized, Atrial Fibrillation (AF) 1s one of the most common serious cardiac
arrhythmias, and when left untreated, is a leading cause of morbidity and mortality from stroke,
heart failure, and myocardial infarction.!.2

Early detection and treatment of patients with AF minimizes risk of sequelae of
thromboembolism including >60% reduced risk of stroke.3#* However, many affected with AF
are unaware they have this arrthythmia due to a number of factors including lack of symptoms, or
experience only mild symptoms that they do not attribute to the disease.” As a result,
asymptomatic patients are three times as likely to have sustained an ischemic stroke prior to
diagnosis than those with symptoms.%.7 These findings raise concerns and have prompted several
variations of screening programs to identify patients with asymptomatic AF and prevent an
embolic event.8.? While systematic and opportunistic screening programs have demonstrated
increased rates of detection when compared to detection during routine clinical practice, such
screening programs are not yet widely implemented.1? Additionally, AF may be paroxysmal
(PAF, or intermittent AF) and therefore missed by recording a single in-clinic ECG, especially
for those with intermittent symptoms. Holter devices are commonly used for ambulatory 24-hour
ECG monitoring in at-risk patients, but have limited sensitivity for the detection of new AF.11

The- App provides users the opportunity to take advantage of a background,
opportunistic measuring tool intended to identify and notify the user of episodes of irregular
heart rhythms. This approach to obtaining health information is consistent with the shifting
paradigm for how medical care is delivered in the US. Traditionally, the US population has
surrendered control of their healthcare information to their Healthcare Provider (HCP). This
traditional model is often referred to as the “acute-care paradigm,”!? and over the past two
decades a significant shift has occurred. HCPs are no longer the sole holders of medical
knowledge as consumers become the primary authorities of their own health information.13 This
1s desirable for a number of reasons and is supported by a widely-referenced Institute of
Medicine report that showed improving healthcare quality often depends on patients'
mvolvement.!# This shift in paradigm allows for patients to partner more closely with their
healthcare care providers and further engage in their healthcare decisions.

This paradigm shift in healthcare is also supported by multiple federal legislative efforts. The
Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009 and
Centers for Medicare and Medicaid Services Incentive Program of 2014 for the Meaningful Use
of Electronic Health Records both encourage the use of electronic health records through

Page 6

This submission contains trade secret and confidential information. This information is exempt from public disclosure under the

Freedom of Information Act, 5 U.S.C. § 552(b)(4), and may not be disclosed without the prior written authorization o

Such disclosure is prohibited by the U.S. Criminal Code, 18 U.S.C. § 1905, the Federal Food, Drug, and Cosmetic
ct, .S.C. § 331(j), and FDA regulations, 21 C.F.R. § 20.61(c). If FDA receives a request for this information and determines

that disclosure may be appropriate, FDA must comply with all provisions of 21 C.F.R. § 20.61(e), including by providing

with timely advance notice and a meaningful opportunity to object before making the disclosure, and a

copy ot any specitic records FDA proposes to disclose.
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118




Records processed under the FOIA; Released by CDRH on 09-28-2020

Dedove DI o)) O

financial incentives for US hospitals. Related efforts by the U.S. Department of Health and
Human Services (HHS) and other federal agencies, such as the Blue Button e-Health Program
and endorsement of the Fast Healthcare Interoperability Resources (FHIR) standards, are
currently underway to bolster individuals’ access to their health records. As a result,
approximately half of the US hospitals and 40 percent of physicians provide portals that allow
patients to access their medical records and manage their health information.1> Patients who have
access to their medical records have reported a broader knowledge of their own health issues,
which allows them to communicate more effectively with their physicians. These patients are
also more likely to initiate efforts to improve their health, which has been shown to lead to a
decreased utilization of healthcare services.16.17.18

6.2. Clinical Background

Atrial fibrillation (AF), the most common sustained serious cardiac arthythmia with an estimated
lifetime risk of one in four,!920 accounts for 15% of the 700,000 strokes per year in the United
States.2! In one study,?? up to one-third of all strokes were attributable to AF. The prevalence of
AF 1in the United States is estimated to be between 3 and 6 million,23 and this number is expected
to rise sharply to over 12 million by 20302* due to an aging population and a rising age-adjusted
incidence of AF. Oral anticoagulation (OAC) has been shown to substantially reduce the risk of
AF associated stroke.2> However, 18% of AF-related strokes occur in patients with asymptomatic
or subclinical AF that is newly-detected at the time of stroke.26 Asymptomatic and subclinical AF
have been associated with similar morbidity and mortality rates as symptomatic AF,27 and with
similar rates of silent embolic events.2® Moreover, untreated AF substantially increases the risk of
the development of heart failure and other cardiac complications. Therefore, earlier detection of
asymptomatic or subclinical AF could reduce the total public-health burden of ischemic stroke,
heart failure, and other AF-related sequelae with upstream therapies.

With an aging population in which AF prevalence is forecasted to increase substantially,?®
effective AF screening strategies may have important public health implications. These tools are
not intended to replace the physician, but rather to augment the patient-provider relationship.

Guidelines for AF Screening

Contemporary international guidelines on primary prevention of AF-related stroke, and general
guidelines on AF management, recommend opportunistic pulse detection (pulse palpation by
trained health care personnel during routine health care contact) in patients > 65 years of age.30
In Europe, the newest 2016 guideline recommendations from the European Society of
Cardiologists (ESC) allow for the replacement of pulse palpation with an ECG rhythm strip as an
appropriate method of AF screening.3!
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While mass screening has yet to be recommended in younger populations, there is mounting
evidence that demonstrates early management of the disease may prevent progression to
permanent disease as well as other conditions such as structural heart disease.32 Also has been
increasing thought to be related to structural heart diseasFurthermore, increasing evidence exists
around lifestyle modification and its ability to prevent disease and the progression of disease.33
Devices such as the one described in this submission are needed to clarify the effectiveness of
screening both in young and at-risk populations to better understand the natural history of the
disease, prevention of disease, downstream health outcomes, cost-effectiveness, and impact on
healthcare utilization.

Prevalence of Undiagnosed AF

Prior work indicates a high rate of undiagnosed AF in the general population. In a back
calculating modeling study based on incidence of AF shortly following ischemic stroke in
Medicare and commercial claims beneficiaries, there are an estimated 500,000 persons with
undiagnosed AF in the United States, with an estimated incremental cost burden of $3.2 billion.34

However, given the paroxysmal and asymptomatic nature of AF, brief intermittent screening
strategies are highly insensitive and likely to only capture patients with high AF burdens. This
issue 1is highlighted by a study that demonstrated use of a handheld intermittent ECG monitor for
30 days improved detection of AF episodes compared to 24-48 hours of continuous ECG
monitoring.3> Similarly, the investigation of prolonged ambulatory ECG screening (30 days) for
AF after stroke, as compared to conventional 24-hour Holter monitors, detected 5-fold more AF
(16.1% vs. 3.2%).36 With improvements in AF detection algorithms, long-term implantable
cardiac monitors (ICM) are being increasingly used to screen for occult AF with recent studies in
people equipped with ICMs demonstrating an average time to detection of AF of 123 days.37
However, the benefits of long-term screening with this modality come with the downsides of an
mvasive procedure and high cost and are therefore not widely recommended. Given the limited
wear-time of current ECG monitoring technologies, it is likely that a small but significant portion
of the population remain undiagnosed despite normal screening mechanisms. This population
would likely benefit from an easily available, opportunistic, non-invasive screening mechanism

like the- App.

Wearable Health Technologies

Recently, there has been substantial uptake, both from consumers and patients, of wearable
health technology such as wrist-worn devices incorporating multiple sensors. Such technologies
can generate large amounts of real-time data on patient activity and heart rate variability, often
through photoplethysmography (PPG)-based measurements of capillary blood volume. As
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technologies advance and adoption increases, wearable health technologies will be able to
deliver increasingly more complex information on patient health. To date, these data sources
have largely been focused on monitoring activity and have shown some early benefits in the
treatment of obesity and diabetes.38.3? However, efficient utilization of wearable cardiac data to
effect improvement in traditional patient outcomes has been limited. For decades, cardiac
implanted electronic devices (e.g., pacemakers and implantable cardioverter defibrillators) have
collected and transmitted real time patient data, ranging from measures of patient activity to life-
threatening arrhythmia notifications. These systems have been shown to improve clinical
outcomes (e.g., time to clinical decision and mortality) and serve as proof of concept for
wearable health technology based patient monitoring, but come with risk.

6.3. Device Description

The- App comprises a pair of mobile medical apps, one on Apple Watch and the other
on the iPhone. The Watch App analyzes pulse rate data collected by the Apple Watch
PPG sensor to identify episodes of irregular heart rhythms consistent with AF and provides a
notification to the user. It is a background screening tool and there is no way for a user to initiate
analysis of pulse rate data. The 1Phone App is part of the Health App, which allows
users to store, manage, and share health and fitness data, and comes pre-installed on every
1Phone. Users must opt-in and go through on-boarding prior to use of the- App.

The- App 1s not intended to diagnose atrial fibrillation, and is not intended to be used
to guide clinical treatment or care.

Platform/PPG

The- App leverages heart rate data collected from the commercially available PPG
sensor on Series 1 and later Apple Watch platforms. The Apple Watch uses green LED lights
paired with light-sensitive photodiodes to detect relative changes in the amount of blood flowing
through a user’s wrist at any given moment. When the heart beats it sends a pressure wave down
the vasculature, causing a momentary increase in blood volume when it passes by the sensor. By
monitoring these changes in blood flow the Apple Watch can measure the heart rate. Further,
under stationary conditions the sensor can detect individual pulses when they reach the periphery
and thereby measure the beat-to-beat intervals.

A schematic of the sensors on the Apple Watch is provided in Figure 6-1 below.
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Figure 6-1 Schematic of Apple Watch Sensors
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Currently, Apple Watch attempts to collect and analyze a one-minute beat-to-beat sequence
(called a “tachogram”) in the background (i.e., with no user action required) approximately every
4 hours, depending on user activity. A minimum of pulses is required for a
measurement to be considered successful and stored in HealthKit; measurements are stored as
beat-to-beat time intervals. Measurements that do not meet the specification are discarded and
never surfaced to the user in any form. Measurements that meet the specification are surfaced to
the user as a Heart Rate Variability (HRV) value accessible within the Health App on the iPhone;
Apple Watch calculates HRV using the standard deviation of the beat-to-beat intervals within the
tachogram (also known as SDNN).

The current user interface for HRV on 1Phone is shown below in Figure 6-2. The fourth screen
below shows the beat-to-beat measurements during a one minute tachogram.
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Figure 6-2 Current User Interface for HRV
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_ Watch App

The_ Watch App refers to the tachogram classification algorithm, confirmation cycle
algorithm, and the AF notification generation. Tachogram analysis is initiated when the

Watch App retrieves a new tachogram from Watch HealthKit. Tachograms are
classified as either urregular or not AF. If a sufficient number of tachograms are retrieved and
classified to meet the notification threshold (5 of 6 sequential tachograms classified as irregular
within a 48-hour period), a notification indicating that the heart thythm has shown signs of AF
will be displayed to the user. This process is further described in Principles of Operation:
Algorithm section below. Individual tachogram classification results for sequences
that do not meet the notification threshold are not accessible to the user.

If an irregular heart rthythm consistent with AF is identified, the_ Watch App will
transfer the AF notification to the_ 1Phone App through HealthKit sync.

In addition to indicating the finding of signs of AF, the notification will encourage the user to
seek medical care if they have not previously been diagnosed with AF.
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CINCINNN iPhone App

Apple considers the iPhone App to be the [{S)NEY! User Interface (UI) Framework
as well as the information included in the Atrial Fibrillation Notification portion of the Health
UI Framework contains the on-boarding and educational materials that a
user must review prior to enabling AF notifications. The 1Phone App is designed to
work in combination with the [{S)EEY Watch App and will display a history of all prior atrial
fibrillation notifications. The user is also able to view a list of times when each of the irregular
tachograms contributing to the notification was generated.

An example of a display of atrial fibrillation notification history is provided in Figure 6-3.
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Figure 6-3 Atrial Fibrillation Notification History
(b) (4)
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6.4. Principles of Operation: [CMSY
(b) (4)

Algorithm

There are two major modules of the Watch App that analyze pulse rate data and
identify irregular heart rhythms consistent with AF — one that classifies a tachogram as
uregular or not AF (referred to as the “tachogram classification algorithm”), and the other for the
confirmation cycle, which determines if a notification will be surfaced to the user (the
“confirmation cycle algorithm™). At baseline, the Watch platform will attempt to capture a
tachogram every 4 hours to support the commercially available HRV feature. Once the

App 1s installed, the Watch platform will attempt to capture a tachogram every 2
hours and notify the ({S)NEY App when a new tachogram is captured and available for
analysis. When the ({S)NGY Watch App retrieves a tachogram, it assesses the degree and
pattern of variability to classify it as irregular or not AF. If a tachogram is classified as irregular,
the “confirmation cycle” begins, during which the Watch App requests additional
tachograms from the platform more frequently (as frequently as possible subject to a minimum
spacing of 15 minutes). If five out of six sequential tachograms (including the initial one) are
classified as urregular within a 48-hour period, a notification of this finding is surfaced to the

user. If two tachograms are classified as not AF before this threshold is reached, the [{S)NG)
Watch App returns to baseline (attempting to retrieve tachograms every 2 hours), no results are
surfaced, and the confirmation cycle is reset (that is, any uregular tachograms within this
sequence do not count in future confirmation cycles).
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6.5. Proposed Conditions of Use

The {S)RCY App 1s intended for over-the-counter use to opportunistically identify urregular
heart rhythms consistent with AF. It is not intended for use in a clinical setting or to guide
clinical treatment or care.

6.6. Device Components

The ', Watch App and the iPhone
App. The Watch App analyzes the pulse rate data and identifies irregular heart rhythms
consistent with AF. The [{SJNCY 1Phone App provides the user with on-boarding and access to
educational information. In addition, the 1Phone App receives AF notifications from
the Watch App through HealthKit Sync and displays a history of AF notifications for

the user to reference.

App comprises two apps: the [(SJNCH

6.7. System Accessories

General purpose platforms - Apple iPhone (5s or later) with 10S version 12.0 or later and Apple
Watch (Series 1 or later) with watchOS version 5.0 or later.

6.8. Materials

(SRCIINN is a software-only device; therefore, this section is not applicable.
6.9. Sterilization & Shelf Life

(b) (4) 1s a software-only device; therefore, this section is not applicable.

6.10. Packaging

(b) (4) 1s a software-only device; therefore, this section is not applicable.
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6.11. Alternative Practices and Procedures

FDA has not cleared any devices using PPG technology to identify irregular heart rhythms
consistent with AF. There are cleared blood pressure cuffs that identify irregular heart rhythms
using the pulse at the periphery (see, e.g., K151330, Microlife Wrist Watch Blood Pressure
Monitor; K163045, Omron Wrist Blood Pressure Monitor). Those devices, however, use
oscillometric, rather than PPG technology. There are FDA-cleared ECG devices that can be used
in the home to detect atrial fibrillation (see, e.g., K142743, AliveCor Kardia Mobile; K171816,
AliveCor Kardia Band System) but those devices require an initial clinician consult prior to use,
and use ECG, rather than PPG, technology. Additionally, each of the aforementioned devices is
for on-demand use. Apple is not aware of any devices that operate using a background,

opportunistic means of measuring pulse rate to identify irregular heart thythms consistent with
AF.
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7. PROPOSED DEVICE CLASSIFICATION
7.1. Predicate Review
7.1.1. Classification Searches

Apple searched the FDA Product Classification and 510(k) databases to determine if FDA has
previously cleared any over-the-counter devices that use PPG technology to identify irregular
heart rthythms. The following table lists the product codes and classification regulations that were
considered.

Product Code Classification Regulation

DXH (Telephone electrocardiograph 870.2920 Telephone electrocardiograph transmitter
transmitter and receiver) and receiver

MHX (Physiological Patient Monitor 870.1025 Arrhythmia detector and alarm

with Arrhythmia Detection or Alarms)

DSI (Arrhythmia detector and alarm) 870.1025 Arrhythmia detector and alarm

DQA (Oximeter) 870.2700 Oximeter

DXN (Noninvasive blood pressure 870.1130 System, Measurement, Blood-Pressure,
measurement system) Non-Invasive

JOM (Hydraulic, pneumatic, or 870.2780 Plethysmograph, Photoelectric,
photoelectric plethysmographs) Pneumatic or Hydraulic

7.1.2. Similar Devices

Examples of devices that were considered as potential predicate devices are provided in the table
below, along with the device’s intended use and how the cleared device compares to the
proposed device.
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Device Indication for Use Comparison
K110374, Medicore Max Provides noninvasive While using PPG technology, the

Plus System

measurement of pulse
waveform and heart rate by
photoelectric
plethysmography. Indicated
for use in hospitals, health
care clinics, and physicians’
offices.

intended use is different. The
App 1s intended for
identifying irregular heart
rhythms, while this device 1s
cleared for measuring waveform
and heart rate. This device is also
cleared for Rx, not OTC, use.

K142743, AliveCor Kardia
Mobile

Intended to record, store
and transfer single-channel
electrocardiogram (ECG)
rhythms. It also displays
ECG rhythms and detects
the presence of atrial
fibrillation and normal sinus
rhythm (when prescribed or
used under the care of a
physician).

This device uses ECG, rather than
PPG technology. It is also cleared
for a combination Rx/OTC use,
rather than solely OTC.
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K151269, LifeWatch ECG | Intended for use by patients | This device uses ECG rather than
Mini System Continuous who experience transient PPG technology, and is intended
ECG Monitor and symptoms that may suggest | for Rx rather than OTC use.
Arrhythmia Detector cardiac arrhythmia. The

device continuously
monitors patient ECG,
automatically generates an
alarm triggered by an
arrhythmia detection
algorithm, or generates an
alarm manually triggered by
the patient, and transmits
the recorded data to a
monitoring center, which
provides the ECG data to
the medical practitioner for
evaluation.

K151330, Microlife Wrist
Watch Blood Pressure
Monitor

Intended to measure the
blood pressure and pulse
rate by using a non-invasive
oscillometric technique in
which an inflatable cuff is
wrapped around the wrist.
The device detects the
appearance of urregular
heartbeat during
measurement and gives a
warning signal with the
reading once the urregular
heartbeat 1s detected.

This device does not use PPG
technology, and is primarily
intended for use as a blood
pressure monitor.
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K163045, Omron Wrist The device 1s a digital This device does not use PPG
Blood Pressure Monitor monitor intended for use in | technology, and is primarily

measuring blood pressure mtended for use as a blood

and pulse rate. The device | pressure monitor.
detects the appearance of
uregular heartbeats during
measurement and gives a
warning signal with
readings.

K171816, AliveCor Kardia | Intended to record, store This device uses ECG, rather than
Band System and transfer single-channel | PPG technology. It is also cleared

electrocardiogram (ECG) for a combination Rx/OTC use,
rhythms. It also displays rather than solely OTC.

ECG rhythms and detects
the presence of atrial
fibrillation and normal sinus
rhythm (when prescribed or
used under the care of a
physician). The Kardia
Band System is intended for
use by healthcare
professionals, adult patients
with known or suspected
heart conditions and health
conscious individuals.

7.1.3.

Why_ App is Different

As seen 1n the table above, there does not appear to be a suitable predicate device for the

App. The devices that use PPG technology are not intended for use to identify

uregular heart thythms, and the devices that do detect irregular heart rthythms do not use PPG
technology. Therefore, the - App 1s different from currently marketed devices, and can
properly be regulated through the de novo pathway.
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7.2. Classification Recommendation

Apple proposes that the App be classified as a Class II device, Irregular Rhythm
Analysis Software, subject to general and special controls. Pursuant to section 515(a)(1)(C) of
the Federal Food, Drug, and Cosmetic Act (FD&C Act) (21 U.S.C. 360c(a)(1)(C)), Class III
devices are those that are purported or represented to be for a use in supporting or sustaining
human life or for a use which is of substantial importance in preventing impairment of human
health, or that presents a potential unreasonable risk of illness or injury. The App does
not meet this definition of a Class III device. It is not purported or represented to be for a use in
supporting or sustaining human life, it is not for a use which is of substantial importance in
preventing impairment of human health, and it does not present a potential unreasonable risk of
illness or injury. Rather, it is intended for use as a background, opportunistic means of
identifying irregular heart rhythms consistent with AF. It is not intended as a diagnostic device,
and 1t provides a means by which people may be directed to their clinicians earlier than would be
done through current standard of care. Users will also be able to better understand their heart
rates and heart rthythms 1n relation to their overall health, thus providing users more control over
and 1nsight into their personal health information. Given this intended use of the device, it does
not meet the definition for a Class III device. The potential risks of the App are also
comparable to those of other OTC device types that FDA has classified as Class II, including
non-invasive blood pressure devices and pregnancy test kits, and the [{S)NEY App presents
significantly less risk than other OTC Class II devices, such as blood glucose meters.

Apple has proposed below the special controls that it believes are adequate, in conjunction with
the general controls set forth in the FD&C Act, to demonstrate reasonable assurance of safety
and effectiveness of the device type Irregular Rhythm Analysis Software.

7.3. Proposed Special Controls

Apple proposes that, in combination with general controls, the Irregular Rhythm Analysis
Software should be subject to the following special controls:

(b) (4)
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8. SOFTWARE DOCUMENTATION
8.1. Statement of Level of Concern

The software level of concern for the- App is Moderate.

This determination was reached by a careful review of the FDA guidance document “Guidance
for the Content of Premarket Submissions for Software Contained in Medical Devices -
Guidance for Industry and FDA Staff” (5/11/2005). The following list of questions and answers
gives a summary of that decision making process:

Questions for Major Level of Concern
1. Does the Software Device qualify as Blood Establishment Computer Software?
No
2. Is the Software Device intended to be used in combination with a drug or biologic?
No

3. Is the Software Device an accessory to a medical device that has a Major Level of
Concern?

No

4. Prior to mitigation of hazards, could a failure of the Software Device result in death or
serious injury, either to a patient or to a user of the device? Examples of this include the
following:

a. Does the Software Device control a life supporting or life sustaining function?

No

b. Does the Software Device control the delivery of potentially harmful energy that
could result in death or serious injury, such as radiation treatment systems,
defibrillators, and ablation generators?

No

c. Does the Software Device control the delivery of treatment or therapy such that an
error or malfunction could result in death or serious injury?
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No

d. Does the Software Device provide diagnostic information that directly drives a
decision regarding treatment or therapy, such that if misapplied it could result in
serious injury or death?

No

e. Does the Software Device provide vital signs monitoring and alarms for potentially
life threatening situations in which medical intervention is necessary?

No
Questions for Moderate Level of Concern

1. Is the Software Device an accessory to a medical device that has a Moderate Level of
Concern?

No

2. Prior to mitigation of hazards, could a failure of the Software Device result in Minor
Injury, either to a patient or to a user of the device?

No

3. Could a malfunction of, or a latent design flaw in, the Software Device lead to an
erroneous diagnosis or a delay in delivery of appropriate medical care that would likely
lead to Minor Injury?

Yes. A malfunction or latent design flaw in the_ App could lead to a delay
in delivery of appropriate medical care.

Based on the answers to question #3 above, the software level of concern for the- App
1s Moderate.

8.2. Software Description

As this is a standalone software device, the device description and algorithm description
provided above (Sections 6.3 and 6.4) describe the device features and intended operational
environment. The following information is provided according to the software guidance:
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* Programming language: C, C++, Objective C
* Hardware platform: Apple Watch Series 1 or later, iPhone 5s or later
* Operating system (if applicable): watchOS 5.0, 10S 12.0
* Use of Off-the-Shelf software: Provided in Appendix G
8.3. Device Hazard Analysis

The device hazard analysis was provided in Module 2. The revised Hazard Analysis is provided
in Appendix H (clean) Appendix H1 (redlined).

(b) (4)

A usability risk analysis was also performed to address the foreseeable use errors. A copy of the
usability risk analysis is provided in the HFE report (Appendix D).

8.4. Software Requirements Specification (SRS)

The Software Requirements Specification was provided in Module 2. Updates were made in
response to FDA feedback on Module 2 and for clarification. See redlined and clean versions in

Appendix I1 and Appendix I, respectively.
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8.5. Architecture Design Chart

The {S)REY Software Architecture document provided in Module 1 was updated and 1s
included mm Appendix C (clean) and Appendix C1 (redlined).

8.6. Software Design Specification (SDS)

The Software Design Specification was provided in Module 2. Updates were made to address
FDA's request for more detailed information. See Appendix J.

8.7. Traceability Analysis
The Traceability Analysis 1s provided in Appendix N.
8.8. Software Development Environment Description

Apple has established procedures for software design and development, configuration
management, and maintenance plans.
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8.9. Verification and Validation Documentation
Software verification will be completed to verify that all predefined requirements have been

fulfilled and that the software satisfies the intended use and user needs. Verification Test Results
are included in Appendix O.

Validation 1s completed through Human Factors testing and Clinical Validation

testing.

This section describes end-to-end design verification testing for the {S)NEY App to show that
the requirements outlined in the SRS in Appendix I and Appendix I1, clean and redlined
respectively, are met.

There are two subsets of design verification testing -

Page 27

This submission contains trade secret and confidential information. This information is exempt from public disclosure under the
Freedom of Information Act, 5 U.S.C. § 552(b)(4), and may not be disclosed without the prior written authorization o
Such disclosure is prohibited by the U.S. Criminal Code, 18 U.S.C. § 1905, the Federal Food, Drug, and Cosmetic
ct, 21 U.S.C. § 331(j), and FDA regulations, 21 C.F.R. § 20.61(c). If FDA receives a request for this information and determines
that disclosure may be appropriate, FDA must comply with all provisions of 21 C.E.R. § 20.61(e), including by providing
with timely advance notice and a meaningful opportunity to object before making the disclosure, and a
copy ot any specitic records FDA proposes to disclose.

Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118




Records processed under the FOIA; Released by CDRH on 09-28-2020
(b) (4)

_De Novo

(b) (4)

8.10. Revision Level History
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8.11. Unresolved Anomalies (Bugs or Defects)
(b) (4)

8.12. Cybersecurity

This information was provided in Module 2. Minor updates have been made to account for
updates to the Instructions for Use language. See Appendix K and Appendix K1 for clean and
redlined versions, respectively. The 10S Security Guide 1s included in Appendix K2.

8.13. Basic Documentation for Off-the-Shelf Software

Basic Information for Off the Shelf software was provided in Module 2. Minor updates were
made to account for the hazard line items associated with OTS software. See Appendix G (clean)
and G1 (redlined).
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0. SUPPORTING PROTOCOLS AND/OR DATA
9.1. Platform Requirements
9.1.1.  Safety

All Apple Watch products are evaluated to demonstrate compliance with applicable thermal
safety, battery safety, and RF and EMC for emission and immunity guidelines. A summary of the
applicable guidelines and associated testing is provided below.

9.1.1.1. Thermal Safety Testing

To prevent a thermal hazardous situation when a user makes contact with the external surface of
the platform, Apple requires that the Apple Watch series 4 (final finished product for product
release) 1s tested and shown to be in compliance with applicable thermal safety requirements of
IEC 60950-1, “Information Technology Equipment — Safety Part 1: General Requirements.” and
IEC 62368-1, “Audio/video, information and communication technology equipment - Part 1:
Safety requirements” before the product is released. The requirements of IEC 62368-1 are
similar to the requirements from IEC 60601-1 “Medical electrical equipment —Part 1: General
requirements for basic safety and essential performance”. The thermal safety (external surface)
requirements specified for the Apple Watch are summarized in Table 9-1.
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Table 9-1 Thermal Safety Requirements (External Surface)

Maximum Temperature During Normal Use (°C)
Usage Mode Material Type | «[EC 60950-1 **IEC 62368-1 *IEC 60601-1
Requirement Requirement Requirement
Discharge mode Metal 55 43 43
(devices worn on the
bOdy in direct Glass 65 43 43
contact with skin) Plastic 75 43 43
Discharge mode Metal 55 48 48
(surfaces likely to be
touched while in use) Glass 65 43 43
Plastic 75 48 48
Charging mode Metal 60 51 51
(Inductive charger
and restore Glass 70 56 56
connector) Plastic 85 60 60

*Surface temperature limits for all operating ambient temperatures; Apple defines the maximum
operating ambient temperature

**Surface temperature limits while tested in a 25°C ambient
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9.1.1.2. RF and EMC Testing for Emission and Immunity

Apple also requires the Apple Watch to be tested and shown to comply with US FCC Part 15
Rules for radio frequency devices and EN 301 489-17 V 3.2.0 “Electromagnetic Compatibility
Standard for Radio Equipment — Part 17: Specific conditions for Broadband Data Transmission
Systems.” To date, all released Apple Watch products have met the requirements of not emitting
electromagnetic disturbance that could affect other radio frequency services and essential
performance of other equipment. The Apple Watch has been shown to maintain adequate
immunity to electromagnetic disturbance during operation.

FCC ID 1s posted on the regulatory page under settings in each product. Declarations of
Conformity for EN 301 489-17 V 3.2.0 is posted on Apple website at https://www.apple.com/
euro/compliance/.

9.1.1.3. Battery

To address the concerns of fire hazards and to prevent the product from being the source of
combustion, the batteries from both the released Apple Watch and iPhone products are tested and
certified to the standards in Table 9-3.
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Table 9-3 Battery Certifications

Battery Type Certification

Cell » IEC 62133 Secondary cells and batteries containing alkaline or other
non-acid electrolytes - Safety requirements for portable sealed
secondary cells, and for batteries made from them, for use in
portable applications

» UL1642 Standard for Lithium Batteries

* CTIA Certificate - IEEE 1725 Requirements for Rechargeable
Batteries for Cellular Telephones

Pack (Cell and battery |* IEC 60950-1 Medical electrical equipment —Part 1: General

management unit) requirements for basic safety and essential performance

» IEC 62133 Secondary cells and batteries containing alkaline or other
non-acid electrolytes - Safety requirements for portable sealed
secondary cells, and for batteries made from them, for use in
portable applications

* UL 2054 Standard for Household and Commercial Batteries

* CTIA Certificate - IEEE 1725 Requirements for Rechargeable
Batteries for Cellular Telephones

9.2. Platform Performance Testing

The- App leverages heart rate data collected from the commercially available PPG
sensor on Series 1 and later Apple Watch platforms. The Apple Watch uses green LED lights
paired with light-sensitive photodiodes to detect relative changes in the amount of blood flowing
through a user’s wrist at any given moment.

Apple Watch attempts to collect and analyze a tachogram in the background. A minimum o
pulses is required for a measurement to be considered successful and stored in
HealthKit; measurements are stored as beat-to-beat time intervals. Measurements that do not 4
meet the specification are discarded and never surfaced to the user in any form. Measurements
that meet the specification are surfaced to the user as a Heart Rate Variability (HRV) value
accessible within the Health App on the iPhone; Apple Watch calculates HRV using the standard
deviation of the beat-to-beat intervals within the tachogram (also known as SDNN).
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9.3.

(b) (4) App Performance Testing

Apple plans to submit the following testing to support the performance of the [{SJRCH) App.
These are described in detail in the sections below.

 Algorithm development and engineering testing (Section 9.3.1, below)
* Software design verification testing (Section 8.9, above)

* Results are included in Appendix O.
* Software validation

* Human factors testing (Study report included in Appendix D)

* Clinical validation testing (Updated protocol included in Appendix E;

9.3.1. Algorithm Development

Apple conducts rigorous data collection and engineering testing in order to develop and tune its
algorithms.

During initial development of the {S)NCIEEM algorithm (described in the Principles of Operation:
(b) (4) Algorithm section above), Apple conducted a variety of engineering studies to collect
data used for core algorithm development.

Subsequent targeted studies were used to validate initial findings, better understand a wider
variety of users and use cases, ensure algorithm robustness to these conditions, and build a more
diverse dataset for algorithm refinement and tuning. Most importantly, these studies were used to
expand understanding of the algorithm performance under various identified factors which can
potentially affect PPG signals. Algorithm changes were made as a result of these studies to target
specific failure modes.
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_De Novo

93.1.1. [(SACY Algorithm Development
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Table 9-4 Overview of Algorithm Development Studies
(b) (4)

9.3.2. Human Factors Testing

Our HFE/UE Report, per the Guidance, “Applying Human Factors and Usability Engineering to
Medical Devices,” 1s included in Appendix D. A high level discussion of the results and residual
risks are provided below.

9.3.2.1. Tested Product v. Final Product
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9.3.2.2. HFE/UE Summary

The study included a total of 37 participants from the two user groups for the {SJNCIEEE A pp:

* Individuals who have concern regarding arrhythmias and have an active interest in
monitoring potential arrhythmias (“Active Interest”, n=16), and

* Individuals who do not have concern regarding arrhythmias and do not have an active
interest in monitoring potential arrhythmias but who might use the app out of casual or
passing interest (“Passive Interest”, n=21).

Both groups included participants with and without past experiences with iPhones and Apple
Watches.

A summary of the participant demographics are included below.

Table 9-5 Summary of participant demographics

Gender Passive Active
Male 7 2
Female 14 14
Age Passive Active
22-64 13 11

65+ 8 5
Education Passive Active
High School or Less 5 1
Some College 4 9
College Degree 7 6
Post-graduate 5 0
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Smart Accessory Experience Passive Active
Apple Watch 8 4
Garmin 0 1
FitBit 1 3
None 12 8
Smartphone Experience Passive Active
iPhone 15 15
Android 3 0
None 3 0

All participants set up the app, which was meant to simulate the actual on-boarding process. The
participants then experienced a decay period of approximately 1 hour, and then a testing session
that lasted approximately 30 minutes. Sessions took place in a simulated home environment,
which is representative of an expected environment of use in real life. Both observational data
and subjective evaluations were collected.

Overall, usability testing demonstrated that the {S)NCY App 1s safe and effective for the
mntended users, uses, and use environments. In particular:

- 36/37 participants successfully responded indicating that a lack of a notification from the App
would not affect their medical decisions.

- 35/35 participants successfully received a notification and indicated they would not reduce care
if experiencing acute symptoms.
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94. Animal

Not applicable.
9.5. Clinical

The Apple Heart Study (AHS) is a prospective, observational study currently being conducted by
Stanford Medicine, American Well, BioTelemetry, and Apple (the Study Sponsor). Enrollment
began on November 30, 2017 and ended on August 1, 2018.

The AHS was initiated to understand the true prevalence of undiagnosed atrial fibrillation (AF)
n a large population in order to better understand the utility of this diagnosis in the
asymptomatic population, and to notify those who did not know they have AF of its presence and
potential risk of stroke.
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The purpose of the AHS Sub-Study is to conduct an analysis on a pre-specified subset of data
collected in AHS to support a regulatory submission before the AHS ends. Individual tachograms
(beat-to-beat intervals) taken from a user’s Watch at the same time they are wearing the gold
standard ECG patch (ePatch provided by BioTelemetry) as well as notifications that occur during
patch wear will be used to determine if the tachogram classification algorithm and confirmation
cycle algorithm have acceptable positive predictive value (PPV).

Because in real-world use only individuals who receive a notification will receive follow-up
diagnostic care (unless a clinician otherwise believes such care is appropriate), the population of
mnterest for performance measurement is exactly those users who receive a notification. Hence
the AHS protocol calls for gold standard ECG patch data on a post-alert population, and the
endpoints of the study focus on data collected during simultaneous Apple Watch and ePatch
wear. This population, while enriched, also reflects the real-world downstream impact of the

App.

The objective of the AHS Sub-Study is to determine if the tachogram classification algorithm
and alert-level confirmation cycle algorithm have acceptable positive predictive value (PPV) as
compared to ambulatory ECG patch monitoring in identifying irregular rhythms consistent with
AF.

The study endpoints are as follows:

* Primary Efficacy Endpoint: Identification of urregular rhythm consistent with AF as
suggested by positive predictive value (PPV) of the spot tachogram [Spot Tachogram
PPV] where the ECG patch readings (paired to the timestamp associated with the spot
tachograms) are used for the determination of AF.

* Secondary Efficacy Endpoint: Identification of irregular rhythm consistent with AF as
suggested by PPV of the alert [Alert-Level PPV] (based on multiple irregular
tachograms) where the ECG patch readings are used for the determination of AF.

* Primary Safety Endpoint: Incidence of serious adverse device effects (ADEs).

The primary efficacy endpoint study hypothesis is that the tachogram-level PPV for AF is at least
()M There were no hypotheses specified for the secondary endpoint or the safety endpoint.

_
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10. SUMMARY OF BENEFITS

Per FDA’s guidance document, “Factors to Consider When Making Benefit Risk Determinations
in Medical Device Premarket Approval and De Novo Classifications” (Benefit-Risk Guidance),
FDA considers the following factors when assessing the probable benefits of the device: the type
of benefit, magnitude of benefit, probability of the patient experiencing one or more benefits, and
the duration of the effects. Each of these is considered below.

Tvpe of Benefit

One of the key benefits of the App is that it provides something that does not exist
today-an opportunity for background, opportunistic minimally invasive and passive checks for
uregular heart thythms consistent with AF. As the device can be worn for extended periods of
time, 1t 1s likely that 1t will pick up episodes of AF that would otherwise have gone undetected
through traditional methods. This ability to detect AF over longer periods of time is valuable as
recent studies have shown that prolonged screening over 30 days as compared to traditional 24-
hour Holter monitors detected 5-fold more AF,* and in studies with implantable loop recorders,
the average time to detection of AF was 123 days.#6

For asymptomatic individuals, an AF notification may serve as the “symptom” that encourages
them to seek further medical care. Providing individuals with a passively detected signal could
allow them to seek further medical evaluation that could eventually lead to an earlier diagnosis
of AF or other serious clinically significant arrhythmias in otherwise asymptomatic individuals.

Early diagnosis of AF is significant for multiple reasons. Mounting evidence demonstrates early
management of the disease may prevent progression to permanent disease.*’ Furthermore,
increasing evidence exists around lifestyle modification and its ability to prevent disease and the
progression of disease.*® For young individuals <55 yo, AF has been associated with higher
mortality than matched controls without AF,*® and the presence of AF in these patients should
prompt clinical evaluation for the presence of other disease including structural heart disease,
thyroid abnormalities, and substance abuse.’® For both younger and older individuals, early
detection and treatment of AF can minimize the risk of sequelae of thromboembolism including
>60% reduced risk of stroke.31.52

Products such as the- App can improve the detection of AF in a manner that carries far
less risk than invasive methods such as implantable cardiac monitors or loop recorders.
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Magnitude of Benefit

The magnitude of the benefit can potentially be significant at both an individual user level as
well as on a societal level.

As discussed in section 6.1 and 6.2, stroke as a result of AF 1s common and can lead to
devastating health consequences.>? Further, up to 16% of individuals with cryptogenic stroke
were found to have evidence of AF,’* suggesting a significant undiagnosed burden. An individual
who receives a notification and seeks additional care may get diagnosed with AF earlier than
would be likely in the current standard of care model. This may result in the individual finding
significant benefit from avoided morbidity and mortality due to stroke.

At a societal level, recent estimates suggest 10-15% of AF 1is currently undiagnosed (>700,000
individuals in the US), with many of these individuals estimated to be at relatively higher stroke
risk.?3 Identifying these individuals earlier and entering them into clinical evaluation pathway
that could lead to earlier diagnosis of AF could prevent thousands of stroke events and related
co-morbidities, as well as the societal cost.

Probability of the patient experiencing one or more benefits

Data from the AHS are able to provide insight into the probability of the patient experiencing one
or more benefits. Information about the number of currently enrolled participants and
corresponding notifications and notification rates is provided in Table 10-1 below.

Table 10-1 AHS Enrollment and Notification Rate Data as of August 3, 2018

Age Buckets
22-39 40-54 55-64 65+ | Unknown Total
Enrolled 230,593 | 138,800 44,637 26,040 201 440,271
Notifications 287 415 504 667 1 1,874
i::;ﬁcaﬁon 0.12% 0.30% 1.13% 2.56% 0.50% | 0.43%

The information above demonstrates that the notification rates are consistent with the known
prevalence of AF in the general populations. Although the Notification Rates are lower in the
younger populations, they are not zero. This suggests that use of the - App could
provide people not previously diagnosed with AF, including younger and asymptomatic
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individuals, with an opportunity to learn about possible AF well before they would otherwise in
the current standard of care model.

Duration of effects

Early detection and treatment of patients with AF minimizes risk of sequelae of
thromboembolism including >60% reduced risk of stroke.?6->7 In the case of lower-risk
individuals where treatment is not indicated by guidelines, the appropriate follow-up may be
“watchful waiting” and management of lifestyle factors that influence risk over time. Therefore,
if the- App notifies an individual that he or she has an urregular heart rthythm consistent
with AF, and that individual seeks medical care and receives an AF diagnosis earlier than would
have occurred in current standard of care, the effect of that early detection may positively
influence the remainder of the individual’s life.
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11. SUMMARY OF IDENTIFIED RISKS TO HEALTH

The {S)REY App 1s a low-risk app that presents minimal risks to health of the user. The AHS
has allowed Apple a unique opportunity to assess possible risks associated with the product in
the general intended user population.

The risk assessment process included evaluation of product design risks, usability risks, and
cybersecurity risks. OTS software was also considered as part of the risk assessment taking into
account the FDA guidance of OTS Software Use in Medical Device.

An updated copy of the risk assessment is provided in Appendix H and Appendix H1, clean and
redlined respectively. Usability risk 1s provided in the HFE/UE report in Appendix D.

(b) (4)

FDA'’s Benefit-Risk Guidance sets forth the criteria by which it assesses the extent of the
probable risks or harms of the device. These criteria are discussed in turn below.

Severity, types, number and rates of harmful events associated with the use of the device

Preliminary adverse event data from the AHS indicate that, as of August 3, 2018, with over
440,000 enrolled subjects, there have been only ten adverse device effects. None of these ten was
Page 53

This submission contains trade secret and confidential information. This information is exempt from public disclosure under the
Freedom of Information Act, 5 U.S.C. § 552(b)(4), and may not be disclosed without the prior written authorization o

Such disclosure is prohibited by the U.S. Criminal Code, 18 U.S.C. § 1905, the Federal Food, Drug, and Cosmetic
ct, 21 U.S.C. § 331(j), and FDA regulations, 21 C.F.R. § 20.61(c). If FDA receives a request for this information and determines
that disclosure may be appropriate, FDA must comply with all provisions of 21 C.E.R. § 20.61(e), including by providing

with timely advance notice and a meaningful opportunity to object before making the disclosure, and a

copy ot any specitic records FDA proposes to disclose.
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118




Records processed under the FOIA; Released by CDRH on 09-28-2020

De Novo (b) (4) (b) (4) App

determined to be a serious adverse device effect, and all were related to anxiety. These data
demonstrate that the direct risks to health associated with use of the {S)EEY App are expected
to be minimal.

Probability of a harmful event

FDA'’s guidance document defines probability as “the proportion of the intended population that
would be expected to experience a harmful event” and further notes that “FDA would factor
whether an event occurs once or repeatedly into the measurement of probability.”

Until a product is marketed, it is difficult to assess with certainty the probability of theoretical
harmful events occurring. The AHS does provide some insight into events that may occur
through use of the [{S)NG) App. As of August 3, 2018, with an enrollment of over 440,000
people, there have been only ten non-serious device-related adverse events, all related to anxiety.
(b) (4) it is possible that individuals may delay care in the absence of
a notification when experiencing mild to moderate symptoms. To Apple’s knowledge, no such
event has occurred over the course of the AHS; it therefore may be more theoretical than
probable. Even if it were to occur, as discussed, harm would only be likely to occur in a unique
set of circumstances: an individual feels mild to moderate symptoms while experiencing a
serious condition, and elects to delay care due to not receiving a notification. The likelihood of
this occurrence 1s minimal, and, as noted, has not, to our knowledge, happened during the
duration of the AHS.

Duration of harmful events

In most cases, possible harmful events will not be long-lasting. For example, a user who
experiences anxiety upon receiving a notification should then follow up with a clinician for
further information and assistance regarding disease management.

In certain cases, as discussed above, it is possible that someone who ignores the product’s
labeling could suffer longer-term effects. For example, in the case of a symptomatic person
experiencing an acute condition who does not receive a notification and fails to contact
emergency services, harm could result. As noted, the likelihood of such an occurrence is
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expected to be minimal, as a very specific sequence of events would need to occur for harm to
materialize.

Risk from false-positive or false-negative results for diagnostics

Given Apple’s broad user base, mitigating against the likelihood of false positives was a primary
consideration during algorithm development. Therefore, as described in Section 6.4 above, the
algorithm has been designed to require successful completion of a “confirmation cycle” before
notifying the user to the possible presence of an irregular heart rhythm, in order to mitigate false
positives to the greatest extent possible. The benefit of this design is demonstrated through the
AHS Sub-Study results. While the PPV of each individual tachogram was approximately 66%,
the PPV at the alert-level was approximately 79%. This demonstrates that the confirmation cycle
properly mitigates against the likelihood of false positive results.

In the event that an individual were to receive a false positive notification, it is possible that the
individual may be subjected to unnecessary clinical consultation or ECG monitoring. An
unnecessary clinical consultation may be inconvenient, but does not likely present risk to the
individual. ECG monitoring is not an invasive procedure, and does not carry significant risk. The
most likely harms associated with ECG monitoring include skin irritation, anxiety, and
misdiagnosis resulting from use of a previously FDA-cleared device.

There 1s also the possibility that the - App will fail to correctly identify irregular heart
rhythms consistent with AF, and will therefore fail to notify the user of such irregularities. As
discussed in Section 12, there are mitigations built in to reduce this risk. For example, product
labeling indicates a user should contact a clinician any time the user believes he 1s experiencing
acute symptoms, even if he does not receive a notification from the- App. HFE testing
demonstrated that users understood that if they were experiencing serious symptoms, they should
seek emergency care, notwithstanding the absence of a notification.

Furthermore, because users are likely to wear Apple Watch more than 12 hours per day, the
misidentification of any single tachogram as regular rather than irregular does not mean the user
will never be notified of the presence of AF. For asymptomatic individuals who would not
otherwise be screened for AF, a slight delay in learning of a possible heart rhythm irregularity is
not likely to have any clinical impact, since they will still potentially learn of the urregularity
sooner than if the device were not used at all.

Given the non-invasive nature of the app, users will be likely to accept the possible risks
associated with use of the device in order to reap the benefit of learning about possible
urregularities much earlier than would otherwise be possible.
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11.1. MAUDE Database Search (if applicable)

Given the novel nature of the App, and the lack of any similar products on the market,
a MAUDE database search 1s not applicable.
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13. BENEFIT-RISK CONSIDERATIONS

As discussed above, FDA’s guidance document, “Factors to Consider When Making Benefit-
Risk Determinations in Medical Device Premarket Approval and De Novo Classifications,”
outlines the factors FDA considers when making benefit-risk determinations. Importantly, FDA
notes that when making benefit-risk determinations, it considers “probable” risks and benefits,
not “theoretical” risks and benefits. The probable benefits and risks of the device have been
discussed in detail in the sections above.

FDA also describes additional factors that it considers when assessing the probable benefits and
risks of devices. Relevant additional factors are discussed below.

Uncertainty

FDA considers the degree of certainty of the benefits and risks of a device, while recognizing
that 1t 1s not possible to be 100% certain of a device’s reasonable assurance of safety and
effectiveness. As described above, a key benefit of the- App i1s that it would be the
only marketed product that allows for background, opportunistic identification of urregular heart
rhythms. Given the number of hours each day that people wear their Apple Watches, this
background tool provides a unique opportunity to identify irregular heart thythm in asymptotic
individuals not previously diagnosed with AF.

The AHS was designed to take into account the broad user base of Apple Watch, and to
demonstrate that device performance is suitable across the Apple Watch user population. The
real-world study design has allowed for testing on many more people than are usually included
in studies of a low- to moderate-risk device. Preliminary data from AHS suggest that the
algorithms that will be used in the- App results in a notification rate in the younger
population that 1s consistent with the prevalence of AF in this population. The data also show
limited numbers of adverse device effects.

Characterization of the disease

As discussed above in section 6, AF is the most common cause of stroke, and many individuals
are not diagnosed with AF until the initial stroke event. Identifying AF prior to the occurrence of
stroke not only will improve quality of life for those diagnosed, but will also reduce costs on the
healthcare system. Given that AF can often progress in an asymptomatic manner and that this
progression may be preventable through lifestyle modification, providing individuals with the
ability to potentially identify AF prior to experiencing symptoms is of critical importance.
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Auvailability of alternative treatments or diagnostics

There are no products on the market that allow for the opportunistic, background sampling
accomplished by the - App. Most individuals who will benefit from the - App
would never be given access to an Rx ECG device until after they have been diagnosed with a
disease or are suspected of having the disease. By making this opportunistic, background
sampling tool available more broadly, individuals may have the opportunity to learn of an
important disease state before becoming symptomatic. The current standard of care for screening
for AF 1s wrist pulse palpitation, which is infrequently carried out, and has a relatively low PPV
(less than 20%).58

In summary, the primary benefits of the device are clear: it allows asymptomatic individuals to
learn about the possible presence of AF well before such diagnosis would be made during routine
clinical care. Currently, if a person is asymptomatic and not in an at-risk group, there would be
no reason to screen them for AF or have them undergo an ECG, since neither are part of the
standard clinical workflow. Typically, individuals are only checked for AF when they feel
symptoms or when their doctor detects there may be an issue. By leveraging wearable
technology that makes it easy for people to take control of their health by having the technology
work seamlessly in the background, a user may learn about AF far earlier than would otherwise
have occurred. By learning about possible AF early, clinicians may be able to intervene at an
earlier stage to prevent longer term harm that may otherwise result from undetected AF.

As demonstrated through preliminary AHS data, the probable risks associated with use of the
device are minimal, and relate primarily to anxiety that may be experienced upon learning of a
possible AF diagnosis. While some individuals may delay care if they rely upon the lack of
notification to indicate the absence of a medical issue, the likelihood of this occurrence is low
and would require occurrence of a very specific sequence of events. Risks that are present will be
mitigated against through use of the specified special controls.

Given the importance to the public’s health of identifying and treating AF early, the benefits of
having a device in the hands of users that will allow for earlier identification far outweigh the
possible probable risks associated with the device. This benefit extends beyond users to further
the clinical understanding of outcomes when AF is detected earlier, and possibly drive
development of guidelines for appropriate care.
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14. PROPOSED LABELING

Draft labeling (wireframes and Instructions for Use) 1s provided in Appendix L (wireframes) and
Appendix M (draft instructions for use). Both were updated since Module 2 for clarification and
response to FDA feedback. (IFU will be redlined, wireframes will not).
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Contact Name

Donna-Bea Tillman

Contact Title Contact E-mail Address
Senior Consultant dtillman@biologicsconsulting.com
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SECTION D1

[[] New Device

[] withdrawal

E] Additional or Expanded Indications

[] Request for Extension

E] Post-approval Study Protocol

[] Request for Applicant Hold

E] Request for Removal of Applicant Hold

E] Request to Remove or Add Manufacturing Site

EI Change in design, component, or
specification:
[] software /Hardware
[] color Additive
[] material
[[] Specifications
[] other (specify below)

REASON FOR APPLICATIOM - PMA, FiXP, OR HDE

[] Location change:
[[] Manufacturer
[] sterilizer
[[] Packager

l:| Process change:

[:l Manufacturing |:| Packaging
[] sterilization
[] other (specify below)

[[] Response to FDA correspondence:

D Labeling change:
[] indications
[] instructions
[] Performance Characteristics
[] shelf Life
[[] Trade Name
[] other (specify below)

[] Report Submission:
[] Annual or Periodic
[] Post-approval Study
[] Adverse Reaction
[] Device Defect
["] Amendment

[] change in Ownership
[[] change in Comrespondent
[[] change of Applicant Address

|:| Other Reason (specify):

SECTION D2

[[] New Device

[[] New Indication

[[] Addition of Institution

[[] Expansion / Extension of Study
[[] IrB Certification

[[] Termination of Study

[[] withdrawal of Application

[[] unanticipated Adverse Effect
[] Notification of Emergency Use
E] Compassionate Use Request
[[] Treatment IDE

[[] continued Access

REASON FOR APPLICATION - IDE

[] change in:
[] correspondent/ Applicant
[[] Design/Device
[] informed Consent
[[] manufacturer
[[] Manufacturing Process
[] Protocol - Feasibility
[ Protocol - Other
[] sponsor

[[] Report submission:
[] current Investigator
[[] Annual Progress Report
[] site waiver Report

[JFinal

[[] Response to FDA Letter Concerning:

[] conditional Approval
[[] Deemed Approved
[] Deficient Final Report
[] Deficient Progress Report
[[] Deficient Investigator Report
[[] isapproval
[[] Request Extension of

Time to Respond to FDA
[[] Request Meeting
[[] Request Hearing

[[] other Reason (specify):

SECTION D3

[C] New Device

REASON FOR SUBMISSION - 510(k)

[] Additional or Expanded Indications

[C] change in Technology

[[] other Reason (specify):

FORM FDA 3514 (9/17)

Page 2 of 5 Pages

Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118




SECTION E ADDITICNAL INFORMATIONR OM &810(K) SUBMISSIONG

Product codes of devices to which substantial equivalence is claimed Summary of, or statement concerning,
safety and effectiveness information
1 2 3 4
[] 510 (k) summary attached
5 6 7 8 [] 510 (k) statement
Information on devices to which substantial equivalence is claimed (if known)
510(k) Number Trade or Proprietary or Model Name Manufacturer
1 1 1
2 2 2
3 3 3
4 4 4
5 5 5
6 6 6

SECTION F PRODUCT INFORMATION - APPLICATION TO ALL APPLICATIONS

Common or usual name or classification name

Electrocardiograph transmitter and receiver

Trade or Proprietary or Model Name for This Device Model Number

1| [TOYWERY Arp 1

2 2

3 3

4 <

5 5
FDA document numbers of all prior related submissions (regardless of outcome)

1 2 3 4 5 6
7 8 9 10 11 12
Data Included in Submission
D Laboratory Testing D Animal Trials D Human Trials
SECTION G PRODUCT CLASSIFICATION - APPLICATION TO ALL APPLICATIONS
Product Code C.F.R. Section (if applicable) Device Class
DXH 21 CFR 870.2920 D Class | z] Class Il
Classification Panel
[Jclassit  [] Unclassified

Cardiovascular
Indications (from labeling)

See FDA Form 3881 (Appendix B)

FORM FDA 3514 (9/17) Page 3 of 5 Pages
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Note: Submission of the information entereg?ﬁ: gréi ié’rﬁ%e =

need to submit device establishment registration.
SECTION H
[] original

[Jadd  []Delete

MANUFACTURING / PACKAGING / S
Facility Establishment Identifier (FEI) Number

oes n%pgﬁéftﬁpﬁlEOIA;

RIE-88g5EDIITBRT 48 5129620

ERILIZATION SITES RELATING TO A SUBMISSION
[[] Manufacturer
[] contract Manufacturer

[[] Contract Sterilizer
[[] Repackager / Relabeler

Company / Institution Name

Establishment Registration Number

Division Name (if applicable)

Phone Number (including area code)

Facility Establishment Identifier (FEI) Number

[] original

[Jadd  []Delete

Street Address FAX Number (including area code)
City State / Province ZIP Code Country
Contact Name Contact Title Contact E-mail Address

[] Manufacturer
[[] contract Manufacturer

[] contract Sterilizer
|:| Repackager / Relabeler

Company / Institution Name

Establishment Registration Number

Division Name (if applicable)

Phone Number (including area code)

Street Address

FAX Number (including area code)

City

State / Province ZIP Code Country

Contact Name Contact Title

Facility Establishment Identifier (FEI) Number

[[] original

[Jadd  []Delete

Contact E-mail Address

[[] Manufacturer
E] Contract Manufacturer

[] Contract Sterilizer
E] Repackager / Relabeler

Company / Institution Name

Establishment Registration Number

Division Name (if applicable)

Phone Number (including area code)

FORM FDA 3514 (9/17)
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118

Street Address FAX Number (including area code)
City State / Province ZIP Code Country
Contact Name Contact Title Contact E-mail Address
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SECTION | UTILIZATION OF STANDARDS

Note: Complete this section if your application or submission cites standards or includes a "Declaration of Conformity to a Recognized
Standard" statement.
Standards No. Standards Standards Title Version Date
Organization
1
Standards No. Standards Standards Title Version Date
Organization
2
Standards No. Standards Standards Title Version Date
Organization
3
Standards No. Standards Standards Title Version Date
Organization
4
Standards No. Standards Standards Title Version Date
Organization
5
Standards No. Standards Standards Title Version Date
Organization
6
Standards No. Standards Standards Title Version Date
Organization
7
Please include any additional standards to be cited on a separate page.
This section applies only to requirements of the Paperwork Reduction Act of 1995.
*DO NOT SEND YOUR COMPLETED FORM TO THE PRA STAFF ADDRESS BELOW.*
The burden time for this collection of information is estimated to average 0.5 hour per response, including the time to review instructions, search
existing data sources, gather and maintain the data needed and complete and review the collection of information. Send comments regarding this
burden estimate or any other aspect of this information collection, including suggestions for reducing this burden, to:
Department of Health and Human Services
Food and Drug Administration
Office of Chief Information Officer
Paperwork Reduction Act (PRA) Staff
1350 Piccard Drive, Room 400
Rockville, MD 20850
An agency may not conduct or sponsor, and a person is not required to respond to, a collection of
information unless it displays a currently valid OMB control number.

FORM FDA 3514 (9/17) Page 5 of 5 Pages
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DEPARTMENT BfcHEproreserpuntsuir FSiAeieased by CDRH on 09-28-20gf, Approved: OMB No. 0910-0120
Food and Drug Administration Expiration Date: 06/30/2020
Indications for Use See PRA Statement below.

510(k) Number (if known)

Device Name

App

Indications for Use (Describe)

(b)(4) - Draft

Type of Use (Select one or both, as applicable)
] Prescription Use (Part 21 CFR 801 Subpart D) X Over-The-Counter Use (21 CFR 801 Subpart C)

CONTINUE ON A SEPARATE PAGE IF NEEDED.

This section applies only to requirements of the Paperwork Reduction Act of 1995.
*DO NOT SEND YOUR COMPLETED FORM TO THE PRA STAFF EMAIL ADDRESS BELOW.*

The burden time for this collection of information is estimated to average 79 hours per response, including the
time to review instructions, search existing data sources, gather and maintain the data needed and complete
and review the collection of information. Send comments regarding this burden estimate or any other aspect
of this information collection, including suggestions for reducing this burden, to:

Department of Health and Human Services
Food and Drug Administration

Office of Chief Information Officer
Paperwork Reduction Act (PRA) Staff
PRAStaff@fda.hhs.gov

“An agency may not conduct or sponsor, and a person is not required to respond to, a collection of
information unless it displays a currently valid OMB number.”

PSC Publishing Services (301) 4436740 EF

FORM FDA 3881 (7/17& Page 1 of 1
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Appendix C: Software Architecture

1. Purpose
software architecture chart. This document also describes the high level design of the

This appendix provides them
XN /pp, including t mponents and sub-components of the [(KCYIM App and their interactions with the

and operating system.

2. Definition

Term Definition

(b) (4)

Page 1 of 4
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118



Records processed u - Released by CDRH on 09-28-2020
Appendix C: Software Architecture

Term Definition

(b) (4)
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Appendix C: Software Architecture

3.[(QIG) App (WX Watch and iPhone App) Architecture

(b) (4)

Page 3 of 4
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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Appendix C: Software Architecture

4. Detailed (NG Watch App Architecture/Algorithm Flow Chart

Page 4 of 4
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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Appendix C1: W Software Architecture (UPDATED)

1. Purpose
This appendix provides theMsoftware architecture chart. This document also describes the high level design of the

XN /pp, including t mponents and sub-components of the [(KCYIM App and their interactions with the
and operating system.

(b) (4)

2. Definition

Term Definition

(b) (4)

Page 1 of 4
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Term Definition

(b) (4)

Page 2 of 4
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Appendix C1: W Software Architecture (UPDATED)

3.[(QIG) App (QXG) Watch and iPhone App) Architecture

(b) (4)

Page 3 of 4
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4. Detailed (NG Watch App Architecture/Algorithm Flow Chart
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Appendix G: [CNC) Off the Shelf Software

What is it? The App uses i0S 12.0 and watchOS 5.0 (both manufactured by
Apple). i0S and watchOS both allow applications to run on them. iOS contains the Health
App and iPhone HealthKit, both of which are requirements for the {S)NGH iPhone App.
watchOS contains Watch HealthKit, HealthDaemon, and Health Sensor Daemon, all of
which are requirements for the Watch App.

What are the Computer System Specs for the OTS Software? The specifications are
included as part of the Software Requirements Specification provided in Appendix I.

How will you assure appropriate actions are taken by the end user? The user will need
to download and install iOS 12.0 and watchOS 5.0 in order for ({SJRGY on-boarding to
appear and for the Watch App to begin analyzing tachograms and generating
notifications. i0S and watchOS are typically updated on a yearly basis (major releases), and
“dot” releases (minor releases) occur throughout the year.

What does the OTS Software do? i0OS and watchOS allow applications to run. i0OS
contains the Health App, which displays health and fitness data, and iPhone HealthKit,
which stores, manages, shares and sends heath and fitness data. watchOS contains Watch
HealthKit which sends data to iPhone HealthKit. watchOS also contains Health Sensor
Daemon, which securely transmits requests and data and HealthDaemon, which hosts
(b) (4) algorithms and generation of the atrial fibrillation notification.

How do you know it works? The {SJNCYEEE App runs on the operating system and uses
features of 10S and watchOS to fulfill various requirements, so this is inherently tested
through the verification testing included in Appendix O.

How will you control the OTS SW? Once the i0S kernel (core of the operating system) has
started, it controls which user processes and apps can be run. To ensure that all apps come
from a known and approved source and haven’t been tampered with, i1OS requires that all
executable code be signed using an Apple-issued certificate. Third-party apps must be
validated and signed using an Apple-issued certificate. Mandatory code signing extends the
concept of chain of trust from the OS to apps, and prevents third-party apps from loading
unsigned code resources or using self-modifying code.

In order to develop and install apps on i10OS devices, developers must register with Apple and
join the Apple Developer Program in order to be able to sign apps and submit them to the
App Store for distribution. As a result, all apps in the App Store have been submitted by an
identifiable person or organization, serving as a deterrent to the creation of malicious apps.
They have also been reviewed by Apple to ensure they operate as described and do not
contain obvious bugs or other problems.

Page 1 of 2
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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Appendix G: [CNC) Off the Shelf Software

Unlike other mobile platforms, iOS doesn’t allow users to install potentially malicious
unsigned apps from websites, or run untrusted code. At runtime, code signature checks of all
executable memory pages are made as they are loaded to ensure that an app hasn’t been
modified since it was installed or last updated.

(b) (4)

Page 2 of 2
Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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Appendix H: Device Hazard Analysis

(b) (4)
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Appendix H: Device Hazard Analysis
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Appendix H: Device Hazard Analysis

Questions? Contact FDA/CDRH/OCE/DID at CDRH-FOISTATUS@FDA.HHS.GOV or 301-796-8118
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Appendix H: Device Hazard Analysis
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Appendix I: m Software Requirements Specification

(b)(4) Specifications
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Appendix J: XCY Design Specifications (updated)

(b)(4) Specifications
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Appendix K: RS Cybersecurity

(b)(4) Specifications
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iOS Security
iI0S 11

January 2018
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Data Protection
Class

App Sandbox

User Partition
Software (Encrypted)

OS Partition

File System

Kernel

Secure Secure
Enclave Element

Hardware and
Firmware v

Crypto Engine

v
Device Key
Group Key
Apple Root Certificate

Security architecture diagram of iOS
provides a visual overview of the
different technologies discussed in
this document.

Introduction

Apple designed the iOS platform with security at its core. When we set
out to create the best possible mobile platform, we drew from decades

of experience to build an entirely new architecture. We thought about

the security hazards of the desktop environment, and established a new
approach to security in the design of iOS. We developed and incorporated
innovative features that tighten mobile security and protect the entire
system by default. As a result, iOS is a major leap forward in security for
mobile devices.

Every iOS device combines software, hardware, and services designed to
work together for maximum security and a transparent user experience.
iOS protects not only the device and its data at rest, but the entire
ecosystem, including everything users do locally, on networks, and with
key Internet services.

iOS and iOS devices provide advanced security features, and yet they're
also easy to use. Many of these features are enabled by default, so IT
departments don’t need to perform extensive configurations. And key
security features like device encryption aren’t configurable, so users
can’t disable them by mistake. Other features, such as Face ID, enhance
the user experience by making it simpler and more intuitive to secure
the device.

This document provides details about how security technology and
features are implemented within the iOS platform. It will also help
organizations combine iOS platform security technology and features with
their own policies and procedures to meet their specific security needs.

This document is organized into the following topic areas:

« System security: The integrated and secure software and hardware that
are the platform for iPhone, iPad, and iPod touch.

« Encryption and data protection: The architecture and design that
protects user data if the device is lost or stolen, or if an unauthorized
person attempts to use or modify it.

« App security: The systems that enable apps to run securely and without
compromising platform integrity.

o Network security: Industry-standard networking protocols that provide
secure authentication and encryption of data in transmission.

« Apple Pay: Apple’s implementation of secure payments.

« Internet services: Apple’s network-based infrastructure for messaging,
syncing, and backup.

« Device controls: Methods that allow management of iOS devices,
prevent unauthorized use, and enable remote wipe if a device is lost
or stolen.

« Privacy controls: Capabilities of iOS that can be used to control access
to Location Services and user data.

Questions? Contact FDA/CDRI#QGR/DIP @t ERBE-ERISTAPYS@FPALHIS/GQY a5 301-796-8118 4
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Entering Device Firmware
Upgrade (DFU) mode

Restoring a device after it enters
DFU mode returns it to a known
good state with the certainty that
only unmodified Apple-signed
code is present. DFU mode can
be entered manually.

First connect the device to a
computer using a USB cable.

Then:

On iPhone X, iPhone 8, or

iPhone 8 Plus—Press and quickly
release the Volume Up button.
Press and quickly release the
Volume Down button. Then, press
and hold the side button until you
see the recovery mode screen.

On iPhone 7 or iPhone 7 Plus—
Press and hold the side and
Volume Down buttons at the same
time. Keep holding them until you
see the recovery mode screen.

On iPhone 6s and earlier, iPad, or
iPod touch—Press and hold both
the Home and the Top (or side)
buttons at the same time. Keep
holding them until you see the
recovery mode screen.

Note: Nothing will be displayed
on the screen when the device is
in DFU mode. If the Apple logo
appears, the side or Sleep/Wake
button was held down too long.

Questions? Contact FDA/CDRFHRGE/DIP 3t ERRE-EQISTAPYS@FPALHISGQY a5 301-796-8118

System Security

System security is designed so that both software and hardware are
secure across all core components of every iOS device. This includes
the boot-up process, software updates, and Secure Enclave. This
architecture is central to security in iOS, and never gets in the way
of device usability.

The tight integration of hardware, software, and services on iOS devices
ensures that each component of the system is trusted, and validates
the system as a whole. From initial boot-up to iOS software updates to
third-party apps, each step is analyzed and vetted to help ensure that
the hardware and software are performing optimally together and using
resources properly.

Secure boot chain

Each step of the startup process contains components that are
cryptographically signed by Apple to ensure integrity and that proceed
only after verifying the chain of trust. This includes the bootloaders,
kernel, kernel extensions, and baseband firmware. This secure boot chain
helps ensure that the lowest levels of software aren’t tampered with.

When an iOS device is turned on, its application processor immediately
executes code from read-only memory known as the Boot ROM. This
immutable code, known as the hardware root of trust, is laid down
during chip fabrication, and is implicitly trusted. The Boot ROM code
contains the Apple Root CA public key, which is used to verify that the
iBoot bootloader is signed by Apple before allowing it to load. This is the
first step in the chain of trust where each step ensures that the next is
signed by Apple. When the iBoot finishes its tasks, it verifies and runs
the iOS kernel. For devices with an S1, A9, or earlier A-series processor,
an additional Low-Level Bootloader (LLB) stage is loaded and verified by
the Boot ROM and in turn loads and verifies iBoot.

A failure of the Boot ROM to load LLB (on older devices) or iBoot (on
newer devices) results in the device entering DFU mode. In the case of
a failure in LLB or iBoot to load or verify the next step, startup is halted
and the device displays the connect to iTunes screen. This is known as
recovery mode. In either case, the device must be connected to iTunes
via USB and restored to factory default settings.

On devices with cellular access, the baseband subsystem also utilizes
its own similar process of secure booting with signed software and keys
verified by the baseband processor.

For devices with a Secure Enclave, the Secure Enclave coprocessor
also utilizes a secure boot process that ensures its separate software
is verified and signed by Apple. See the “Secure Enclave” section of
this paper.

For more information on manually entering recovery mode, go to:
https://support.apple.com/kb/HT1808
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System Software Authorization

Apple regularly releases software updates to address emerging security
concerns and also provide new features; these updates are provided

for all supported devices simultaneously. Users receive iOS update
notifications on the device and through iTunes, and updates are delivered
wirelessly, encouraging rapid adoption of the latest security fixes.

The startup process described previously helps ensure that only Apple-
signed code can be installed on a device. To prevent devices from being
downgraded to older versions that lack the latest security updates, i0OS
uses a process called System Software Authorization. If downgrades were
possible, an attacker who gains possession of a device could install an
older version of iOS and exploit a vulnerability that's been fixed in the
newer version.

On a device with Secure Enclave, the Secure Enclave coprocessor also
utilizes System Software Authorization to ensure the integrity of its
software and prevent downgrade installations. See the “Secure Enclave”
section of this paper.

iOS software updates can be installed using iTunes or over the air (OTA)
on the device. With iTunes, a full copy of iOS is downloaded and
installed. OTA software updates download only the components required
to complete an update, improving network efficiency, rather than
downloading the entire OS. Additionally, software updates can be cached
on a Mac running macOS High Sierra with Content Caching turned on,

so that iOS devices don’t need to redownload the necessary update over
the Internet. They'll still need to contact Apple servers to complete the
update process.

During an iOS upgrade, iTunes (or the device itself, in the case of OTA
software updates) connects to the Apple installation authorization server
and sends it a list of cryptographic measurements for each part of the
installation bundle to be installed (for example, iBoot, the kernel, and

OS image), a random anti-replay value (nonce), and the device's unique
ID (ECID).

The authorization server checks the presented list of measurements
against versions for which installation is permitted and, if it finds a
match, adds the ECID to the measurement and signs the result. The
server passes a complete set of signed data to the device as part of
the upgrade process. Adding the ECID "“personalizes” the authorization
for the requesting device. By authorizing and signing only for known
measurements, the server ensures that the update takes place exactly
as provided by Apple.

The boot-time chain-of-trust evaluation verifies that the signature
comes from Apple and that the measurement of the item loaded from
disk, combined with the device’s ECID, matches what was covered by
the signature.

These steps ensure that the authorization is for a specific device and that
an old iOS version from one device can’t be copied to another. The nonce
prevents an attacker from saving the server’s response and using it to
tamper with a device or otherwise alter the system software.

Questions? Contact FDA/CDRFHRGE/DIP 3t ERRE-EQISTAPYS@FPALHISGQY a5 301-796-8118 6
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Secure Enclave

The Secure Enclave is a coprocessor fabricated in the Apple T1, Apple S2,
Apple S3, Apple A7, or later A-series processors. It uses encrypted
memory and includes a hardware random number generator. The Secure
Enclave provides all cryptographic operations for Data Protection key
management and maintains the integrity of Data Protection even if the
kernel has been compromised. Communication between the Secure
Enclave and the application processor is isolated to an interrupt-driven
mailbox and shared memory data buffers.

The Secure Enclave runs an Apple-customized version of the L4
microkernel. This microkernel is signed by Apple, verified as part of the
iOS secure boot chain, and updated through a personalized software
update process.

When the device starts up, an ephemeral key is created, entangled with
the device's UID, and used to encrypt the Secure Enclave’s portion of the
device’s memory space. Except on the Apple A7, the Secure Enclave’s
memory is also authenticated with the ephemeral key. On the Apple A11,
an integrity tree is used to prevent replay of security-critical Secure
Enclave memory, authenticated by the ephemeral key and nonces stored
in on-chip SRAM.

Additionally, data saved to the file system by the Secure Enclave is
encrypted with a key entangled with the UID and an antireplay counter.
Antireplay services on the Secure Enclave are used for revocation of
data over events that mark antireplay boundaries including, but not
limited to, the following:

* Passcode change

e Touch ID or Face ID enable/disable
e Fingerprint add/delete

e Face ID reset

e Apple Pay card add/remove

« Erase All Content and Settings

The Secure Enclave is also responsible for processing fingerprint and
face data from the Touch ID and Face ID sensors, determining if there’s
a match, and then enabling access or purchases on behalf of the user.

Touch ID

Touch ID is the fingerprint sensing system that makes secure access

to iPhone and iPad faster and easier. This technology reads fingerprint
data from any angle and learns more about a user’s fingerprint over time,
with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use.

Face ID

With a simple glance, Face ID securely unlocks iPhone X. It provides
intuitive and secure authentication enabled by the TrueDepth camera
system, which uses advanced technologies to accurately map the
geometry of your face. Face ID confirms attention by detecting the
direction of your gaze, then uses neural networks for matching and
anti-spoofing, so you can unlock your phone with a glance. Face ID
automatically adapts to changes in your appearance, and carefully
safeguards the privacy and security of your biometric data.

Questions? Contact FDA/CDRFHRGE/DIP 3t ERRE-EQISTAPYS@FPALHISGQY a5 301-796-8118 7
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Touch ID, Face ID, and passcodes

To use Touch ID or Face ID, you must set up your device so that a
passcode is required to unlock it. When Touch ID or Face ID detects a
successful match, your device unlocks without asking for the device
passcode. This makes using a longer, more complex passcode far more
practical because you don’t need to enter it as frequently. Touch ID
and Face ID don’t replace your passcode, but provide easy access to
your device within thoughtful boundaries and time constraints. This is
important because a strong passcode forms the foundation of your iOS
device’s cryptographic protection.

You can always use your passcode instead of Touch ID or Face ID, and
it's still required under the following circumstances:

e The device has just been turned on or restarted.
e The device hasn’t been unlocked for more than 48 hours.

e The passcode hasn’t been used to unlock the device in the last
156 hours (six and a half days) and Face ID hasn’t unlocked the
device in the last 4 hours.

e The device has received a remote lock command.
o After five unsuccessful attempts to match.
o After initiating power off/Emergency SOS.

When Touch ID or Face ID is enabled, the device immediately locks when
the side button is pressed, and the device locks every time it goes to
sleep. Touch ID and Face ID require a successful match—or optionally
the passcode—at every wake.

The probability that a random person in the population could look at your
iPhone X and unlock it using Face ID is approximately 1in 1,000,000
(versus 1in 50,000 for Touch ID). For additional protection, both

Touch ID and Face ID allow only five unsuccessful match attempts before
a passcode is required to obtain access to your device. With Face ID, the
probability of a false match is different for twins and siblings that look
like you as well as among children under the age of 13, because their
distinct facial features may not have fully developed. If you're concerned
about this, Apple recommends using a passcode to authenticate.

Touch ID security

The fingerprint sensor is active only when the capacitive steel ring that
surrounds the Home button detects the touch of a finger, which triggers
the advanced imaging array to scan the finger and send the scan to the
Secure Enclave. Communication between the processor and the Touch ID
sensor takes place over a serial peripheral interface bus. The processor
forwards the data to the Secure Enclave but can’t read it. It's encrypted
and authenticated with a session key that is negotiated using a shared
key provisioned for each Touch ID sensor and its corresponding Secure
Enclave at the factory. The shared key is strong, random, and different
for every Touch ID sensor. The session key exchange uses AES key
wrapping with both sides providing a random key that establishes the
session key and uses AES-CCM transport encryption.

The raster scan is temporarily stored in encrypted memory within

the Secure Enclave while being vectorized for analysis, and then it's
discarded. The analysis utilizes subdermal ridge flow angle mapping,
which is a lossy process that discards minutia data that would be
required to reconstruct the user’s actual fingerprint. The resulting map

Questions? Contact FDA/CDRFHRGE/DIP 3t ERRE-EQISTAPYS@FPALHISGQY a5 301-796-8118 8
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of nodes is stored without any identity information in an encrypted format
that can only be read by the Secure Enclave, and is never sent to Apple
or backed up to iCloud or iTunes.

Face ID security

Face ID is designed to confirm user attention, provide robust
authentication with a low false match rate, and mitigate both digital and
physical spoofing.

The TrueDepth camera automatically looks for your face when you wake
iPhone X by raising it or tapping the screen, as well as when iPhone X
attempts to authenticate you to display an incoming notification or when a
supported app requests Face ID authentication. When a face is detected,
Face ID confirms attention and intent to unlock by detecting that your
eyes are open and directed at your device; for accessibility, this is
disabled when VoiceOver is activated and, if required, can be disabled
separately.

Once it confirms the presence of an attentive face, the TrueDepth
camera projects and reads over 30,000 infrared dots to form a depth map
of the face, along with a 2D infrared image. This data is used to create a
sequence of 2D images and depth maps, which are digitally signed and
sent to the Secure Enclave. To counter both digital and physical spoofs,
the TrueDepth camera randomizes the sequence of 2D images and depth
map captures, and projects a device-specific random pattern. A portion
of the A11 Bionic chip’s neural engine—protected within the Secure
Enclave—transforms this data into a mathematical representation and
compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of your face captured
across a variety of poses.

Facial matching is performed within the Secure Enclave using neural
networks trained specifically for that purpose. We developed the facial
matching neural networks using over a billion images, including IR and
depth images collected in studies conducted with the participants’
informed consent. Apple worked with participants from around the world
to include a representative group of people accounting for gender, age,
ethnicity, and other factors. The studies were augmented as needed to
provide a high degree of accuracy for a diverse range of users. Face ID is
designed to work with hats, scarves, glasses, contact lenses, and many
sunglasses. Furthermore, it's designed to work indoors, outdoors, and
even in total darkness. An additional neural network that’s trained to spot
and resist spoofing defends against attempts to unlock your iPhone X
with photos or masks.

Face ID data, including mathematical representations of your face, is
encrypted and available only to the Secure Enclave. This data never
leaves the device. It isn’t sent to Apple, nor is it included in device
backups. The following Face ID data is saved, encrypted only for use
by the Secure Enclave, during normal operation:

e The mathematical representations of your face calculated during
enrollment.

e The mathematical representations of your face calculated during
some unlock attempts if Face ID deems them useful to augment
future matching.

Questions? Contact FDA/CDRFHRGE/DIP 3t ERRE-EQISTAPYS@FPALHISGQY a5 301-796-8118 9
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Face images captured during normal operation aren’t saved, but are
instead immediately discarded once the mathematical representation
is calculated for either enrollment or comparison to the enrolled
Face ID data.

How Touch ID or Face ID unlocks an iOS device

With Touch ID or Face ID disabled, when a device locks, the keys for the
highest class of Data Protection—which are held in the Secure Enclave—
are discarded. The files and Keychain items in that class are inaccessible
until you unlock the device by entering your passcode.

With Touch ID or Face ID enabled, the keys aren’t discarded when the
device locks; instead, they're wrapped with a key that's given to the
Touch ID or Face ID subsystem inside the Secure Enclave. When you
attempt to unlock the device, if the device detects a successful match,
it provides the key for unwrapping the Data Protection keys, and the
device is unlocked. This process provides additional protection by
requiring cooperation between the Data Protection and Touch ID or
Face ID subsystems to unlock the device.

When the device restarts, the keys required for Touch ID or Face ID to
unlock the device are lost; they're discarded by the Secure Enclave after
any conditions are met that require passcode entry (for example, after
not being unlocked for 48 hours or after five failed match attempts).

To improve unlock performance and keep pace with the natural changes
of your face and look, Face ID augments its stored mathematical
representation over time. Upon successful unlock, Face ID may use the
newly calculated mathematical representation—if its quality is sufficient—
for a finite number of additional unlocks before that data is discarded.
Conversely, if Face ID fails to recognize you, but the match quality is
higher than a certain threshold and you immediately follow the failure by
entering your passcode, Face ID takes another capture and augments
its enrolled Face ID data with the newly calculated mathematical
representation. This new Face ID data is discarded if you stop matching
against it and after a finite number of unlocks. These augmentation
processes allow Face ID to keep up with dramatic changes in your facial
hair or makeup use, while minimizing false acceptance.

Touch ID, Face ID, and Apple Pay

You can also use Touch ID and Face ID with Apple Pay to make easy and
secure purchases in stores, apps, and on the web. For more information
on Touch ID and Apple Pay, see the Apple Pay section of this paper.

To authorize an in-store payment with Face ID, you must first confirm
intent to pay by double-clicking the side button. You then authenticate
using Face ID before placing your iPhone X near the contactless payment
reader. If you'd like to select a different Apple Pay payment method after
Face ID authentication, you'll need to reauthenticate, but you won't have
to double-click the side button again.

To make a payment within apps and on the web, you confirm intent to
pay by double-clicking the side button, then authenticate using Face ID
to authorize the payment. If your Apple Pay transaction isn't completed
within 30 seconds of double-clicking the side button, you'll have to
reconfirm intent to pay by double-clicking again.

Questions? Contact FDA/CDRFHRGE/DIP 3t ERRE-EQISTAPYS@FPALHISGQY a5 301-796-8118 10



Records processed under the FOIA; Released by CDRH on 09-28-2020

Face ID Diagnostics

Face ID data doesn’t leave your device, and is never backed up to
iCloud or anywhere else. Only in the case that you wish to provide

Face ID diagnostic data to AppleCare for support will this information be
transferred from your device. Enabling Face ID Diagnostics requires a
digitally signed authorization from Apple that’s similar to the one used
in the software update personalization process. After authorization,
you'll be able to activate Face ID Diagnostics and begin the setup
process from within the Settings app of your iPhone X.

As part of setting up Face ID Diagnostics, your existing Face ID
enroliment will be deleted and you'll be asked to re-enroll in Face ID.
Your iPhone X will begin recording Face ID images captured during
authentication attempts for the next 10 days; iPhone X will automatically
stop saving images thereafter. Face ID Diagnostics doesn’t automatically
send data to Apple. You can review and approve Face ID Diagnostics
data—including enrollment and unlock images (both failed and successful)
that are gathered while in diagnostics mode—before it's sent to Apple.
Face ID Diagnostics will upload only the Face ID Diagnostics images

you have approved, the data is encrypted before it’s uploaded, and is
immediately deleted from your iPhone X after the upload completes.
Images you reject are immediately deleted.

If you don’t conclude the Face ID Diagnostics session by reviewing
images and uploading any approved images, Face ID Diagnostics will
automatically end after 40 days, and all diagnostic images will be deleted
from your iPhone X. You can also disable Face ID Diagnostics at any time.
All local images are immediately deleted if you do so, and no Face ID data
is shared with Apple in these cases.

Other uses for Touch ID and Face ID

Third-party apps can use system-provided APIs to ask the user to
authenticate using Touch ID or Face ID or a passcode, and apps that
support Touch ID automatically support Face ID without any changes.
When using Touch ID or Face ID, the app is notified only as to whether
the authentication was successful; it can’t access Touch ID, Face ID, or
the data associated with the enrolled user. Keychain items can also be
protected with Touch ID or Face ID, to be released by the Secure Enclave
only by a successful match or the device passcode. App developers have
APIs to verify that a passcode has been set by the user, before requiring
Touch ID or Face ID or a passcode to unlock Keychain items. App
developers can do the following:

e Require that authentication APl operations don't fall back to an app
password or the device passcode. They can query whether a user is
enrolled, allowing Touch ID or Face ID to be used as a second factor
in security-sensitive apps.

« Generate and use ECC keys inside Secure Enclave that can be
protected by Touch ID or Face ID. Operations with these keys are always
performed inside the Secure Enclave once it authorizes their use.

You can also configure Touch ID or Face ID to approve purchases from
the iTunes Store, the App Store, and the iBooks Store, so you don't
have to enter an Apple ID password. With iOS 11 or later, Touch ID- and
Face ID-protected Secure Enclave ECC keys are used to authorize a
purchase by signing the store request.

Questions? Contact FDA/CDRFHRGE/DIP 3t ERRE-EQISTAPYS@FPALHISGQY a5 301-796-8118 1
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Erase All Content and Settings
The "Erase all content and settings”
option in Settings obliterates all

the keys in Effaceable Storage,
rendering all user data on the device
cryptographically inaccessible.
Therefore, it's an ideal way to be
sure all personal information is
removed from a device before giving
it to somebody else or returning it
for service.

Important: Don’t use the “Erase all
content and settings” option until
device has been backed up, as there

is no way to recover the erased data.

Encryption and Data Protection

The secure boot chain, code signing, and runtime process security all
help to ensure that only trusted code and apps can run on a device.

iOS has additional encryption and data protection features to safeguard
user data, even in cases where other parts of the security infrastructure
have been compromised (for example, on a device with unauthorized
modifications). This provides important benefits for both users and IT
administrators, protecting personal and corporate information at all times
and providing methods for instant and complete remote wipe in the case
of device theft or loss.

Hardware security features

On mobile devices, speed and power efficiency are critical. Cryptographic
operations are complex and can introduce performance or battery life
problems if not designed and implemented with these priorities in mind.

Every iOS device has a dedicated AES-256 crypto engine built into the
DMA path between the flash storage and main system memory, making
file encryption highly efficient. On A9 or later A-series processors, the
flash storage subsystem is on an isolated bus that is only granted access
to memory containing user data via the DMA crypto engine.

The device’s unique ID (UID) and a device group ID (GID) are AES
256-bit keys fused (UID) or compiled (GID) into the application processor
and Secure Enclave during manufacturing. No software or firmware

can read them directly; they can see only the results of encryption or
decryption operations performed by dedicated AES engines implemented
in silicon using the UID or GID as a key. Additionally, the Secure Enclave’s
UID and GID can only be used by the AES engine dedicated to the Secure
Enclave. The UIDs and GIDs are also not available via JTAG or other
debugging interfaces.

On T1, S2, S3, and A9 or later A-series processors, each Secure Enclave
generates its own UID (Unique ID). Because the UID is unique to each
device, and because it is generated wholly within the Secure Enclave
instead of in a manufacturing system outside of the device, the UID

is not available for access or storage by Apple or any of its suppliers.
Software running on the Secure Enclave takes advantage of the UID to
protect device-specific secrets.

The UID allows data to be cryptographically tied to a particular device.
For example, the key hierarchy protecting the file system includes the
UID, so if the memory chips are physically moved from one device to
another, the files are inaccessible. The UID isn't related to any other
identifier on the device.

The GID is common to all processors in a class of devices (for example,
all devices using the Apple A8 processor).

Apart from the UID and GID, all other cryptographic keys are created by
the system’s random number generator (RNG) using an algorithm based
on CTR_DRBG. System entropy is generated from timing variations during

Questions? Contact FDA/CDRFHRGE/DIP 3t ERRE-EQISTAPYS@FPALHISGQY a5 301-796-8118 12
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boot, and additionally from interrupt timing once the device has booted.
Keys generated inside the Secure Enclave use its true hardware random
number generator based on multiple ring oscillators post processed
with CTR_DRBG.

Securely erasing saved keys is just as important as generating them.
It's especially challenging to do so on flash storage, for example,
wear-leveling might mean multiple copies of data need to be erased.

To address this issue, iOS devices include a feature dedicated to secure
data erasure called Effaceable Storage. This feature accesses the
underlying storage technology (for example, NAND) to directly address
and erase a small number of blocks at a very low level.

File Data Protection

In addition to the hardware encryption features built into iOS devices,
Apple uses a technology called Data Protection to further protect data
stored in flash memory on the device. Data Protection allows the device
to respond to common events such as incoming phone calls, but also
enables a high level of encryption for user data. Key system apps, such as
Messages, Mail, Calendar, Contacts, Photos, and Health data values use
Data Protection by default, and third-party apps installed on iOS 7 or later
receive this protection automatically.

Data Protection is implemented by constructing and managing a hierarchy
of keys, and builds on the hardware encryption technologies built into
each iOS device. Data Protection is controlled on a per-file basis by
assigning each file to a class; accessibility is determined by whether the
class keys have been unlocked. With the advent of the Apple File System
(APFS), the file system is now able to further sub-divide the keys into a
per-extent basis (portions of a file can have different keys).

Architecture overview

Every time a file on the data partition is created, Data Protection creates
a new 256-bit key (the “per-file” key) and gives it to the hardware AES
engine, which uses the key to encrypt the file as it is written to flash
memory using AES CBC mode. (On devices with an A8 or later processor,
AES-XTS is used.) The initialization vector (V) is calculated with the block
offset into the file, encrypted with the SHA-1 hash of the per-file key.

The per-file (or per-extent) key is wrapped with one of several class
keys, depending on the circumstances under which the file should be
accessible. Like all other wrappings, this is performed using NIST AES
key wrapping, per RFC 3394. The wrapped per-file key is stored in the
file's metadata.

Devices running with the Apple File System format may support cloning

of files (zero-cost copies using copy-on-write technology). If a file is
cloned, each half of the clone gets a new key to accept incoming writes
so that new data is written to the media with a new key. Over time, the file
may become composed of various extents (or fragments), each mapping
to different keys. However, all of the extents that comprise a file will be
guarded by the same class key.

Questions? Contact FDA/CDRFHRGE/DIP 3t ERRE-EQISTAPYS@FPALHISGQY a5 301-796-8118 13
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When a file is opened, its metadata is decrypted with the file system
key, revealing the wrapped per-file key and a notation on which class
protects it. The per-file (or per-extent) key is unwrapped with the class
key, then supplied to the hardware AES engine, which decrypts the file
as itis read from flash memory. All wrapped file key handling occurs

in the Secure Enclave; the file key is never directly exposed to the
application processor. At boot, the Secure Enclave negotiates an
ephemeral key with the AES engine. When the Secure Enclave unwraps
a file's keys, they are rewrapped with the ephemeral key and sent back
to the application processor.

The metadata of all files in the file system is encrypted with a random
key, which is created when iOS is first installed or when the device is
wiped by a user. On devices that support the Apple File System, the

file system metadata key is wrapped by the Secure Enclave UID key for
long-term storage. Just like per-file or per-extent keys, the metadata

key is never directly exposed to the application processor; the Secure
Enclave provides an ephemeral, per-boot version instead. When stored,
the encrypted file system key is additionally wrapped by an “effaceable
key” stored in Effaceable Storage. This key does not provide additional
confidentiality of data. Instead, it's designed to be quickly erased on
demand (by the user with the “Erase All Content and Settings” option, or
by a user or administrator issuing a remote wipe command from an MDM
solution, Exchange ActiveSync, or iCloud). Erasing the key in this manner
renders all files cryptographically inaccessible.

File System Key
Hardware Key
| File Metadata
‘ Class Key . File Contents
File Key J
Passcode Key . -

The content of a file may be encrypted with one or more per-file (or
per-extent) keys that are wrapped with a class key and stored in a file's
metadata, which in turn is encrypted with the file system key. The class
key is protected with the hardware UID and, for some classes, the user’s
passcode. This hierarchy provides both flexibility and performance. For
example, changing a file's class only requires rewrapping its per-file key,
and a change of passcode just rewraps the class key.
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Passcode considerations

If a long password that contains
only numbers is entered, a
numeric keypad is displayed at
the Lock screen instead of the
full keyboard. A longer numeric
passcode may be easier to enter
than a shorter alphanumeric
passcode, while providing similar
security.

Delays between passcode

attempts

Attempts Delay Enforced
1-4 none

5 1 minute

6 5 minutes

7-8 15 minutes

9 1 hour

Passcodes

By setting up a device passcode, the user automatically enables Data
Protection. iOS supports six-digit, four-digit, and arbitrary-length
alphanumeric passcodes. In addition to unlocking the device, a passcode
provides entropy for certain encryption keys. This means an attacker in
possession of a device can’t get access to data in specific protection
classes without the passcode.

The passcode is entangled with the device's UID, so brute-force attempts
must be performed on the device under attack. A large iteration count

is used to make each attempt slower. The iteration count is calibrated

so that one attempt takes approximately 80 milliseconds. This means it
would take more than five and a half years to try all combinations of a
six-character alphanumeric passcode with lowercase letters and numbers.

The stronger the user passcode is, the stronger the encryption key
becomes. Touch ID and Face ID can be used to enhance this equation
by enabling the user to establish a much stronger passcode than would
otherwise be practical. This increases the effective amount of entropy
protecting the encryption keys used for Data Protection, without
adversely affecting the user experience of unlocking an iOS device
multiple times throughout the day.

To further discourage brute-force passcode attacks, there are escalating
time delays after the entry of an invalid passcode at the Lock screen. If
Settings > Touch ID & Passcode > Erase Data is turned on, the device will
automatically wipe after 10 consecutive incorrect attempts to enter the
passcode. This setting is also available as an administrative policy through
MDM and Exchange ActiveSync, and can be set to a lower threshold.

On devices with Secure Enclave, the delays are enforced by the Secure
Enclave coprocessor. If the device is restarted during a timed delay, the
delay is still enforced, with the timer starting over for the current period.

Data Protection classes

When a new file is created on an iOS device, it's assigned a class by the
app that creates it. Each class uses different policies to determine when
the data is accessible. The basic classes and policies are described in
the following sections.

Complete Protection

(NSFileProtectionComplete): The class key is protected with a key
derived from the user passcode and the device UID. Shortly after the
user locks a device (10 seconds, if the Require Password setting is
Immediately), the decrypted class key is discarded, rendering all data
in this class inaccessible until the user enters the passcode again or
unlocks the device using Touch ID or Face ID.
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Protected Unless Open
(NSFileProtectionCompleteUnlessOpen): Some files may need to

be written while the device is locked. A good example of this is a mail
attachment downloading in the background. This behavior is achieved by
using asymmetric elliptic curve cryptography (ECDH over Curve25519).
The usual per-file key is protected by a key derived using One-Pass
Diffie-Hellman Key Agreement as described in NIST SP 800-56A.

The ephemeral public key for the agreement is stored alongside the wrapped
per-file key. The KDF is Concatenation Key Derivation Function (Approved
Alternative 1) as described in 5.8.1 of NIST SP 800-56A. AlgorithmID is
omitted. PartyUlnfo and PartyVinfo are the ephemeral and static public keys,
respectively. SHA-256 is used as the hashing function. As soon as the file

is closed, the per-file key is wiped from memory. To open the file again, the
shared secret is re-created using the Protected Unless Open class’s private
key and the file’'s ephemeral public key, which are used to unwrap the per-file
key that is then used to decrypt the file.

Protected Until First User Authentication
(NSFileProtectionCompleteUntilFirstUserAuthentication):

This class behaves in the same way as Complete Protection, except that the
decrypted class key isn’t removed from memory when the device is locked.
The protection in this class has similar properties to desktop full-volume
encryption, and protects data from attacks that involve a reboot. This is the
default class for all third-party app data not otherwise assigned to a Data
Protection class.

No Protection

(NSFileProtectionNone): This class key is protected only with the UID,
and is kept in Effaceable Storage. Since all the keys needed to decrypt files
in this class are stored on the device, the encryption only affords the benefit
of fast remote wipe. If a file isn't assigned a Data Protection class, it is still
stored in encrypted form (as is all data on an iOS device).

Data protection class key

Class A Complete Protection (NSFileProtectionComplete)

Class B Protected Unless Open (NSFileProtectionCompleteUnlessOpen)

Class C Protected Until First User Authentication (NSFileProtectionCompleteUntilFirstUserAuthentication)

Class D No Protection (NSFileProtectionNone)
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Components of a Keychain item

Along with the access group, each
Keychain item contains administrative
metadata (such as “created” and
"last updated” timestamps).

It also contains SHA-1 hashes of the
attributes used to query for the item
(such as the account and server
name) to allow lookup without
decrypting each item. And finally, it
contains the encryption data, which
includes the following:

e Version number
» Access control list (ACL) data

« Value indicating which protection
class the item is in

e Per-item key wrapped with the
protection class key

« Dictionary of attributes describing
the item (as passed to SecltemAdd),
encoded as a binary plist and
encrypted with the per-item key

The encryption is AES 128 in GCM
(Galois/Counter Mode); the access
group is included in the attributes and
protected by the GMAC tag calculated
during encryption.

Keychain Data Protection

Many apps need to handle passwords and other short but sensitive bits of
data, such as keys and login tokens. The iOS Keychain provides a secure
way to store these items.

The Keychain is implemented as a SQLite database stored on the file
system. There is only one database and the securityd daemon determines
which Keychain items each process or apps can access. Keychain access
APIs result in calls to the daemon, which queries the app’s “Keychain-
access-groups,” “application-identifier,” and "application-group”
entitlements. Rather than limiting access to a single process, access
groups allow Keychain items to be shared between apps.

Keychain items can only be shared between apps from the same
developer. This is managed by requiring third-party apps to use access
groups with a prefix allocated to them through the Apple Developer
Program via application groups. The prefix requirement and application
group uniqueness are enforced through code signing, Provisioning Profiles,
and the Apple Developer Program.

Keychain data is protected using a class structure similar to the one used
in file Data Protection. These classes have behaviors equivalent to file
Data Protection classes, but use distinct keys and are part of APIs that are
named differently.

Availability  File Data Protection Keychain Data Protection

When ) . .
NSFileProtectionComplete kSecAttrAccessibleWhenUnlocked

unlocked

While locked NSFileProtectionCompleteUnlessOpen N/A

After first X i . o i .

lock NSFileProtectionCompleteUntilFirstUserAuthentication  kSecAttrAccessibleAfterFirstUnlock

unloc

Always NSFileProtectionNone kSecAttrAccessibleAlways

Passcode N/A kSecAttrAccessible

enabled WhenPasscodeSetThisDeviceOnly

Apps that utilize background refresh services can use
kSecAttrAccessibleAfterFirstUnlock for Keychain items that need to
be accessed during background updates.

The class kSecAttrAccessibleWhenPasscodeSetThisDeviceOnly
behaves the same as kSecAttrAccessibleWhenUnlocked; however, it

is only available when the device is configured with a passcode. This
class exists only in the system keybag; they don’t sync to iCloud Keychain,
aren’t backed up, and aren’t included in escrow keybags. If the passcode
is removed or reset, the items are rendered useless by discarding the
class keys.

Other Keychain classes have a “This device only” counterpart, which is
always protected with the UID when being copied from the device during
a backup, rendering it useless if restored to a different device.

Apple has carefully balanced security and usability by choosing Keychain
classes that depend on the type of information being secured and

when it’s needed by iOS. For example, a VPN certificate must always be

available so the device keeps a continuous connection, but it's classified
as “non-migratory,” so it can’t be moved to another device.
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For Keychain items created by iOS, the following class protections are

enforced:

Item Accessible

Wi-Fi passwords After first unlock

Mail accounts After first unlock
Exchange accounts After first unlock

VPN passwords After first unlock
LDAP, CalDAV, CardDAV After first unlock
Social network account tokens After first unlock
Handoff advertisement encryption keys After first unlock
iCloud token After first unlock
Home sharing password When unlocked

Find My iPhone token Always

Voicemail Always

iTunes backup When unlocked, non-migratory
Safari passwords When unlocked

Safari bookmarks When unlocked

VPN certificates Always, non-migratory
Bluetooth® keys Always, non-migratory
Apple Push Notification service token Always, non-migratory
iCloud certificates and private key Always, non-migratory
iMessage keys Always, non-migratory
Certificates and private keys installed by a Always, non-migratory

configuration profile

SIM PIN Always, non-migratory

Keychain access control

Keychains can use access control lists (ACLs) to set policies for
accessibility and authentication requirements. Items can establish
conditions that require user presence by specifying that they can’t be
accessed unless authenticated using Touch ID, Face ID, or by entering the
device’s passcode. Access to items can also be limited by specifying that
Touch ID or Face ID enrollment hasn’t changed since the item was added.
This limitation helps prevent an attacker from adding their own fingerprint
in order to access a Keychain item. ACLs are evaluated inside the Secure
Enclave and are released to the kernel only if their specified constraints
are met.
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Access to Safari saved passwords

iOS apps can interact with Keychain items saved by Safari for Password
AutoFill using the following two APlIs:

e SecRequestSharedWebCredential
e SecAddSharedWebCredential

Access is granted only if both the app developer and website
administrator have given their approval, and the user has given consent.
App developers express their intent to access Safari saved passwords

by including an entitlement in their app. The entitlement lists the fully
qualified domain names of associated websites. The websites must place
a file on their server listing the unique app identifiers of apps they’ve
approved. When an app with the com.apple.developer.associated-
domains entitlement is installed, iOS makes a TLS request to each listed
website, requesting the file/apple-app-site-association. If the file lists the
app identifier of the app being installed, then iOS marks the website and
app as having a trusted relationship. Only with a trusted relationship will
calls to these two APIs result in a prompt to the user, who must agree
before any passwords are released to the app, or are updated or deleted.

iOS allows users to input saved user names and passwords into
credential-related fields in apps by tapping a “key” affordance in the

iOS keyboard'’s QuickType bar. It leverage the same apple-app-site-
association mechanism to strongly associate apps and websites. This
interface exposes no credential information to the app until a user
consents to releasing a credential to the app. When iOS has marked

a website and app as having a trusted relationship, the QuickType bar
will also directly suggest credentials to fill into the app. This allows users
to choose to disclose Safari-saved credentials to apps with the same
security story, but without apps having to adopt an API.

Keybags

The keys for both file and Keychain Data Protection classes are collected
and managed in keybags. iOS uses the following keybags: user, device,
backup, escrow, and iCloud Backup.

User keybag is where the wrapped class keys used in normal operation
of the device are stored. For example, when a passcode is entered, the
NSFileProtectionComplete key is loaded from the user keybag and
unwrapped. It is a binary plist stored in the No Protection class, whose
contents are encrypted with a key held in Effaceable Storage. In order
to give forward security to keybags, this key is wiped and regenerated
each time a user changes their passcode. The AppleKeyStore kernel
extension manages the user keybag, and can be queried regarding a
device’s lock state. It reports that the device is unlocked only if all the
class keys in the user keybag are accessible,

and have been unwrapped successfully.

Device keybag is used to store the wrapped class keys used for
operations involving device-specific data. iOS devices configured for
shared use sometimes need access to credentials before any user has
logged in; therefore, a keybag that isn’t protected by the user’s passcode
is required. iOS doesn’t support cryptographic separation of per-user

file system content, which means the system will use class keys from the
device keybag to wrap per-file keys. The Keychain, however, uses class
keys from the user keybag to protect items in the user Keychain. On iOS
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devices configured for use by a single user (the default configuration),
the device keybag and the user keybag are one and the same, and are
protected by the user’s passcode.

Backup keybag is created when an encrypted backup is made by iTunes
and stored on the computer to which the device is backed up. A new
keybag is created with a new set of keys, and the backed-up data is
re-encrypted to these new keys. As explained previously, non-migratory
Keychain items remain wrapped with the UID-derived key, allowing them
to be restored to the device they were originally backed up from, but
rendering them inaccessible on a different device.

The keybag is protected with the password set in iTunes, run through

10 million iterations of PBKDF2. Despite this large iteration count, there’s
no tie to a specific device, and therefore a brute-force attack parallelized
across many computers could theoretically be attempted on the backup
keybag. This threat can be mitigated with a sufficiently strong password.

If a user chooses not to encrypt an iTunes backup, the backup files aren’t
encrypted regardless of their Data Protection class, but the Keychain
remains protected with a UID-derived key. This is why Keychain items
migrate to a new device only if a backup password is set.

Escrow keybag is used for iTunes syncing and MDM. This keybag
allows iTunes to back up and sync without requiring the user to enter
a passcode, and it allows an MDM solution to remotely clear a user’s
passcode. It is stored on the computer that’s used to sync with iTunes,
or on the MDM solution that manages the device.

The escrow keybag improves the user experience during device
synchronization, which potentially requires access to all classes of data.
When a passcode-locked device is first connected to iTunes, the user

is prompted to enter a passcode. The device then creates an escrow
keybag containing the same class keys used on the device, protected by
a newly generated key. The escrow keybag and the key protecting it are
split between the device and the host or server, with the data stored on
the device in the Protected Until First User Authentication class. This is
why the device passcode must be entered before the user backs up with
iTunes for the first time after a reboot.

In the case of an OTA software update, the user is prompted for their
passcode when initiating the update. This is used to securely create a
one-time Unlock Token, which unlocks the user keybag after the update.
This token can’t be generated without entering the user’s passcode,
and any previously generated token is invalidated if the user’s passcode
changed.

One-time Unlock Tokens are either for attended or unattended
installation of a software update. They are encrypted with a key derived
from the current value of a monotonic counter in the Secure Enclave, the
UUID of the keybag, and the Secure Enclave’s UID.

Incrementing the one-time Unlock Token counter in the Secure Enclave
invalidates any existing token. The counter is incremented when a token
is used, after the first unlock of a restarted device, when a software
update is canceled (by the user or by the system), or when the policy
timer for a token has expired.
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The one-time Unlock Token for attended software updates expires after
20 minutes. This token is exported from the Secure Enclave and is written
to Effaceable Storage. A policy timer increments the counter if the device
hasn’t rebooted within 20 minutes.

For an unattended software update, which is set when the user chooses
"Install Later” when notified of the update, the application processor can
keep the one-time Unlock Token alive in the Secure Enclave for up to

8 hours. After that time, a policy timer increments the counter.

iCloud Backup keybag is similar to the backup keybag. All the class keys
in this keybag are asymmetric (using Curve25519, like the Protected
Unless Open Data Protection class), so iCloud backups can be performed
in the background. For all Data Protection classes except No Protection,
the encrypted data is read from the device and sent to iCloud. The
corresponding class keys are protected by iCloud keys. The Keychain
class keys are wrapped with a UID-derived key in the same way as an
unencrypted iTunes backup. An asymmetric keybag is also used for the
backup in the Keychain recovery aspect of iCloud Keychain.

Security Certifications and programs

Note: For the latest information on iOS Security Certifications,
validations, and guidance, go to:
https://support.apple.com/kb/HT202739.

1SO 27001 and 27018 certifications

Apple has received ISO 27001 and ISO 27018 certification for the
Information Security Management System for the infrastructure,
development, and operations supporting these products and services:
Apple School Manager, iCloud, iMessage, FaceTime, Managed Apple
IDs, and iTunes U, in accordance with the Statement of Applicability v2.1
dated July 11, 2017. Apple’s compliance with the 1ISO standard was
certified by the British Standards Institution. The BSI website has
certificates of compliance for ISO 27001 and ISO 27018. To view these
certificates, go to:

https://www.bsigroup.com/en-GB/our-services/certification/certificate-
and-client-directory/search-results/?searchkey=company=apple&licencen
umber=1S+649475

https://www.bsigroup.com/en-GB/our-services/certification/certificate-
and-client-directory/search-results/?searchkey=company=Apple&licence
number=PI11%20673269

Cryptographic validation (FIPS 140-2)

The cryptographic modules in iOS have been repeatedly validated for
compliance with U.S. Federal Information Processing Standards (FIPS)
140-2 Level 1 following each release since iOS 6. As with each major
release, Apple submits the modules to CMVP for re-validation when the
iOS operating system is released. This program validates the integrity
of cryptographic operations for Apple apps and third-party apps that
properly utilize iOS cryptographic services and approved algorithms.
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Common Criteria Certification (ISO 15408)

Since the release of iOS 9, Apple has achieved iOS certifications for each
major iOS release under the Common Criteria Certification program for
the following:

» Mobile Device Fundamental Protection Profile

« VPN IPSec Client Protection Profile

» Extended Package for Mobile Device Management Agents

» Extended Package for Wireless LAN Clients

iOS 11 is expected to include additional certifications for the following:
« Application Software Protection Profile

» Extended Package for Email Clients

o Extended Package for Web Browsers

Apple plans to do so with each successive major release of iOS. Apple
has taken an active role within the International Technical Community
(ITC) in developing currently unavailable Collaborative Protection Profiles
(cPPs) focused on evaluating key mobile security technology. Apple
continues to evaluate and pursue certifications against new and updated
versions of the cPPs available today.

Commercial Solutions for Classified (CSfC)

Where applicable, Apple has also submitted the iOS platform and various
services for inclusion in the Commercial Solutions for Classified (CSfC)
Program Components List. As Apple platforms and services undergo
Common Criteria Certifications, they will be submitted for inclusion under
CSfC Program Components List as well.

To view the most recently listed components, go to:
https://www.nsa.gov/resources/everyone/csfc/components-list/

Security configuration guides

Apple has collaborated with governments worldwide to develop guides
that give instructions and recommendations for maintaining a more
secure environment, also known as device hardening for high-risk
environments. These guides provide defined and vetted information
about how to configure and utilize built-in features in iOS for enhanced
protection.
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App Security

Apps are among the most critical elements of a modern mobile security
architecture. While apps provide amazing productivity benefits for users,
they also have the potential to negatively impact system security, stability,
and user data if they're not handled properly.

Because of this, iOS provides layers of protection to ensure that apps

are signed and verified, and are sandboxed to protect user data. These
elements provide a stable, secure platform for apps, enabling thousands
of developers to deliver hundreds of thousands of apps on iOS without
impacting system integrity. And users can access these apps on their iOS
devices without undue fear of viruses, malware, or unauthorized attacks.

App code signing

Once the iOS kernel has started, it controls which user processes

and apps can be run. To ensure that all apps come from a known and
approved source and haven’t been tampered with, iOS requires that

all executable code be signed using an Apple-issued certificate. Apps
provided with the device, like Mail and Safari, are signed by Apple.
Third-party apps must also be validated and signed using an Apple-
issued certificate. Mandatory code signing extends the concept of chain
of trust from the OS to apps, and prevents third-party apps from loading
unsigned code resources or using self-modifying code.

In order to develop and install apps on iOS devices, developers must
register with Apple and join the Apple Developer Program. The real-

world identity of each developer, whether an individual or a business, is
verified by Apple before their certificate is issued. This certificate enables
developers to sign apps and submit them to the App Store for distribution.
As a result, all apps in the App Store have been submitted by an
identifiable person or organization, serving as a deterrent to the creation
of malicious apps. They have also been reviewed by Apple to ensure they
operate as described and don’t contain obvious bugs or other problems. In
addition to the technology already discussed, this curation process gives
customers confidence in the quality of the apps they buy.

iOS allows developers to embed frameworks inside of their apps, which
can be used by the app itself or by extensions embedded within the app.
To protect the system and other apps from loading third-party code
inside of their address space, the system will perform a code signature
validation of all the dynamic libraries that a process links against

at launch time. This verification is accomplished through the team
identifier (Team ID), which is extracted from an Apple-issued certificate.
A team identifier is a 10-character alphanumeric string; for example,
1A2B3C4D5F. A program may link against any platform library that ships
with the system or any library with the same team identifier in its code
signature as the main executable. Since the executables shipping as part
of the system don’t have a team identifier, they can only link against
libraries that ship with the system itself.
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Businesses also have the ability to write in-house apps for use within

their organization and distribute them to their employees. Businesses and
organizations can apply to the Apple Developer Enterprise Program (ADEP)
with a D-U-N-S number. Apple approves applicants after verifying their
identity and eligibility. Once an organization becomes a member of ADEP,

it can register to obtain a Provisioning Profile that permits in-house apps
to run on devices it authorizes. Users must have the Provisioning Profile
installed to run the in-house apps. This ensures that only the organization’s
intended users are able to load the apps onto their iOS devices. Apps
installed via MDM are implicitly trusted because the relationship between
the organization and the device is already established. Otherwise, users
have to approve the app’s Provisioning Profile in Settings. Organizations
can restrict users from approving apps from unknown developers. On first
launch of any enterprise app, the device must receive positive confirmation
from Apple that the app is allowed to run.

Unlike other mobile platforms, iOS doesn’t allow users to install
potentially malicious unsigned apps from websites, or run untrusted
code. At runtime, code signature checks of all executable memory pages
are made as they are loaded to ensure that an app hasn’t been modified
since it was installed or last updated.

Runtime process security

Once an app is verified to be from an approved source, iOS enforces
security measures designed to prevent it from compromising other apps
or the rest of the system.

All third-party apps are “sandboxed,” so they are restricted from
accessing files stored by other apps or from making changes to the
device. This prevents apps from gathering or modifying information
stored by other apps. Each app has a unique home directory for its files,
which is randomly assigned when the app is installed. If a third-party app
needs to access information other than its own, it does so only by using
services explicitly provided by iOS.

System files and resources are also shielded from the user’s apps. The
majority of iOS runs as the non-privileged user "mobile,” as do all third-
party apps. The entire OS partition is mounted as read-only. Unnecessary
tools, such as remote login services, aren’t included in the system
software, and APIs don’t allow apps to escalate their own privileges to
modify other apps or iOS itself.

Access by third-party apps to user information and features such

as iCloud and extensibility is controlled using declared entitlements.
Entitlements are key value pairs that are signed in to an app and

allow authentication beyond runtime factors, like UNIX user ID. Since
entitlements are digitally signed, they can’t be changed. Entitlements
are used extensively by system apps and daemons to perform specific
privileged operations that would otherwise require the process to run
as root. This greatly reduces the potential for privilege escalation by a
compromised system app or daemon.

In addition, apps can only perform background processing through
system-provided APIs. This enables apps to continue to function without
degrading performance or dramatically impacting battery life.
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Address space layout randomization (ASLR) protects against the
exploitation of memory corruption bugs. Built-in apps use ASLR to
ensure that all memory regions are randomized upon launch. Randomly
arranging the memory addresses of executable code, system libraries,
and related programming constructs reduces the likelihood of many
sophisticated exploits. For example, a return-to-libc attack attempts to
trick a device into executing malicious code by manipulating memory
addresses of the stack and system libraries. Randomizing the placement
of these makes the attack far more difficult to execute, especially across
multiple devices. Xcode, the iOS development environment, automatically
compiles third-party programs with ASLR support turned on.

Further protection is provided by iOS using ARM'’s Execute Never (XN)
feature, which marks memory pages as non-executable. Memory pages
marked as both writable and executable can be used only by apps under
tightly controlled conditions: The kernel checks for the presence of the
Apple-only dynamic code-signing entitlement. Even then, only a single
mmap call can be made to request an executable and writable page,
which is given a randomized address. Safari uses this functionality for
its JavaScript JIT compiler.

Extensions

iOS allows apps to provide functionality to other apps by providing
extensions. Extensions are special-purpose signed executable binaries,
packaged within an app. The system automatically detects extensions
at install time and makes them available to other apps using a matching
system.

A system area that supports extensions is called an extension point.
Each extension point provides APIs and enforces policies for that
area. The system determines which extensions are available based

on extension point-specific matching rules. The system automatically
launches extension processes as needed and manages their lifetime.
Entitlements can be used to restrict extension availability to particular
system apps. For example, a Today view widget appears only in
Notification Center, and a sharing extension is available only from the
Sharing pane. The extension points are Today widgets, Share, Custom
actions, Photo Editing, Document Provider, and Custom Keyboard.

Extensions run in their own address space. Communication between the
extension and the app from which it was activated uses interprocess
communications mediated by the system framework. They don’t have
access to each other’s files or memory spaces. Extensions are designed
to be isolated from each other, from their containing apps, and from

the apps that use them. They are sandboxed like any other third-party
app and have a container separate from the containing app’s container.
However, they share the same access to privacy controls as the container
app. So if a user grants Contacts access to an app, this grant will be
extended to the extensions that are embedded within the app, but not
to the extensions activated by the app.

Custom keyboards are a special type of extension since they’re enabled
by the user for the entire system. Once enabled, a keyboard extension
is used for any text field except the passcode input and any secure text
view. To restrict the transfer of user data, custom keyboards run by
default in a very restrictive sandbox that blocks access to the network,
to services that perform network operations on behalf of a process,
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and to APIs that would allow the extension to exfiltrate typing data.
Developers of custom keyboards can request that their extension have
Open Access, which will let the system run the extension in the default
sandbox after getting consent from the user.

For devices enrolled in an MDM solution, document and keyboard
extensions obey Managed Open In rules. For example, the MDM solution
can prevent a user from exporting a document from a managed app to
an unmanaged Document Provider, or using an unmanaged keyboard
with a managed app. Additionally, app developers can prevent the use
of third-party keyboard extensions within their app.

App Groups

Apps and extensions owned by a given developer account can share
content when configured to be part of an App Group. It is up to the
developer to create the appropriate groups on the Apple Developer Portal
and include the desired set of apps and extensions. Once configured to
be part of an App Group, apps have access to the following:

« A shared on-volume container for storage, which stays on the device as
long as at least one app from the group is installed

e Shared preferences
e Shared Keychain items

The Apple Developer Portal guarantees that App Group IDs are unique
across the app ecosystem.

Data Protection in apps

The iOS Software Development Kit (SDK) offers a full suite of APls
that make it easy for third-party and in-house developers to adopt
Data Protection and help ensure the highest level of protection in their
apps. Data Protection is available for file and database APls, including
NSFileManager, CoreData, NSData, and SQLite.

The Mail app database (including attachments), managed books,
Safari bookmarks, app launch images, and location data are also
stored encrypted with keys protected by the user’s passcode on
their device. Calendar (excluding attachments), Contacts, Reminders,
Notes, Messages, and Photos implement Protected Until First User
Authentication.

User-installed apps that don’t opt-in to a specific Data Protection class
receive Protected Until First User Authentication by default.

Accessories

The Made for iPhone, iPad, and iPod touch (MFi) licensing program
provides vetted accessory manufacturers access to the iPod Accessories
Protocol (iAP) and the necessary supporting hardware components.

When an MFi accessory communicates with an iOS device using a
Lightning connector or via Bluetooth, the device asks the accessory to
prove it has been authorized by Apple by responding with an Apple-
provided certificate, which is verified by the device. The device then
sends a challenge, which the accessory must answer with a signed
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response. This process is entirely handled by a custom integrated circuit
(IC) that Apple provides to approved accessory manufacturers and is
transparent to the accessory itself.

Accessories can request access to different transport methods and
functionality; for example, access to digital audio streams over the
Lightning cable, or location information provided over Bluetooth. An
authentication IC ensures that only approved accessories are granted
full access to the device. If an accessory doesn’t support authentication,
its access is limited to analog audio and a small subset of serial (UART)
audio playback controls.

AirPlay also utilizes the authentication IC to verify that receivers have been
approved by Apple. AirPlay audio and CarPlay video streams utilize the
MFi-SAP (Secure Association Protocol), which encrypts communication
between the accessory and device using AES-128 in CTR mode. Ephemeral
keys are exchanged using ECDH key exchange (Curve25519) and signed
using the authentication IC’s 1024-bit RSA key as part of the Station-to-
Station (STS) protocol.

HomeKit

HomeKit provides a home automation infrastructure that utilizes iCloud
and iOS security to protect and synchronize private data without
exposing it to Apple.

HomekKit identity

HomeKit identity and security are based on Ed25519 public-private
key pairs. An Ed25519 key pair is generated on the iOS device for each
user for HomeKit, which becomes their HomeKit identity. It is used to
authenticate communication between iOS devices, and between iOS
devices and accessories.

The keys are stored in Keychain and are included only in encrypted
Keychain backups. The keys are synchronized between devices using
iCloud Keychain.

Communication with HomeKit accessories

HomeKit accessories generate their own Ed25519 key pair for use in
communicating with iOS devices. If the accessory is restored to factory
settings, a new key pair is generated.

To establish a relationship between an iOS device and a HomeKit
accessory, keys are exchanged using Secure Remote Password
(3072-bit) protocol utilizing an eight-digit code provided by the
accessory’s manufacturer, entered on the iOS device by the user, and
then encrypted using ChaCha20-Poly1305 AEAD with HKDF-SHA-512
derived keys. The accessory’s MFi certification is also verified during
setup.

When the iOS device and the HomeKit accessory communicate during
use, each authenticates the other utilizing the keys exchanged in the
above process. Each session is established using the Station-to-Station
protocol and is encrypted with HKDF-SHA-512 derived keys based

on per-session Curve25519 keys. This applies to both IP-based and
Bluetooth Low Energy accessories.
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Local data storage

HomeKit stores data about the homes, accessories, scenes, and users
on a user’s iOS device. This stored data is encrypted using keys derived
from the user’s HomeKit identity keys, plus a random nonce. Additionally,
HomeKit data is stored using Data Protection class Protected Until

First User Authentication. HomeKit data is only backed up in encrypted
backups, so, for example, unencrypted iTunes backups don’t contain
HomeKit data.

Data synchronization between devices and users

HomeKit data can be synchronized between a user’s iOS devices using
iCloud and iCloud Keychain. The HomeKit data is encrypted during the
synchronization using keys derived from the user’s HomeKit identity
and random nonce. This data is handled as an opaque blob during
synchronization. The most recent blob is stored in iCloud to enable
synchronization, but it isn’t used for any other purposes. Because it is
encrypted using keys that are available only on the user’s iOS devices,
its contents are inaccessible during transmission and iCloud storage.

HomeKit data is also synchronized between multiple users of the same
home. This process uses authentication and encryption that is the same
as that used between an iOS device and a HomeKit accessory. The
authentication is based on Ed25519 public keys that are exchanged
between the devices when a user is added to a home. After a new user
is added to a home, all further communication is authenticated and
encrypted using Station-to-Station protocol and per-session keys.

The user who initially created the home in HomeKit or another user with
editing permissions can add new users. The owner’s device configures
the accessories with the public key of the new user so that the accessory
can authenticate and accept commands from the new user. When a user
with editing permissions adds a new user, the process is delegated to a
home hub to complete the operation.

The process to provision Apple TV for use with HomeKit is performed
automatically when the user signs in to iCloud. The iCloud account
needs to have two-factor authentication enabled. Apple TV and the
owner’s device exchange temporary Ed25519 public keys over iCloud.
When the owner’s device and Apple TV are on the same local network,
the temporary keys are used to secure a connection over the local
network using Station-to-Station protocol and per-session keys. This
process uses authentication and encryption that is the same as that
used between an iOS device and a HomeKit accessory. Over this secure
local connection, the owner’s device transfers the user’s Ed25519
public-private key pairs to Apple TV. These keys are then used to secure
the communication between Apple TV and the HomeKit accessories
and also between Apple TV and other iOS devices that are part of the
HomeKit home.

If a user doesn’t have multiple devices, and refuses to grant additional
users access to their home, no HomeKit data is synchronized to iCloud.
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Home data and apps

Access to home data by apps is controlled by the user’s Privacy settings.
Users are asked to grant access when apps request home data, similar
to Contacts, Photos, and other iOS data sources. If the user approves,
apps have access to the names of rooms, names of accessories, and
which room each accessory is in, and other information as detailed in
the HomeKit developer documentation at: https://developer.apple.com/
homekit/.

HomeKit and Siri

Siri can be used to query and control accessories, and to activate
scenes. Minimal information about the configuration of the home is
provided anonymously to Siri, to provide names of rooms, accessories,
and scenes that are necessary for command recognition. Audio sent to
Siri may denote specific accessories or commands, but such Siri data
isn’t associated with other Apple features such as HomeKit. For more
information, refer to “Siri” in the Internet Services section of this paper.

HomeKit IP cameras

IP cameras in HomeKit send video and audio streams directly to the

iOS device on the local network accessing the stream. The streams are
encrypted using randomly generated keys on the iOS device and the IP
camera, which are exchanged over the secure HomeKit session to the
camera. When the iOS device isn't on the local network, the encrypted
streams are relayed via the home hub to the iOS device. The home hub
doesn’t decrypt the streams and only functions as a relay between the
iOS device and the IP camera. When an app displays the HomeKit IP
camera video view to the user, HomeKit is rendering the video frames
securely from a separate system process so the app is unable to access
or store the video stream. In addition, apps are not permitted to capture
screenshots from this stream.

iCloud remote access for HomeKit accessories

HomeKit accessories can connect directly with iCloud to enable iOS
devices to control the accessory when Bluetooth or Wi-Fi communication
isn't available.

iCloud remote access has been carefully designed so that accessories
can be controlled and send notifications without revealing to Apple
what the accessories are, or what commands and notifications are being
sent. HomeKit doesn’t send information about the home over iCloud
remote access.

When a user sends a command using iCloud remote access, the
accessory and iOS device are mutually authenticated and data is
encrypted using the same procedure described for local connections.
The contents of the communications are encrypted and not visible to
Apple. The addressing through iCloud is based on the iCloud identifiers
registered during the setup process.

Accessories that support iCloud remote access are provisioned during
the accessory’s setup process. The provisioning process begins with
the user signing in to iCloud. Next, the iOS device asks the accessory
to sign a challenge using the Apple Authentication Coprocessor that's
built into all Built for HomeKit accessories. The accessory also generates
prime256v1 elliptic curve keys, and the public key is sent to the
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iOS device along with the signed challenge and the X.509 certificate of
the authentication coprocessor. These are used to request a certificate
for the accessory from the iCloud provisioning server. The certificate is
stored by the accessory, but it doesn’t contain any identifying information
about the accessory, other than it has been granted access to HomeKit
iCloud remote access. The iOS device that is conducting the provisioning
also sends a bag to the accessory, which contains the URLs and other
information needed to connect to the iCloud remote access server. This
information isn’t specific to any user or accessory.

Each accessory registers a list of allowed users with the iCloud remote
access server. These users have been granted the ability to control the
accessory by the person who added the accessory to the home. Users
are granted an identifier by the iCloud server and can be mapped to an
iCloud account for the purpose of delivering notification messages and
responses from the accessories. Similarly, accessories have iCloud-
issued identifiers, but these identifiers are opaque and don’t reveal any
information about the accessory itself.

When an accessory connects to the HomeKit iCloud remote access
server, it presents its certificate and a pass. The pass is obtained from
a different iCloud server and it isn’t unique for each accessory. When
an accessory requests a pass, it includes its manufacturer, model, and
firmware version in its request. No user-identifying or home-identifying
information is sent in this request. The connection to the pass server
isn't authenticated, in order to help protect privacy.

Accessories connect to the iCloud remote access server using HTTP/2,
secured using TLS v1.2 with AES-128-GCM and SHA-256. The accessory
keeps its connection to the iCloud remote access server open so that

it can receive incoming messages and send responses and outgoing
notifications to iOS devices.

SiriKit

Siri utilizes the iOS Extension mechanism to communicate with third-
party apps. Although Siri has access to iOS contacts and the device's
current location, Siri checks the permission to access iOS-protected user
data of the app containing the Extension to see if the app has access
before providing that information to it. Siri passes only the relevant
fragment of the original user query text to the extension. For example,

if the app doesn’t have access to iOS contacts, Siri won't resolve a
relationship in a user request such as “Pay my mother 10 dollars using
PaymentApp.” In this case, the Extension’s app would only see “mother”
through the raw utterance fragment being passed to it. However, if the
app does have iOS contacts access, it would receive the iOS contact
information for the user’s mother. If a contact were referred to in the
body of a message—for example, "Tell my mother on Message app that
my brother is awesome”—Siri wouldn’t resolve “my brother” regardless
of the app’s TCCs. Content presented by the app may be sent to the
server to allow Siri to understand vocabulary a user may use in the app.

In cases like “"Get me a ride to my mom’s home using <app name>"—
where the user’s request requires location information to be retrieved
from the user’s contacts, Siri provides that location information to the
app’s extension, for that request only, regardless of the app’s location or
contacts access.
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At runtime, Siri allows the SiriKit-enabled app to provide a set of custom
words specific to application instance. These custom words are tied to
the random identifier discussed in the Siri section of this paper, and have
the same lifetime.

HealthKit

HealthKit stores and aggregates data from health and fitness apps with
permission of the user. HealthKit also works directly with health and
fitness devices, such as compatible Bluetooth LE heart rate monitors
and the motion coprocessor built into many iOS devices.

Health data

HealthKit stores and aggregates the user’s health data, such as height,
weight, distance walked, blood pressure, and so on. This data is stored in
Data Protection class Complete Protection, which means it is accessible
only after a user enters their passcode or uses Touch ID or Face ID to
unlock the device.

HealthKit also aggregates management data, such as access permissions
for apps, names of devices connected to HealthKit, and scheduling
information used to launch apps when new data is available. This data is
stored in Data Protection class Protected Until First User Authentication.

Temporary journal files store health records that are generated when the
device is locked, such as when the user is exercising. These are stored
in Data Protection class Protected Unless Open. When the device is
unlocked, the temporary journal files are imported into the primary health
databases, then deleted when the merge is completed.

Health data can be stored in iCloud. When configured for iCloud storage,
Health data is synced between devices and secured by encryption that
protects the data both in transit and at rest. Health data is only included
in encrypted iTunes Backups. It is not included in either unencrypted
iTunes backups or iCloud Backup.

Data integrity

Data stored in the database includes metadata to track the provenance of
each data record. This metadata includes an app identifier that identifies
which app stored the record. Additionally, an optional metadata item can
contain a digitally signed copy of the record. This is intended to provide
data integrity for records generated by a trusted device. The format used
for the digital signature is the Cryptographic Message Syntax (CMS)
specified in IETF RFC 5652.

Access by third-party apps

Access to the HealthKit APl is controlled with entitlements, and apps
must conform to restrictions about how the data is used. For example,
apps aren't allowed to utilize health data for advertising. Apps are also
required to provide users with a privacy policy that details its use of
health data.

Access to health data by apps is controlled by the user’s Privacy
settings. Users are asked to grant access when apps request access to
health data, similar to Contacts, Photos, and other iOS data sources.
However, with health data, apps are granted separate access for reading
and writing data, as well as separate access for each type of health data.
Users can view, and revoke, permissions they’ve granted for accessing
health data in the Sources tab of the Health app.
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If granted permission to write data, apps can also read the data they
write. If granted the permission to read data, they can read data written
by all sources. However, apps can’t determine access granted to other
apps. In addition, apps can’t conclusively tell if they have been granted
read access to health data. When an app doesn’t have read access, all
queries return no data—the same response as an empty database would
return. This prevents apps from inferring the user’s health status by
learning which types of data the user is tracking.

Medical ID

The Health app gives users the option of filling out a Medical ID form with
information that could be important during a medical emergency. The
information is entered or updated manually and isn’t synchronized with
the information in the health databases.

The Medical ID information is viewed by tapping the Emergency button
on the Lock screen. The information is stored on the device using Data
Protection class No Protection so that it is accessible without having to
enter the device passcode. Medical ID is an optional feature that enables
users to decide how to balance both safety and privacy concerns.

ReplayKit

ReplayKit is a framework that allows developers to add recording and
live broadcasting capabilities to their apps. In addition, it allows users to
annotate their recordings and broadcasts using the device’s front-facing
camera and microphone.

Movie recording
There are several layers of security built into recording a movie:

» Permissions dialog: Before recording starts, ReplayKit presents a user
consent alert requesting that the user acknowledge their intent to
record the screen, the microphone, and the front-facing camera. This
alert is presented once per app process, and will be re-presented if
the app is left in the background for longer than 8 minutes.

» Screen and audio capture: Screen and audio capture occurs out of
the app’s process in ReplayKit's daemon replayd. This ensures the
recorded content is never accessible to the app process.

» Movie creation and storage: The movie file is written to a directory
that's only accessible to ReplayKit's subsystems and is never
accessible to any apps. This prevents recordings being used by
third parties without the user’s consent.

» End-user preview and sharing: The user has the ability to preview
and share the movie with Ul vended by ReplayKit. The Ul is presented
out-of-process via the iOS Extension infrastructure and has access to
the generated movie file.
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Broadcasting

e Screen and audio capture: The screen and audio capture mechanism
during broadcasting is identical to movie recording and occurs in
replayd.

« Broadcast extensions: For third-party services to participate in
ReplayKit broadcasting, they’re required to create two new extensions
that are configured with the com.apple.broadcast-services endpoint:

— A Ul extension that allows the user to set up their broadcast
— An upload extension that handles uploading video and audio data to
the service's back-end servers

The architecture ensures that hosting apps have no privileges to the
broadcasted video and audio contents—only ReplayKit and the third-party
broadcast extensions have access.

« Broadcast picker: To select which broadcast service to use, ReplayKit
provides a view controller (similar to UlActivityViewController) that the
developer can present in their app. The view controller is implemented
using the UIRemoteViewController SPI and is an extension that lives
within the ReplayKit framework. It is out-of-process from the hosting
app.

« Upload extension: The upload extension that third-party broadcast
services implement to handle video and audio content during
broadcasting can choose to receive content in two ways:

— Small encoded MP4 clips
— Raw unencoded sample buffers

e MP4 clip handling: During this mode of handling, the small
encoded MP4 clips are generated by replayd and stored in a
private location only accessible to ReplayKit's subsystems. Once
a movie clip is generated, replayd will pass the location of the
movie clip to the third-party upload extension via the NSExtension
request SPI (XPC based). replayd also generates a one-time
sandbox token that’s also passed to the upload extension, which
grants the extension access to the particular movie clip during the
extension request.

o Sample buffer handling: During this mode of handling, video
and audio data is serialized and passed to the third-party upload
extension in real time through a direct XPC connection. Video
data is encoded by extracting the IOSurface object from the video
sample buffer, encoding it securely as an XPC object, sending over
via XPC to the third-party extension, and decoding securely back
into an 10Surface object.
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Secure Notes

The Notes app includes a Secure Notes feature that allows users to
protect the contents of specific notes. Secure notes are encrypted using
a user-provided passphrase that is required to view the notes on iOS,
macOS, and the iCloud website.

When a user secures a note, a 16-byte key is derived from the user’s
passphrase using PBKDF2 and SHA256. The note’s contents are
encrypted using AES-GCM. New records are created in Core Data and
CloudKit to store the encrypted note, tag, and initialization vector, and
the original note records are deleted; the encrypted data isn’t written
in place. Attachments are also encrypted in the same way. Supported
attachments include images, sketches, tables, maps, and websites.
Notes containing other types of attachments can’t be encrypted, and
unsupported attachments can’t be added to secure notes.

When a user successfully enters the passphrase, whether to view or
create a secure note, Notes opens a secure session. While open, the user
isn’t required to enter the passphrase—or use Touch ID or Face ID—to
view or secure other notes. However, if some notes have a different
passphrase, the secure session applies only to notes protected with the
current passphrase. The secure session is closed when:

e The user taps the Lock Now button in Notes.
« Notes is switched to the background for more than 3 minutes.
e The device locks.

Users who forget their passphrase can still view secure notes or secure
additional notes if they enabled Touch ID or Face ID on their devices. In
addition, Notes will show a user-supplied hint after three failed attempts
to enter the passphrase. The user must know the current passphrase in
order to change it.

Users can reset the passphrase if they have forgotten the current
one. This feature allows users to create new secure notes with a new
passphrase, but it won’t allow them to see previously secured notes.
The previously secured notes can still be viewed if the old passphrase
is remembered. Resetting the passphrase requires the user’s iCloud
account passphrase.

Shared notes

Notes can be shared with others. Shared Notes are not end-to-end
encrypted. Apple uses the CloudKit encrypted data type for any text or
attachments that the user puts in a note. Assets are always encrypted
with a key that’s encrypted in the CKRecord. Metadata, such as the
creation and modification dates, aren’t encrypted. CloudKit manages the
process by which participants can encrypt/decrypt each other’s data.

Apple Watch

Apple Watch uses the security features and technology built for i0OS

to help protect data on the device, as well as communications with its
paired iPhone and the Internet. This includes technologies such as Data
Protection and Keychain access control. The user’s passcode is also
entangled with the device UID to create encryption keys.
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Pairing Apple Watch with iPhone is secured using an out-of-band (OOB)
process to exchange public keys, followed by the BTLE link shared
secret. Apple Watch displays an animated pattern, which is captured by
the camera on iPhone. The pattern contains an encoded secret that is
used for BTLE 4.1 out-of-band pairing. Standard BTLE Passkey Entry is
used as a fallback pairing method, if necessary.

Once the BTLE session is established, Apple Watch and iPhone exchange
keys using a process adapted from IDS, as described in the iMessage
section of this paper. Once keys have been exchanged, the Bluetooth
session key is discarded, and all communications between Apple Watch
and iPhone are encrypted using IDS, with the encrypted Bluetooth, Wi-Fi,
and Cellular links providing a secondary encryption layer. Key rolling is
utilized at 15-minute intervals to limit the exposure window, should traffic
be compromised.

To support apps that need streaming data, encryption is provided using
methods described under “FaceTime” in the Internet Services section of
this paper, utilizing either the IDS service provided by the paired iPhone
or a direct Internet connection.

Apple Watch implements hardware-encrypted storage and class-based
protection of files and Keychain items, as described in the Encryption
and Data Protection section of this paper. Access-controlled keybags for
Keychain items are also used. Keys used for communications between
the watch and iPhone are also secured using class-based protection.

When Apple Watch isn’t within Bluetooth range, Wi-Fi or cellular can

be used instead. Apple Watch won't join Wi-Fi networks unless the
credentials—which must have previously been synced to Apple Watch—
are already present on the paired iPhone. If Apple Watch is out of range
of iPhone, any new network credentials on iPhone aren’t on Apple Watch.

Apple Watch can be manually locked by holding down the side button.
Additionally, motion heuristics are used to attempt to automatically lock
the device shortly after it's removed from the wrist. When Apple Watch
is locked, Apple Pay can only be used by entering the watch’s passcode.
Wrist detection is turned off using the Apple Watch app on iPhone. This
setting can also be enforced using an MDM solution.

The paired iPhone can also unlock the watch, provided the watch is being
worn. This is accomplished by establishing a connection authenticated
by the keys established during pairing. iPhone sends the key, which the
watch uses to unlock its Data Protection keys. The watch passcode isn’t
known to iPhone nor is it transmitted. This feature can be turned off
using the Apple Watch app on iPhone.

Apple Watch can be paired with only one iPhone at a time. iPhone
communicates instructions to erase all content and data from
Apple Watch when unpaired.

Enabling Find My iPhone on the paired iPhone also allows the use of
Activation Lock on Apple Watch. Activation Lock makes it harder for
anyone to use or sell an Apple Watch that has been lost or stolen.
Activation Lock requires the user’s Apple ID and password