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Presenter
Presentation Notes
Hello, my name is Jonathan Helfgott, and I am a Consumer Safety Officer within the Division of Bioresearch Monitoring at FDA’s Center for Devices and Radiological Health. I will be presenting the following module, Computerized Systems Used in Medical Device Clinical Investigations 



Leveraging the use of technology and computerized systems in clinical investigations has the potential to increase efficiency in the data collection process and offer more flexibility in the management of clinical data if used properly. For example, the use of computerized systems can minimize the input of erroneous clinical data, through range checkers, and allow for the access and communication of critical trial data between all relevant parties in real-time, rather than relying on traditional paper based systems. 



On the other hand, considerable costs may be incurred when using IT solutions in a clinical investigation and the Sponsor may want to explore the respective pros and cons to all the available options. If anticipated budgets may not allow for the proper allocation of resources to ensure proper maintenance and performance of computerized systems used in FDA regulated trials, other options may be more suitable. Careful consideration should be given to internal processes and corporate culture for conducting investigations. 



If a sponsor chooses to record, transmit and/or store electronic versions of the records required to be maintained by FDA, it is important to understand FDA’s basic expectations. The following presentation identifies FDA’s basic expectations for using computerized systems and highlight s some of the key recommendations outlined in FDA’s May 2007 Guidance, titled: Computerized Systems Used in Clinical Investigations




Objectives

e Understand FDA's requirements and
expectations for Sponsors, Clinical
Investigators, and others using
Computerized Systems in Medical
Device Clinical Investigations


Presenter
Presentation Notes
The objective of this presentation is for attendees to understand CDRH’s requirements and expectations for Sponsors, Clinical Investigators, and others using Computerized Systems in Medical Device Clinical Investigations 


Overview

Users and Examples of
Computerized Systems used In
Clinical Investigations

. FDA Regulatory Requirements &
Expectations

1.  Recommendations from FDA
Guidance
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During this presentation I will discuss the different users and examples of Computerized Systems used in Clinical Investigations 



As well as FDA’s Regulatory Requirements, Expectations, and recommendations from Guidance




=
Computer Systems in Clinical

Investigations are Used By:

e Clinical Investigators (Cls)

® Sponsors

e |nstitutional Review Boards (IRBs)

e Study Coordinators (Monitors)

e Statisticians

e Data Managers

e Contract Research Organization (CROs)
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Computer Systems in Clinical Investigations can be used by many people involved in the clinical process, for example:



Clinical Investigators (CIs)

Sponsors

Institutional Review Boards (IRBs)

Study Coordinators (Monitors)

Statisticians 

Data Managers

CROs 



Although study coordinators and others performing clinical trial activities use computerized systems in clinical investigations, only the sponsor, the investigator, and the IRB would ultimately be responsible for regulatory compliance and ensuring that all electronic records are accurate, complete, and current. Unlike drug studies, one can only delegate activities but not responsibilities in device investigations.  


Examples ofi Computerized Systems
Used in Clinical Investigations:

e Electronic Case Report Forms (eCRFs)

e Electronic Patient Reported Outcomes (ePRO)
— Interactive Voice Response System (IVRS)

e Adverse Event Reporting Systems (AERS)

e Laboratory Information Management Systems
(LIMS)

e Systems that automatically record data by
integrating data from a medical device such as
an ECG, Holter- Monitor, MRI, etc...
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Presentation Notes
The Clinical Investigator and Sponsor should have the ability to control and provide access to electronic source documentation, for the purpose of an FDA inspection



Common examples of electronic source documents include eCRFs and ePRO records 



The interactive voice response system (IVRS), is an example of an EPRO which uses a touch-tone phone to gather clinical data, track enrollment, randomization, or blinding



Sponsors may also chose to automate their Adverse Event Reporting and IRBs would need access to this as well



LIMS is frequently used in the laboratory for managing: instruments, lab samples, information from analyzers, and QC data 



Also included are systems that automatically record data from a medical device such as an ECG or a radiological image






Which Computerized: System
Should the Sponsor Choose?

e Design their own systems?
e Vendor-Purchased Systems?
e Hybrid- Electronic/Paper Systems?
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There are many options available to a sponsor wishing to implement computerized systems for clinical investigations

A Sponsor may choose to design their own computer systems in-house because of potential cost savings or study-specific needs not available anywhere else. Sponsors should assess the IT capabilities of their available staff to ensure that sufficient resources will be available to be dedicated to adequate system design, implementation, and maintenance. There may be significant time commitments dedicated to all uses of the computerized system, so if staffing is very limited, Sponsors may consider hiring more staff, other contractors, or using vendor-purchased systems. 



When using a vendor-purchased system it is important that the solution implemented meet the needs for the particular study. For example, if clinical data is to be collected in a specific format (e.g.-XML) or integrated with data originating from another medical device, (i.e.-from an: EKG, a Holter-Monitor, or a Radiological Image), the Sponsor should provide documentation to demonstrate that the EDC systems is capable of consistently meeting the specified requirements. Using a vendor-purchased system does not absolve the Sponsor from ensuring appropriate system performance. The Sponsor may wish to negotiate agreements with the vendor up-front to provide documentation such as computerized system validation summaries, maintenance, and performance reports, etc…, to demonstrate that the computerized system is consistently being used correctly.     



A Sponsor may also choose to implement a hybrid-system, using both paper and electronic documents. In some cases, maintaining both electronic and paper source documents may be appropriate, for example, a paper lab-report may be preserved as source and simply referenced in the electronic document, or, the results of the lab-report may be transcribed directly into the electronic document using double-data entry procedures to verify input accuracy. In another example, a Sponsor may prefer maintaining PDF or other electronic versions of paper copies of documents required to be maintained by FDA, such as CRFs; AERs; Protocols; IRB/CI/Sponsor Correspondence; Device Accountability Records, etc…, which would be considered identical to a certified paper copy; FDA recommends that each certified copy have a signature and date, as well as an established procedure, to ensure that all copies are certified with the identical information as the original. 






FDA Regulatory Reguirements

e 21 CFR 812.140(a) requires that
participating Clinical Investigators maintain
“accurate, complete, and current records
relating to the Investigator’s participation in
an investigation”

e 21 CFR 812.140(b) requires Sponsors to
maintain “accurate, complete, and current
records relating to an investigation”
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Presentation Notes
The focus of this presentation is on device investigations, however, all clinical investigators have to maintain accurate, complete, and current records.



There are many similarities in FDA’s expectations from computerized systems used in drug, biologic, and device clinical investigations



When I say investigation, it’s synonymous with clinical trial or clinical study 


FDA Regulatory Requirements

e All 21 CFR Part 812 regulations apply
equally to both paper records and
electronic records

e The use of computerized systems in
clinical investigations does not exempt
IDEs from any Part 812 regulatory
requirement
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Presentation Notes
From a regulatory perspective, paper records are equivalent to e-records



electronic records must meet the same fundamental elements of data quality that are expected of paper records (e.g., attributable, legible, contemporaneous, original, and accurate) 



All the same regulatory requirements apply whether its done on paper or on a computer; 



For example, FDA has seen monitoring and all correspondence between Clinical Investigators, Sponsors, and the IRB done solely through computers


FDA Guidance, May 2007: “Computerized
Systems Used in Clinical Investigations”

e Applies to computerized systems used
for records in electronic form that are
used to create, modify, maintain,
archive, retrieve, or transmit clinical
data required to be maintained, or
submitted to the FDA
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Presentation Notes
FDA's guidance documents, including this guidance, do not establish legally enforceable responsibilities.  Instead, guidances describe the Agency's current thinking on a topic and should be viewed only as recommendations, unless specific regulatory or statutory requirements are cited.  



FDA’s guidance titled, “Computerized Systems Used in Clinical Investigations” opens up with this intricate statement…



Applies to computerized systems used for records in electronic form that are used to create, modify, maintain, archive, retrieve, or transmit clinical data required to be maintained, or submitted to the FDA



But, if you look closely in the appendix, at the definition of electronic record, you will see that the statement, in effect, reads, the guidance applies to electronic records submitted to the FDA



This guidance does not apply to software or computers used as a component to a medical device


FDA Guidance, May 2007: “Computerized
Systems Used in Clinical Investigations”

Recommendation Categories:

e Training of Personnel

e Internal/ External Security Safeguards
e Source Documentation and Retention
e Other System Features

e Standard Operating Procedures
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This is an overview of the recommendations made in the May 2007 guidance



We will discuss each one of these recommendation categories in detail




Training of Personnel

e All personnel who develop, maintain, or
use the computerized systems should
be trained

e Personnel must learn how to perform
their assigned tasks

e Document the computer education,
training, and experience


Presenter
Presentation Notes
Personnel should be trained in accordance with their respective responsibilities



Developers and IT-support should know what is appropriate for the system



Users of the system such as CIs, Sponsors, Monitors, CROs, and IRBs should be trained to use the system properly



CIs may work for several different Sponsors doing a variety of different clinical investigations and each study may have a different computer system so user training is important


Internal Security Safeguards

e Access must be limited to authorized
individuals

e Each user should have an individual account

e Passwords should be changed at established
intervals

e The system should limit and record the number
of unauthorized log-in attempts

e Automatic log off for long idle periods
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Internal Security Safeguards:



Access to the system should be limited to authorized individuals through login log-out procedures and encrypted passwords, for each individual user  



For example, many secure networks will lock you out for 15 minutes if you try to login more than 3 times unsuccessfully



A secure computer system should also employ automatic logoffs after a period of inactivity to prevent unauthorized data entry



Electronic Signatures must also be programmatically linked to the source record, so that there is no opportunity to separate the e-signature from the record




External Security Safeguards

Controls should be established to:

e Prevent unauthorized external software
applications from altering, browsing, querying, or
reporting data

e Prevent, detect, and mitigate effects of computer
viruses, worms, or other potentially harmful
software code on study data and software

(e.g.-firewalls, antivirus, etc...)
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External Security Safeguards:



The system should only allow authorized individuals through authorized pathways



There should be no back-doors or unauthorized alternate pathways to the system.



Think about your company’s internal networks. 



I know that through the computer in my office at the FDA,  I can access all the databases to look at everything from submissions to inspections, however, I have to be inside the network in order to even access permission to use any of these programs, which usually requires a separate login with a new ID and password

Computerized Systems can also be used either as a thick client where the application is installed on-site, or as a Thin-Client, using a web-browser and an internet connection


Source Documentation & Retention

e \When original observations are entered directly
Into a computerized system, the electronic
record is the source document

e Under 21 CFR 312.62, 511.1(b)(7)(ii) and
812.140, the clinical investigator must retain
records required to be maintained under parts
312, 511.1(b), and 812, for a period of time
specified in these regulations

e Applies to the retention of the original source
document or a copy of the source document
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Clinical data entered directly into a computerized system is considered the e-source document, just like when the pen touches the paper CRF and that becomes the source document. 



The whole issue of e-source data is tricky because we usually think of source data that’s on paper and a piece of paper can only be in 1 place at 1 time, however, an electronic-”source” record can be uploaded from anywhere. 



It is a regulatory requirement for the Clinical investigator to have access to the e-source records, even if they’re downloaded from a server;



However, if the source records can not be produced during an FDA inspection, this may result in a record deficiency, so any information recorded in the case history must be preserved at the CI site






Additional Recommendations

e During pre-IDE meetings, identify all source
documents that will be kept electronically throughout
the duration of the Clinical Investigation

» It might be helpful to provide a detailed schematic
of the data flow

(e.g.-eCRF in XML format from clinical site—
Sponsor/CRO/Monitor— Data Lock— Statistical
Review— Clinical Report— Submission to FDA)
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Presentation Notes
I would like to share some additional recommendations which are not specifically addressed in the May 2007 guidance



It is important for the Investigational Plan or the Study Protocol to clearly identify exactly what is the clinical data being collected and stored electronically.



The study designers should weigh the pros and cons to their available EDC options and select the option that is most suitable for the needs of their particular study.



The use of EDC should be discussed during the pre-IDE or pre-submission meeting with FDA, and in addition, a detailed data flow schematic, is an extremely effective way to communicate to FDA the anticipated method for the collection of e-clinical data




Source Documentation & Retention

e The information provided to FDA should fully describe
and explain how source data were obtained and
managed, and how electronic records were used to
capture data

e Maintain a cumulative record that indicates, for any
point in time, the names of authorized personnel, their
titles, and a description of their access privileges

e That record should be kept in the study
documentation, accessible for use by appropriate
study personnel and for inspection by FDA
iInvestigators
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Since source data may be in a variety of records, including medical records, patient charts, lab test results, CRFs, ECGs, digital photographs and patient diaries, it’s important that the clinical protocol specifically define how-source data should be recorded and stored as part of the case history. 



It is also important to keep a record of all access privileges to the e-system in order to identify who had access and when, and these records should be made available during an FDA inspection  
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Other System Features:

Direct Entry of Data

e For direct entry of data, the system should
incorporate prompts, flags, or other help
features to encourage consistent use of
clinical terminology and to alert the user to
data that are out of acceptable range
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Direct Entry of Data:



A system may have an embedded checker to flag entry of data that is out of range in an effort to minimize the input of erroneous data



There shouldn’t be too many data checks that limit the user



The systems acceptable range should take into consideration possible outliers that may in fact be accurate but fell out of normal range. Vitals such as blood pressure, pulse rate, temperature have standard ranges.



The protocol for gathering data should be very specific about the built-in functions to make sure that the data is being captured accurately and not altered
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Other System Features:

Auait Trals

e Computer-generated, time-stamped electronic
audits trails are the preferred method for tracking
changes to electronic source documentation

e Audit trails or other security methods used to
capture electronic record activities should
describe when, by whom, and the reason
changes were made to the electronic record to
ensure that only authorized additions, deletions,
or alterations have occurred

e Ensure that audits cannot be overridden
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Audit trails should accompany all changes to e-source records



Audit trails should be built into the computerized system, whenever altering a saved e-source record, to include the name, reason, date and time of change, while accounting for any time-zone differences



Audit trails should be properly identified, either by color coding or an asterisks, to distinguish those records that were altered from the original.  



It’s easy to see when a paper record is changed because it has scribbles and ink all over it, however, a change to an e-record could be buried in a whole separate file without the proper identification, which is not optimal.



Microsoft Access and Excel actually have some companion software packets that allow audit trails, which should be considered if capturing data using these Off-The-Shelf programs. 



It is also very important to ensure that the audit-trails themselves cannot be over-written 




Standard Operating Procedures

Specific procedures and controls should be in
place for:

e System setup/installation

e System operating manual (User’'s Manual)
e Validation and functionality testing

e Data collection and handling

e System maintenance (Service/Upgrade
Logs)
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SOP’s:



You don’t want to leave the proper operation of these systems to the skills of the user



The collection of data should not be a random event, but rather a formal process



The SOPs are really just controls over the users to ensure proper operation of the system



Other SOPs may also be necessary, such as a file-transfer protocol, which identifies how certain files should be properly transferred




Additional Recommendations:

e |dentify and document all the specified
requirements for the system

e Ensure that the system is capable of
consistently meeting all specified requirements
— If a Vendor/CRO designed/maintained the

system, did they provide you with a
validation summary or report? Is there any

documented User Site Testing?
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Another recommendation is to document all of the system’s specified requirements as well as all the testing and results used to demonstrate that the system is capable of consistently meeting each specified requirement 



If a Vendor designed and/or maintained your EDC system, they should provide you with at least a validation summary or report, and its probably a good idea to also conduct and document some of your own beta testing 




Additional Recommendations

e |dentify all the computer and software
components used in the system

— The identification should be a detailed list that
includes product names and specific version
numbers to keep track of any modifications

e Sufficient backup and recovery procedures help
protect against data loss at clinical sites (e.qg.
Redundant Servers or Hard-Drives)
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It’s also recommended to have a list of all the hardware and software components in the system, so that repairs and upgrades can be done more easily since the most minor hardware or software malfunction can ruin an entire system



Redundant servers and hard-drives are also great protection against data loss 




Conclusion

e The intent of FDA's regulatory requirements
and guidance is to ensure that electronic
records used in clinical investigations are
accurate, complete, and current

e These requirements are important because
data is used to support a product’s safety
and effectiveness


Presenter
Presentation Notes
In conclusion, there are many benefits to using computerized systems during a clinical investigation and its important to establish proper controls over the design and use of such systems  





The intent of FDA’s regulatory requirements and guidance is to ensure that electronic records used in clinical investigations are accurate, complete, and current



These requirements are important because the clinical data is used to support a product’s safety and effectiveness
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